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BCTYII

Indpopmaruzaniisi, iHTerpaitis, riaobamizaiisi Ta NPUCKOPEHUH  PO3BUTOK
TEJICKOMYHIKAIlIif  CHpaBlsAlOTh TIHMOOKWW BIUIMB SIK  HAa OJKUTTA  JIIOJEH,
(GYHKIIIOHYBaHHSI CYyCHUIbCTBA, JEpXKaBW, TaK 1 Ha OpraHW Jep>KaBHOI BIAIH.
CknagHICTh PO3BUTKY TEXHOJIOT1H, BUPOOHUYHUX Ta CYCIUIBHUX BIJTHOCHH CIIOHYKA€
OpraHd JIep>KaBHOI BiaaAMu 10 1H(GOPMAIIHHO-aHATITUYHOI JISUIBHOCTI, HAIpaBJIeHO1
Ha 3a0e3leueHHs NPUUHATTS e(EeKTUBHUX pIIMIEHh Ha OCHOBI OIEpyBaHHS
BCEOCSDKHOIO, TTOBHICTIO BIPOT1THOIO, 00’ €KTUBHOKO 1H(OPMAITIEIO MOI0 CTAHOBUIIA
CIpaB, TEHJICHINM, MacmTabiB Ta OYIKYBAaHUX HACHIAKIB PO3BUTKY IMPOLECIB
KUTTEMSUTBHOCTI JIIOJICH, CIUIBHOT, JEpKaBU Ta CBITY Ha OMMKHIO Ta JAJBHIO
MIEPCIIEKTUBY.

MO>KJIMBOCTI HEKOHTPOJIHOBAHOTO BILIMBY, HECAHKIIIOHOBAHOTO JOCTYITY, a TAKOXK
BUHUKHEHHS KOMIT IOTEPHHUX BIPYCIB Ta IHIIMX 3arpo3, BUKJIUKAIOTh HEOOXITHICTh Y
3abe3neueHHl 1H@popMalliiHoi Oe3neKku, sKa € TOJOBHOK YaCTHHOK EKOHOMIYHOI
Oe3MeKu JepKaBy Ta HAIIOHATBHOT O€3IEeKH B LIIJIOMY.

KuTTenisubHICTh CYCIUIBCTBA, Horo iHdopmalliifHa Oe3leKa 3aJIeXUTh BiJl
cTabiapHOrO  (DYHKI[IOHYBaHHS,  JKMBYYOCTI,  HAIIMHOCTI Ta  TOTOBHOCTI
TEJIEKOMYHIKAI[IHHUX MEPEeK.

AKTyaJIbHUM Ha CBOTOJIHI € TIATOTOBKAa (paxiBIiB, SKI BMIIOTh €(PEKTUBHO
OpraHi3yBaTu 3aXUcCT 1HQoOpMaIlii 1 BOJOAIIOTh CYYaCHUMH TEXHOJOTISIMHU 3aXHUCTy
iHpopMallli Ta MalTh AOCTAaTHIO KBajidiKaliio IJs MPOEKTYBAaHHS Ta CTBOPEHHS
KOMIUIEKCHUX CUCTEeM 1H(QOpMaIiitHOT Oe3neKu.

3abe3neyeHHst iHMopMaIiiHOT Oe3nmeKkn  TEeNEKOMYHIKAIMHUX  MIpO3ILTiB
JIEp>)KaBHUX TMIANPUEMCTB Ta OpraHizaimisi € JOMOMIXHOIO [isUTBHICTIO B HHX 1
BKJIFOYA€E y ceOe peamizallito Ta MATPUMKY TPhOX IMPOIIECIB: MPOIECY MPOSKTYBAHHS
KOMIUIEKCHOI ~ cHcTeMH  iHpopMmaiiiiHoi  Oe3meku, Mpolecy  CTBOPEHHS,
(YHKIIIOHYBaHHS Ta BJIOCKOHAJCHHS CHUCTeMH iH(OpMaliitHOi O0e3MeKu Ta Mporecy
yrIpaBJiHHs 1HQOpMaIiiHOT O€3IeKH.

Lle#t HaBuadbHMIA TTOCIOHUK TIOBHHEH JOMOMOITH CTYICHTaM, SIKi HABYAOTHCS 32
HarpssMoM miaArotoBku 1601 «IHdopmariiiina OGe3nexka» OBOJOMITH TEOPETUUYHUMH
3HAHHSAMHM Ta MPAKTUYHUMHU HaBUYKaMH 3a0e3rnedeHHs 1HQopmarliiiHoi Oe3nexu
HIIMPUEMCTBA Ta 3BEPHYTH yBary Ha MpoOJieMH, SKI BHUHHMKAIOTh B TIPOILIECI
CTBOPEHHSI KOMIUIEKCHOI CHCTEMM 3axucTy 1HdopMaliiHOi Oe3nmeku Ha
MIIITPUEMCTBAX 3B SI3KY.

Hanpukinii KoXHOT YaCTMHM HaBEIEHO KOHTPOJbHI 3aBAaHHA Ta 3aBIaHHS [0
caMOCTIfHOT po0OOTH, 3a JOTMOMOTOI0 SIKHX MOJKHA TEPEBIPUTH DPIBEHb 3aCBOECHHS
TEOPETHUYHOTO MaTepiay.

HaByanbHuil MmOCIOHMK MIATOTYBalu: K.T.H., JOLEHT Kadeapu iHPopMaIiitHo
Oesmekn Ta mepenaBanHs manux B.I'. KononoBuu (BcTym, posn. 2, 4, 5,), k.¢.H.,
noreHT kadeapu iHdopmaliiHoi 0e3neku Ta nepenaBaHHa gaHux C.B. Craiikyna
(po3n. 2, 4, 5), k.e.H., JOUEHT Kadeapu MEHEIHKMEHTY Ta MapkeTuHry T.M.
Tapnackina (Bcrym, 1,2,5), Bukiamau kadeapu iHdopMaiiiiHoi Oe3meku Ta
nepenaBands ganux T.M. [lIunkapuyk (po3a. 3,6).



1 TOCTAHOBKA 3AIAYI ITIPOEKTYBAHHS IHOOPMAIIHHOI
BE3IIEKH TEJTE@OHHUX CUCTEM 3ATI'AJIBHOI'O KOPUCTYBAHHA B
OPT'AHAX JEPXKXABHOI BJIA/IN

1.1 Poab Ta micue indopmaniiinoi 6e3nexu B indopmaniiiHoMy cycnijibCTBIi

Indopmariitna Oe3neka € OJIHIEI0 3 BAXXKJIMBUX CKJIQJ0BUX INI00aIbHOI Oe3meku. Y
nporieci riaobaiizaiiii, B yMoBax MMOOyA0BH 1H(GOPMAIIHHOTO CYCHUJIBCTBA POJIb
iHpopMarliitHoT Oe3MeKH MOCUITIOEThCS 1, HABMaKH, IJ100aabHI MPOIECH BIUIMBAIOTh
Ha iH(opmalliiiHy Oe3neKy Ta B3a€MO3B’si3aHy 3 HEI0 €KOHOMIUHY, HAI[lOHAJIbHY Ta
rJI00aJbHY.

['moGanbamii mporiec iH(OpMaTH3alii CyCcHIbCTBA, SKUW € BITOOpaXKECHHSIM
3araJbHUX 3aKOHOMIPHOCTEH TEHE3UCYy IMBLII3aIlli, ChOTOJHI OXOMHUB yCi cdepu
COLIIOKYJBTYPHOI IISJIBHOCTI JIOAUHU. CTPIMKHII PO3BUTOK 1 PO3MOBCIOIKEHHS
HOBHUX 1H(QOPMAIIITHO-KOMYHIKAI[IHHUX TEXHOJOT1H 00yMOBIIO€ KapAHMHAIbHI 3MIHH
B yNpaBJIiHHI TOCIOJAPCHKUMH CUCTEMaMH Pi3HUX P1BHIB.

OcobauBocTi HEOOMEKEHOTO Ta HEKOHTPOJIbOBAHOTO BIUTHBY,
HECAHKI[IOHOBAHOTO JIOCTYNY, a TaKOXX BHUHUKHEHHS KOMII IOTEPHUX BIipyCiB Ta
IHIIMX 3arpo3, BUKJIMKAIOTh HEOOXITHICTh y 3a0e3reueHH] iHpopMaIliiHoi O6e3IeKH,
sKa € TOJIOBHOIO YaCTHHOIO €KOHOMIYHOI Oe3MeKH JIep>KaBU Ta HAI[iOHATBLHOT Oe3MmeKH
B IIJIOMY.

KUTTenisubHICTh CYCHUIBCTBA, HOTO 1H(oOpMariiiiHa Oe3neka 3aleKuTh BiJl
CTaOlIbHOTO  (YHKI[IOHYBaHHS,  JKMBYYOCTi,  HaJIHHOCTI = Ta  TOTOBHOCTI
1H(GOpMaIIHHO-TEIEKOMYHIKALIIMHUX MEPEXK.

3aBAsSKH CTPIMKOMY TEXHOJIOTIYHOMY MPOTPECY TMOCTAE PSif KUTTEBO BAKIMBHUX
NUTaHb WIOJ0 OpraHizamii mnporeciB o0poOneHHs, 30epiraHHs, MNOLIUPEHHSA Ta
3axXUCTy 1HpopMamii B rodanbHuX 1H(OPMaLIHHO-KOMYHIKAaIHHUX cucTtemax. bo
came 1H(OpMalLiifHI TEXHOJIOTil Ta PO3BHHEHA I1H(QPACTPYKTypa TEIEKOMYHIKalii
BIJIITPalOTh CHOTOJIHI BUPIIIAILHY POJib y 3a0€3MeueHHl 3pOCTaHHs MPOAYKTUBHOCTI
BUPOOHUIITBA, AIMIHICTPATUBHOI'O 1 TOCIOJAPCHKOrO YIPaBIIHHS, Yy PO3IIMPEHHI
iHpopMariiinoi B3aemoaii MK JIIOJABMH, Yy TMOIIMPEHHI MacoBoi i1HdopMalii, y
mporieci 1HTeJeKTyasizalli cycnuibeTBa. I[HQopmariiiina Oe3lexka Mae BaKIIMBE
3HA4YEHHS JJIs TOTro, 00 iH(OpMaIliifHI TeXHOJOT1i MOTJIM BIMOBIIATH OYIKYBAHHIM
JIJIOBOTO CBITY, CIIOXKHBAYiB 1 ypsiAiB Ta 100 MIMCHO HaJaBald BCl T1 MOTEHIIMHI
BUTO/IH, 1110 iX 3a0e3meuyroTh 1HGOpPMaIlIHHO-KOMYHIKAI[IHI TEXHOJIOTI.

[adopwmartiitna Ge3neka B TII0OATBHKX MpoIlecax Ha0yBa€e 0COOIMBOTO 3HAYCHHS 1,
BHACJIIIOK 11 TICHMX B3a€MOBIUIMBIB 3 €KOHOMIYHOIO Ta HAIIOHAJIBHOK O€3IEKOI0,
BHOCHTD CBilf 3HAUHUH BKJIaJ y riao0anbHy O0e3mneky. ['modanbHo0 0e31meKor0 Ha3BeMO
Takuii CTaH TJIO0aTbHUX TpoleciB Ta (GopM IXHBOI peamizamii 3a SIKOTO
3a0e3MeYyI0ThCs:

— rapMOHIYHE MO€JHAHHS 1HTEPECIB HAPO/IIB, HAIllll, Jep’KaB Ta IHTEPECIB YCHOTO
JFOZICTBA;

— e(exTrBHE BUPINICHHS 3aBlaHb, SKi CTOSTh MEPE JIOJCTBOM Ta OKPEMHUMH
Jep>KaBHUMH, PET10HAJIbBHUMU Ta MICIICBUMHM aIMIHICTpaLsIMU;

— yceO1YHUN PO3BUTOK 1 3a0e3MeUeHHs MOTPEO KOXKHOT JTFOIUHH.



['mo6anbHa Oe3neka Mae GyHIAMEHTATBHUIN XapakTep 1 MOke OyTH JOCITHYTa 3a
HEoOX1qHOrO 3a0e3neueHHs 1i CKIagoBuX 4YacTUH. CKIAQJOBUMH YaCTHUHAMHU
ro0anbHOi OE3MEeKH €: HalllOHaJbHA, €KOHOMIYHA, i1HQopMmarlliiiHa, TexHIYHa,
opuanyHa, (i3uyHa, colliajgbHa, BIMCHKOBA, €KOJIOT1YHA, pEeCcypcHa, MPOJ0BOJIbYA,
eHepreTuyHa, (PIHAaHCOBO-TPOINOBA, IIHOBA, JeMorpadidyHa, TOXKEXKHA, MEIUYHa,
NICUXOJIOT1YHA, TICUX14HAa, KpUMIHAJIbHA O€3IEKH.

Oco6mmBOCTI  pO3BUTKY  1HGOpMaIli, MOXJIMBOCTI  HEOOMEXKEHOro  Ta
HEKOHTPOJIbOBAHOTO BILTMBY, HECAHKI[IOHOBAHUN MOCTYI, KOMII IOTEpHI BIpyCH Ta
1HIIIE TOCTPO MOCTaBWJIM TMEPE] CYCHIIBCTBOM MpoOieMH 1HPOpMAIiHOI Oe3meKH.
[ndpopmariiina G6e3nexka MOBUHHA 3A1MCHIOBATHUCA KOMILIEKCHO Ta CHCTEMAaTHYHO 3
BUKOPHUCTAHHAM IOBHOTO HaboOpy 3aco0iB (OpraHi3aliifHUX, TEXHIYHUX, amapaTHO-
MpOrpaMHUX Ta 1H.) m00 3amoOirTé iHPOpMAIIHHOMY THCKY Ta B LIOMY OyIb-sKiii
1HIIH HeOe3mer.

3p03yM1JI0, IO CTAHOBJIEHHSI CYCHIJIBLCTBA HOBOTO THUILY AYXE TOCTPO CTaBUTh
nUTaHHS 1HQOpMaIliiHOiI Oe3MeKu MPOCTOpy JepiKaBU, JIIOJAUHHU, CYCIUIbCTBA, a
TaKO> CTBOPEHHS €(PEKTUBHOI CUCTEMHM 3a0€3MEeUEHHs paB I'POMAJIsiH 1 COLIATbHUX
IHCTUTYTIB Ha BUIbHE OJIEp)KaHHS, MOIIUPEHHsS 1 BUKOpHUCTaHHsA iH(opmarii. lle
MUTAHHS HEMOXJIMBO OOIMTH, TUM OUIbIIIE, IO BOHO CTA€E Y€ aKTyaJbHHUM 3apa3 i
JUJT HAIIO1 KpaiHu.

Indopmariitna 6e3neka € GBI By3bKUM MOHATTSAM 1 PO3IIISAAETHCS SIK CKIIaI0Ba
HaioHanpHOi  Oe3meku. [Hdopmamiitna Oe3neka MICTHUTH y co0l  3axHCT
1HpOpMaLIHHUX MepexX, pPecypciB, MPOTrPaMHUX 3ac00iB, 00'€KTIB IHTEIEKTYaJIbHOT
BJIACHOCTI W IHIIMX HEMaTeplaJbHUX AaKTHUBIB, BKJIIOYAIOUM MaWHOBI 1HTEPECH
YYaCHUKIB MANPUEMHULIBKOL TisSIBHOCTI [1].

B ymoBax rioGamizaiii MOCHUITIOETHCS 3HAYUMICTH MPOOJIeM, SKI TOB’s3aHl 3
1HbOopMaIIiHO 0€3MeKOI0, TAaKUX SIK:

— BUHMKHEHHS Ta 3pOCTaHHs K10€p3JI0UYMHHOCTI Ta KIOEpTepOpU3MY;

— BUHUKHEHHS OKpeMHX BHUAIB 1HGOpMaIIiHOI 30poi Ta BEJAEHHS TII00aIbHUX
1H(popMaIiiHUX BiiiH;

— BTpaTa HalllOHAJIIBHOI KYJbTYpH a00 3JIUTTS ii 3 1HIIMMHU, BIUIUB KYJbTYp KpaiH
CBITY Ta MEHTAIITETY 1HIINX HAIlI};

— CTUMYJIIOBaHHS 1H(popMaIiitHO-PO3BUHEHUMU nep>kaBaMu ,,BIJITITABY
IHTEJIeKTY  Ta KalliTaJiB,;

— BUHHUKHEHHsI SIBHIL ,,iHpopMariiiHoro Budyxy”, ,,HpopmariiiiHoro ronogy” ta
,JHPOpMaIiiHUX BiiH".

— YCKJIQJHEHHS BHUPILIEHHS NUTaHb 30€peXeHHsS Jep>KaBHOI, KOMEpLiNHOi,
c1y>k00BOT1 Ta MEPCOHATBHOI TAEMHHUIII, TOMY 110 HU3bKHUI PiBE€Hb BITUYMU3HSIHUX
1HpOpMaLIHHUX TEXHOJIOT1# 00yMOBHB noOya0BYy 1H(dopMmarliitHoi
iHppacTpykTypu Ykpainu Ha 6a3i IMIOPTHOI TEXHIKUA W TEXHOJIOTI,

— PO3BUTOK TeICOIOMETPUKU i CEHCOPHHUX MEPEX Yy B3a€MOJIIT JT0Iel MK CO000
Ta HABKOJIUIIHIM CEPEAOBUILIEM.

Indopmariitna 6e3neka He MOke OyTH BUpilIeHa 03 BIPOBaIH)KEHHSI HOBUX 17€H,
HOBHUX 3HaHb, HOBOI MOJIITUKK y cepl iHPpopMaTH3allii, BUPIIICHHS 1€l MPOOIeMH K
CKJIaJIOBOT  HalllOHAJIbHOI Oe3meku. TeHJEHIlT PO3BUTKY CY4aCHOIO  CBITY
XapaKTEPU3YIOThCS CTBOPEHHSAM €IMHOTO I00adbHOTO 1HQOPMALIMHOTO MPOCTOPY
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HAa TIUIaHETI, OTOX, mpobiema iHpopMmaliiiHOI Oe3nekn crae MmpoOIEMOIO
KOJICKTHBHOIO, @ HE OKPEMO B3SITOT KpaiHH.

1.2 CyTHicThb Ta 3MicT NOHATH y cepi indopmaniiinoi 6e3nmexn

[Tonsarts iHGopmaIiiHOT OE3MEeKH MOXKE PO3MIAAATUCh Y IIIUPOKOMY Ta Y
BY3bKOMY PO3yMiHHI.

Ingpopmayitina 6e3nexa (y 8y3vkomy po3yminHi) € HEOOXITHOIO, ajie HEBIJT EMHOIO
CKJIaIOBOIO 1HIIUX BUAIB Oe3neku. [Hpopmartiiina 6e3neka — 11e HeBiA €éMHA YaCTHHA
MMOJITUYHOI, €KOHOMIYHOI, BIMCHKOBOI, COIIaJBbHOI Ta IHIIMX CKJIAJOBUX
HaioHanpHOi  Oesmeku. [Hpopmarmiiina Oesmeka (y BY3bKOMY PpO3yMiHHI)
PO3TISAAETHCA K OJIHA 31 CKJIaJOBUX €KOHOMIYHOI Oe3Meku, ToMy 10 1H(popMarlis,
gKa UUPKYJIIO€ Ha MIANPUEMCTBI Ma€ KOMEPILIWHHUIM XapakTep 1 BIUIMBaE Ha
€KOHOMIYHI TOKa3HMKU dISUIbHOCTI TMianmpuemMcTBa (opranizainii). I[HdopmariiiitHa
Oesrneka (y BY3bKOMY pO3YMiHHI) pO3IVISIAAEThCA sK 1H(oOpMaliiiiHa Oe3neka
nianpueMcTBa (opraHizaiii) — 1€ CTaH 3aXMIIEeHOCTI iHdopmalli MiaIpUEMCTBA
(opranizarrii) BiJ AecTaOUI13y0u0ro BIUIMBY 30BHIIIHIX Ta BHYTPIIIHIX 3arpo3.

Inghopmayiiina besnexa (y wupoxomy po3yminHi) € CaMOCTIHHUM BHJIOM O€3MEKH
nopsiJi 3 HAaIlOHAJIBHOK, €KOHOMIYHON, BIMCHKOBOIO, COINAJbHOK 1 MOJITHYHOIO.
Indopmariitna 6e3rneka (y MHUPOKOMY PO3YMIHHI) PO3TIISIAEThCA K 1H(GOpMaIliiina
Oe3meka Jep)kaBM — L€ CKJIa/I0Ba HALIOHAJIBHOI OE3MeKH, 10 XapaKTepu3ye CTaH
3aXMILIEHOCT] HAIIOHANBHUX I1HTEepeciB B 1H(OpMaLiiHii cdepi BiA 30BHIMIHIX Ta
BHYTPIIIHIX 3arpo3.

Inpopmariiina Oesmeka 1HpopMaTh3amii 3HaWNUIa IOPUIWYHUM BUpa3 Ha
3aKOHOAAaBUOMY piBHI y 3akoHi Ykpainu ,llpo Hamionaneny mnporpamy
iHdpopmaTuzamii” [2]. BiamoBimHo 1m0 1poro 3akoHy iH(MoOpMalliiiHy Oe3nexy
3a0€3MeUyIOTh:

- KOMILJIEKC HOPMATHUBHUX JOKYMEHTIB 3 YyCIX acCHeKTiB BHUKOPHCTaHHS 3ac00iB
00UYHCITIOBANILHOI TEXHIKM JJ1s1 00po0seHHs Ta 30epiranHs 1Hpopmallii 0OMeKeHOTro
JOCTYILY;

- KOMITJIEKC JIep)KaBHUX CTaHAApTIB 13 JAOKYMEHTYBAaHHS, CYIPOBOKEHHS,
BUKOPHUCTAHHA, cepTU(]IKAifHUX BUMPOOYyBaHb MPOTPAMHUX 3aCcO0IB 3aXHUCTy
1H(opmMmariii;

- 0aHK 3ac001B IarHOCTUKH, JIOKai3alii 1 Mpo(iTakKTUKH KOMIT FOTEPHUX BIPYCIB,
HOBI TEXHOJOTIi 3axHCTy 1HQOpMAIll 3 BUKOPUCTAHHIM CIEKTPAJIbHUX METO/IB,
BHCOKO HaJ1iH1 KpUOTOrpadiuyHi METOIU 3aXHUCTy 1H(POpMAIIil TOLIO.

B ymoBax mnommpeHHs iHPOpMAIIHMX BIUIMBIB CHpPaBEIMBE HACTYIIHE
Bu3HadyeHHs [3]: ,,[Hndopmariiitna Ge3mnexa JIIOAUHM, CYCITIBCTBA, AEP>KaBH — 11€ CTaH
ixHpoi 1H(OpMaLiifHOT 030pO€HOCTI (MAEThCA HA YyBasl JyXOBHOI, 1HTENEKTYaJIbHOT,
MOPaJIbHO-€TUYHOI, TOJITUYHOI), 3a SKOTO HisKi 1HGOpMAaIliHI BIUIMBH Ha HUX
HECTIPOMOYKH1 BHKJIMKATH JACCTPYKTUBHI AYMKH 1 Jii, IO MPU3BOIATH A0 HETATHBHUX
BIIXWJIEHB HA [IUISIXY CTIHKOTO MIPOTPECUBHOTO PO3BUTKY Ha3BaHUX CYO €KTIB’.

[ndopmarniitna Oe3neka poO3TIAIAETHCS TAaKOXK SK €IHICTh KOHIENTYaJTbHHX,
TEOPETUYHHUX 1 TEXHIYHUX OCHOB 3a0e3NeueHHs Ha 1H(opMaliitHOMy piBHI O€3NeKu
BCiX cdep aepkaBHOI 1 CYCHUIBHOI MJISJIBHOCTI (MOJITHYHOI, E€KOHOMIYHOI,
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COLIIaNIbHOT, BIMICBKOBO1, TyXOBHOI Ta 1H.), @ TaKOX cdep (opMyBaHHS, LUPKYJIALIT,
HAKOMMUYEeHHS 1 BUKOPUCTaHHS 1H(opmMarlli (iHpopmalriiiauii mpoctip, 1HGOopMaIliiHi
pecypcu, iHpopMarliiiHo-aHATITUYHE 3a0€3MEUCHHS OpPraHiB JEePKaBHOTO YIIPABIIHHS
B YCIX BUJIaX JiSJILHOCTI TOIIO.

B opranizamiifHo-ynpaBiaiHChKOMY acIleKTi TOHATTS ,,iH}opMalliiiHa Oe3neka”
pPO3TISAAAETCA SIK: CTaH 3aXMINEHOCTI JKUTTEBO BAXIMBHUX IHTEPECIB 0COOW,
CYCHIJIBCTBA 1 JIEP)KaBH, 3a SKOTO 3BOAUTHCA J0 MIHIMYMY 3aBJaHHs 30MTKIB uepes
HEMOBHOTY,  HEBYACHICTb 1  HENOCTOBIPHICTH  i1HQOpMaIi,  HEraTUBHHM
iHpOpMallIiHUN BIUIMB, HETaTHBHI HACTIAKK (PYHKIIOHYBaHHS 1HGOpMAaIIHHUX
TEXHOJIOT1H, a TAKOXK Yepe3 HECAHKI[IOHOBAHE TOMUPEHHS 1H()OopMaIii.

Y kHu3l [4] mpomoOHYyeThCs HACTYNMHE BHU3HAYCHHS MOHSTTS ,,iH(opMmarliiiHa
oesmeka”’. ,ladopmariiiina Oe3nmeka — 1€ CTaH 3aXUIIEHOCTI 1H(POPMAIIHOTO
CepeqIoBHILa CYCIUIBCTBA, 10 3abe3neuye ii GopMyBaHHS 1 PO3BUTOK B 1HTEepecax
IPOMaJIsIH, OpraHizaliii 1 JepxKaBu’ .

3a KOHKPETHHMX YMOB cepeloBuIla (yHKIIOHYBaHHS iHQopmariii MoXxHa
(dhopMyIIIOBaTH YTOYHEHHI BUSHAYEHHS, 10 BIAMOBIIAIOTH IIMM YMOBaM.

Indopmarmiitna Oe3neka B ymoBax iHdopMmatuzaiii Ykpainu (popmyBaHHS
iH(popMaIITHOTO CYCHUJIBCTBA) — II€ CYCHUJIbHI BIJHOCHHM IIOJ0 CTBOPEHHS 1
NIATPUMAHHS B HAJICKHOMY CTaHI pPEXKHUMY HOPMAJIBHOTO (DYHKI[IOHYBaHHS
BIJIMOBIAHOT aBTOMATU30BaHOI (KOMII ‘IOTepU30BaHOi) 1H(GOpPMALIHOI CHUCTEMH,
CHUCTEM TEJEKOMYHIKAIlil; KOMIUIEKC OpraHi3alliiHuX, MpaBOBUX Ta IHKEHEPHO-
TEXHOJIOTIYHUX (TEXHIYHHX Ta MPOrPAMHO-MATEMaTUYHUX) 3aXOJlIB MO0 OXOPOHH,
3aXUCTY, 3aM00IraHHA 1 OI0MAHHS MPUPOJHUX, TEXHOTEHHUX 1 COI[IOTEHHUX 3arpo3,
peanizallisi SKUX MOXKE MOPYIIMTA a00 MPUMUHUTH >KUTTEAISUIBHICTD KOHKPETHOI
COLII0 - TEXHIYHOI 1HPOPMAIIIITHOT CUCTEMH.

B inmomy Bunaaky: ,Jlndopmariitna Oe3neka — e 3axXUIICHICTh 1HpOpMAIT 1
OIATPUMYIOUOi  1HQPACTpyKTYypH BiJi BHIAAKOBHMX a00 HaBMHCHHUX BIUIMBIB
IPUPOTHOTO a0 MITYYHOTO XapaKTepy, sSKi MOXKYTh 3aBJaTH 30MTKY BIACHHKaM a0o
KopucTyBauaMm iHGopMallii 1 mATpUMYHYid IHPpacTpyKTypi”.

ITonsarrs  ,,indopmariiina Oe3meka”  XapakTepuzye CcTaH  (BJIACTHBICTb)
1H(popMaIiiiHOT 3aXUIEHOCTI JIOJUHM, CYCIUIBCTBA, TPUPOJIA B YMOBAX MOMKJIHBOI
i1 3arpo3 1 IOCATAETHCS CUCTEMOIO 3aX0/1iB, CIPSIMOBAHUX

— Ha monepeKeHHs 3arpo3. [lonepemkeHHs 3arpo3 — 11e MPEeBEHTUBHI 3aX0IU TSI
3a0e3neyeHHs 1HQOpMAIliiiHOI Oe3neku B 1HTEpecax MOMEePe/HKEHHS MOXKIUBOCTI
iXHPOTO BUHUKHEHHS;

— Ha BUSBJCHHS 3arpo3. BUSBICHHS 3arpo3 BUPAXAEThCS B CHUCTEMATUYHOMY
aHayi3l 1 KOHTPOJII MOXIIMBOCTI TMOSIBU pealbHUX a00 TMOTEHIINHUX 3arpo3 1
CBOEYACHHX 3aXOJIB JJI IXHBOTO TOTIEPEIKEHHS;

— Ha JIOKaJIi3aIliio 3JJ0OYNHHUX I 1 BXKUBAHHS 3aXOIB 1O JIKBiAaIii 3arpo3u abo
KOHKPETHHX 3JI0YMHHHX Mii;

— Ha JIKBIJAIIF0 HACTIKIB 3arpo3 1 3JIOUMHHMX JI1A Ta BIAHOBJIEHHS CTaTyC-KBO.

VY 3akoni Ykpainu ,Ilpo Ttenexomynikamii® mia iHGOpMAIIHHOK O€3IMeKO0I0
PO3YMIIOTB: ,,...3JJaTHICTh TEJICKOMYHIKAI[IHHUX Mepex 3a0e3rnedyBaTH 3axXUCT BiJl
3HUIIEHHS, TIepeKpydYeHHs, OJ0KyBaHHs 1HopMaIllli, ii HECAaHKIIOHOBAHOTO BUTOKY
a00 BiJ] MOPYIIEHHS YCTAaHOBJICHOTO MOPSAKY 11 MapipyTu3aiii’ [5].



Sx BUAHO 3 HaBeIEHUX BHU3HAUCHb, 1HQOpMaIliiiHa Oe3neka NOB’A3aHa 13
nporiecom 3axucty iHdopmarii. ToO6To, Akio 1HGOpMaIlis 3aXHIleHa, BUXOIUTh, 110
BOHA B Oe3mell.

llonammsa ,,3axucm ingopmayii’. Iligx 3axuctom i1H}oOpMaIi PO3YyMIIOThH
CYKYITHICTh OpraHi3alliiHO-TEXHIYHUX 3aXO0JIB 1 MPaBOBUX HOPM IS 3amOOIraHHs
3alOJISAHHIO TIKOAM 1HTepecaM BiacHuka iHQopmarii un AC Ta o0ci0, sKi
KOPHUCTYIOThCS 1HPopMariiero [6].

[Tin 3axuctom iHGoOpMalii, y OUIBII HIMPOKOMY CEHCl, PO3yMIIOTh KOMILJIEKC
OprasizaiiiHuX, MNpaBOBUX 1 TEXHIYHUX 3axXOJIB JJs 3amoOIraHHs 3arpo3am
iH(popMaIiiHOT Oe3MeKn i yCyHEHHIO ixHIX HachiakiB. CyTHICTh 3aXHUCTy 1H(OopMalii
MOJIATa€ y BUSIBJICHHI, YCYHEHHI a00 HeTpamizalii HeraTMBHUX JKepes, MPUUYUH 1
yYMOB BIUTUBY Ha iH(opmariito. i mxepena e 3arpo3oro 6e3mnerni iHbopMmarii.

Meta Ta meToau 3axucTy iHQOpMAIl BiAOOpaXKarOTh 1i CYTHICTh. Y LbOMY
pPO3yMiHHI 3axucT 1HGOpMAIli OTOTOXKHIOETHCS 3 IIPOIIECOM  3a0e3nedyeHHs
iH(opMarliiiHoi 0e3neku, K riaodalbHOI MPoOIeMU OE3MEYHOr0 PO3BUTKY CBITOBOT
YBLTI3alll, Jep)kKaB, CIHIBIPY>KHOCTEH JrOJel, OKpeMoi JIOJWHM, I1CHYBaHHS
IPUPOJIH.

[ToniepemxeHHsT MOKIMBUX 3arpo3 1 MPOTUIIPABHUX il MOxke OyTH 3a0e3rneueHe
BCUISIKUMH 3aco0aMu, MOYMHAIOYM BiJl CTBOPEHHS KJIIMaTy TIMOOKO-YCBIIOMIIEHOTO
BIJIHOIIIEHHSI CHIBPOOITHUKIB 10 MpoOiemMu Oe3neku 1 3axucTy iHdopmalli 10
CTBOpPEHHSI TJIMOOKO1, €IIEJIOHOBAHOI CHCTEMHU 3aXUCTy (PI3UYHUMH, arnapaTHUMH,
mporpaMHuUMH 1 KpuntorpadigaumMu 3acobamu. [lomepemkeHHs 3arpo3 MOMKIIUBE 1
HUIAXOM OJIep:KaHHs 1H(OpMaIlii Mpo MPOTUIIPABHI aKTH, sIKI TOTYIOThCSI, MJIAHOBAHI
PO3KpagaHHs, MATOTOBYI Mii i 1HII eIEMEHTH 3JIOYMHHUX BUYMHKIB. Y TMOMEPEIHKCHHI
3arpo3 BaXIJMBY pOJb BiJirpae 1H(QOpMaLIHO-aHATITUYHA AISUIBHICTD CIYXKOH
Oe3nexkd Ha OCHOBI TIJIMOOKOTO aHami3y KpPUMIHOT€HHOTO CTaHy W [isSJIbHOCTI
KOHKYPEHTIB 1 3JIOBMUCHUKIB.

BusiBnenHs 3arpo3 — 11e Ail 3 BU3HAYCHHsS] KOHKPETHHUX 3arpo3 Ta IXHIX JHKepe,
SKI TPUHOCATH TOM abo 1HmMH BUJ 30uTKy. Jlo Takux i MOXHA BIJHECTH
BUSIBJICHHS (PAKTIB PO3KpaJaHHs a0o0 MIaxpaicTBa, a TaKOX (DaKTIB PO3TOJIOIICHHS
KoHpiaeH1iHOT 1HpOopMallii a00 BUMaAKIB HECAHKI[IOHOBAHOTO JOCTYIY /IO JKEpE
KOMEPIIIMHUX CEKPETIB.

BusiBieHHs Ma€ Ha METi POBEACHHS 3aXOiB 1010 30MpaHHS, HArPOMAPKCHHS U
AHATITUYHOTO OOpOOJEHHS BIOMOCTEH MIOA0 MOMJIMBOI MIATOTOBKH 3JIOYHHHHUX
BUMHKIB 3 OOKY KPUMIHAJIBHUX CTPYKTYp a00 KOHKYPEHTIB Ha PUHKY BHPOOHMIITBA
Ta 30yTy TOBapiB 1 MPOAYKIIii.

[Ipununenns abo jmokamizalis 3arpo3 — 1€ i, COpsIMOBaHI Ha YCYHEHHS J1I0YOi
3arpo3u 1 KOHKPETHUX 3JIOUNHHUX BUMHKIB.

JlikBimarisi HACJIIIKIB Ma€ Ha METi BIITHOBJICHHS CTaHy, IO MepeayBaB HACTAHHIO
3arpo3m.

Yei mi cmocoOM MarwTh Ha METI 3aXUCTUTH 1HQOpMAIliiHI pecypcHu Bil
MPOTUIPABHUX 3a31XaHb 1 3a0€3MCUHUTH:

— 3arno0iraHHs pO3TOJIOMICHHS 1 BUTOKY KOH(D1ICHIIIHHOIT 1HpOopMaIlii;

—3a00pOHY  HECaHKIIIOHOBAHOTO JIOCTYyNmy JO JiKeped  KOH(QIIeHIIHHOT
iH(opmMmariii;
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— 30epexKeHHsI LITICHOCT1, MOBHOTH 1 IOCTYITHOCTI 1H(QOpMAIIT;

— JOTpUMaHHS KOH(1IEHIIHHOCTI iH)OopMaIIii;

— 3a0€3MeUeHHs aBTOPCHKHX TIPaB.

Haiibipi1 3aragbHUMM MPUHIMIIAMA 3aXUCTy Oyab-sSKOro BHAY iHGOpMaIllii, 110
OXOpOHSIETHCS, €:

— 3axucT 1H(opMalii opraHizye 1 MNPOBOAUTH BJIACHUK 1HGopMalii ado
YIOBHOBA)KEH1 HUM 0CO0M (FopuAndHi a00 (Pi3uyHi);

— 3axucToM 1HGopMalii BIACHUK OXOpPOHsS€ CBOI IpaBa Ha BOJIOAIHHS 1
PO3MOPSKEHHS 1H(OPMAITIEI0, TparHe 3aXUCTUTH 11 BiJl HE3aKOHHOTO 3aBOJIOIHHS 1
BUKOPWCTAHHS HA MITKOJy WOTO IHTEepecaMm;

— 3axucT iH(popMaIllii 3A1HCHIOETHCS TIITXOM MPOBEICHHS KOMIUICKCY 3aXO0IIB IS
OOMEXEHHS JOCTymy A0 3axuiieHoi iHdopmarii, 1m0 3aXUIAEThCs, 1 CTBOPCHHS
YMOB, 110 BUKJIFOYAIOTh 800 CYTTEBO YCKIIATHIOIOTH HECAHKI[IOHOBAaHUH, HE3aKOHHUI
JOCTYTI JI0 3aceKpeueHoi iHpopmMmarlii Ta ii HOCIIB.

3axuiieHa iHdopMallis, sSKa € JIep)KaBHOK a00 KOMEPIIMHOK TAEMHHUIICIO, SK 1
Oynb-sikui 1HIMK BujJ 1H(OpMallii, HeoOXiJHA [JIs YHpPaBIIHCBKOI, HAyKOBO-
BUPOOHUYOI Ta 1HIIOT AisiibHOCTI. ChOTO/IHI TIepe] 3aXUCTOM 1HpOpMaIlli CTaBIAThCS
O1IBII MIUPOKI 3aaaui: 3a0e3neunt Oe3mneky iHdopMmaiii. Ile 00yMOBIEHO HHU3KOIO
oOCTaBMH, 1 B IMepUly 4Yepry THUM, II0 BCe OUIBII IIMPOKE 3aCTOCYBAaHHS B
HAaKOMMYYyBaHHI W 0OpoOeHH1 3axuieHoi iHdopmallli, OJepPKYITh EJICKTPOHHO
obuucmoBanbHi Mamman (EOM), B skuX Moke BigOyBaTHCS HE TIJIBKA BUTIK
iHdopMmartii, ane 1 1i pyilHyBaHHS, MEepEeKpPyYyBaHHs, MiAPOOJIEHHS, OJOKyBaHHS i
1HII BTpy4YaHHs B iHGopMaIlito i iHhopMaLiliHi CHCTEMH.

OTxe, mig 3aXuUCTOM 1HQOpMAIT CII TAaKOX PO3YMITH 3a0e3MedeHHs] Oe3MeKu
iHpopMmarii 1 3aco0iB iHpopMalli, B SKUX HAKOMUYYETHCS, OOPOONIAETHCA 1
30epiraeTscsl 3axuileHa iHpopmarris.

Takum uuHOM, 3axXHUCT 1HQOpMAaIli — 1€ AISUIBHICTh BiIacHMKa 1H(opMmarlii abo
YIIOBHOBAXEHOI HUM 0CO0H 3:

— 3a0e3MeueHHs] CBOIX MpaB Ha BOJIOJIHHS, PO3MOPSIHKEHHS 1 yHpaBIiHHS
3aXMINEHO 1H(pOopMali€ro;

— 3ano0iranHs BUTOKY 1 BTpaTH iHGOpMaIlii;

— 30€peKeHHsI TOBHOTH, BIPOTITHOCTI, IUIICHOCTI 3axuileHoi iHdopmari, ii
MAaCHBIB 1 poOrpam oOpoOKH;

—30epexeHHs] KOHQIACHIIIMHOCTI abo TaeMHOCTI 3axuineHoi iHdopmaii,
BIJIMOBITHO 70 MPaBWJI, YCTAHOBJICHUX 3aKOHOJABUYMMHU W 1HIIUMH HOPMATHBHUMH
aKTaMH.

Takum uymHOM, 3axucT iHQopMalii — 1€ ISUIbHICTh, sKa CIpsIMOBaHa Ha
3abe3neueHHs] KOH(DIAEHIIMHOCTI, IUIICHOCTI Ta JOCTYMHOCTI iH(opMarlii B mporeci
oJlepKaHHs, 30epiraHds, 0OpoOJICHHS 1 TIOMMPEHHS 3a JOMOMOTOK) OpraHi3aliiHuX,
IPaBOBUX, TEXHIYHUX T4 EKOHOMIYHHUX 3aCO01B.

3acobu 3abesnedeHHsT 30€peKEeHHsS Ta 3axucty iHdopmalii B JepKaBHIN
oprasizailii, Ha TIAIPUEMCTBI a00 ¢ipMi BIIPI3HAIOTHCSA 3a CBOIMH MaciuTabaMH 1
dbopmamu. Bonu 3anexars Bii BUPOOHMUYMX, (PIHAHCOBHMX Ta 1HIIMX MOXKJIMBOCTEH
(bipMu, BiJ KUTBKOCTI CEKPETIB, SIKI BOHA OXOPOHSIE Ta IXHLOT 3HAaUMMOCTI. [Tpu 1ibomy
BUOIp TakuxX 3aXxOAiB HEOOXITHO 3IIMCHIOBATH 3a NPUHIUIIOM EKOHOMIYHO1
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JOUUIBHOCTI, NOTPUMYIOUHMCHh Yy (DIHAHCOBUX pO3paxyHKax ,,30JI0TOI cCepenuHu’”,
OCKIJIbKM HaJIMIpHE 3aKpUTTs 1HPOpMAIlii, TaK camMo SIK 1 XaJlaTHE BIJHOIIEHHS /0 ii
30epeKeHHs, MOXKYTh BUKJIMKATH BTPATy MEBHOT YaCTKU MPUOYTKY a00 MPHU3BECTHU 10
HETOMpaBHUX 30UTKIB. BiJICYyTHICTh y KEPIBHUKIB MIANPUEMCTB YITKOTO YSBIICHHS
PO yYMOBH, IO CHPUSIOTH BUTOKY KOH(QIIEHIIMHOT 1HdopMaIllli, TpuBOAATh A0 ii
HECAHKIIIOHOBAHOT'O MOIINPEHHS.

HasiBHICTH 3HAYHOI KUIBKOCTI Ypa3duBHX MICI[b Ha OYJb-IKOMY Cy4YaCHOMY
OiANpUeEMCTBI a00 (ipMi, MIMPOKUN CHEKTpP 3arpo3 1 JOCUTh BHCOKA TEXHIYHA
OCHAIIIEHICTh 3JI0BMUCHUKIB BUMarae oOIpyHTOBAHOTO BUOOpPY CIeLiaJbHUX PIllIeHb
3 3axucTy iH(popmartii. OCHOBOIO TaKUX PINIEHh MOYKHA BBAKATH:

1. 3acTocyBaHHS HAyKOBUX MPUHIIMIIB 3 3a0e3MeueHHs 1H(POpMaIiifHOi 0e3meKH,
10 BKJIIOYAIOTh y cebe: 3aKOHHICTh, €KOHOMIYHY JIOLUIBHICTH 1 MPHOYTKOBICTH,
CaMOCTIMHICTh 1 BIAMOBIAANBHICTh, HAYKOBY OpraHi3aIlilo Tparli, TICHHHA 3B’SI30K
Teopii 3 MPaKTUKOI, Creliamizaiio 1 npodecioHadizM, NPOrpaMHO-IIILOBE
IUTAaHYBAaHHS, B3a€EMOJII0 1 KOOPJMHAIIIIO0, JTOCTYIHICTh Y MO€JHAHHI 3 HEOOX1IHOIO
KOH(]1AEHIIHHICTIO.

2. IlpuitHATTA MpaBOBUX 3000B’sA3aHb 3 OOKY CIIBPOOITHUKIB MiAMPUEMCTBA IO
BIJIHOIIIEHHIO 710 30€peKeHHs JOBIPEHUX iM BigomocTel (1Hdopmariii).

3. CTBOpeHHA Takux aJMIHICTPAaTUBHMX YMOB, 3a SKHX BHKJIIOYAETHCS
MOXKJIMBICTh KPaJiKKH, pO3KpagaHHs a00 nepekpydyBaHHs 1HGoOpMaIlii.

4. IlpaBoMipHe 3allydeHHS JO KapHOI, aJMIHICTPAaTUBHOI ¥ IHINIUX BHUIIB
BIJIMOBIAAIBHOCTI, fKI TapaHTYIOTh MOBHE BIAIIKOAYBaHHS 30UTKY BiJ BTpaTH
1HbOopMaIlii.

5. IIpoBeneHHsT Ii0YOTO KOHTPOJIIO 1 MEpeBIpKH €()EeKTUBHOCTI IMIaHYBaHHS 1
peainizaiiii mpaBoBUX (POpM, METOIIB 3axucTy iH(popMallii BIAMOBIIHO A0 0OpaHOl
KOHIIETII{ Oe3MeKu.

6. Oprani3aliisi JOroBIpHUX 3B’sI3KiB 3 AEP>)KaBHUMH OpraHaMU PEryJIOBaHHS B
ranxysi 3aXucTy iHpopmariii.

3M1MCHIOIOYN KOMIUICKC 3aXHCHHMX 3aXOJlIB TOJOBHE — OOMEXKUTH JOCTYH Y Ti
MicIl 1 JI0 Ti€l TEXHIKM, Je 30cepe/keHa KoHOineHIiHa iHbopMmalis (He
3a0yBarouy, 3BUYAMHO, MPO MOXKJIUBOCTI 1 METOJAM NUCTAHIIHHOIO 11 OJep KaHH:).
30kpemMa, BUKOPHUCTaHHS SKICHUX 3aMKiB, 3aco0iB CHTHai3alii, Xopouoi
3BYKOI30JII11 CTiH, JABEpEH, CTeNl Ta MIJJIOTH, 3BYKOBUH 3aXHCT BEHTWJISAIIMHHUX
KaHaJiB, OTBOPIB 1 TPyO, IO MPOXOASTHh Yepe3 I MPUMIIICHHS, AEMOHTaX 3aiBOi
MIPOBOJIKH, & TAKOK 3aCTOCYBAHHS CIELIAbHUX MPUCTPOIB (FeHEepaTOpiB LIyMy i iH.)
CEepHO3HO YCKIATHATH abo 3po0isaTh Oe3riay3auMH  cnpoOu  BOPOBAIKEHHS
CHEUTEXHIKH.

Jlis HaniiHOTO 3aXMcTy KOHQIAEHIIHOI 1HpopMaIlli IOIIBHO 3aCTOCOBYBATU
HACTYIIHI OpraHi3aliiHi 3aX0/1u:

1. Buznauenns piBHIB (kareropid) KoHbiAeHIIMHOCTI  1HoOpMaIli, 110
3aXUIIAETHCS.

2. Bubip npuHIuUIiB (JIoKaJIbHUH, 00’ €KTOBUH a00 3MIIIaHMI), METOIIB 1 3ac001B
3aXHUCTY.

3. YcTaHOBIEHHS MOPSAAKY 00pOOJICHHS 3aXHIIEeHOT 1HhOopMaIlii.

4. Q6K TPOCTOPOBUX (DAKTOPIB:
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- YBEJICHHS KOHTPOJIbOBAHHX 30H;

- MPaBUJILHUMA BUOIp MPUMIIIEHBb 1 po3TallyBaHHS 00’ €KTIB MDK COOOIO 1 II0JI0
MeX1 KOHTPOJILOBAHOI 30HHU.

5. O61ik THUMUYAcOBUX (PaKTOPIB:

— oOMexeHHs 4acy oOpoOJsieHHs 3axuiieHoi iHdopmallli — JOBEJEHHS dYacy
00po0OieHHs iHGOpMallii 3 BUCOKUM piBHEM KOH(DIACHIIKHOCTI A0 BY3bKOI'O KOJja
oci0.

6. O6ik PI3UYHMX 1 TEXHIYHUX (HAKTOPIB:

— BU3HAYCHHS MOKJIMBOCTI BI3yalbHOTO (200 3a JTOMOMOTOI0 TeXHIYHUX 3ac00iB)
CIOCTEpEKEHHs BioOpakyBaHOi 1HPOpMaIlii CTOPOHHIMU 0cOOaMu;

— BIAKJTIOYEHHS KOHTPOJIBHO-BUMIPIOBAJILHOI amapaTypd BiA 1H(QOpMAIitHOTO
00’exTa 1 11 3HECTPYMJIICHHS;

— MakCHUMaJlbHE PO3HECEHHA I1H(opMamiiHuX KabemiB MK €000l 1 MIOJ0
MPOBITHUX KOHCTPYKIIIH;

— IXHE TIepEeTUHAHHS i1 TPSIMUM KYTOM.

Jlns 610KyBaHHSI MOXKJIMBUX KaHaIIB BUTOKY 1H(opMallii yepe3 TeXHiuHi 3aco0u
3a0e3MeueHHs] BUPOOHMYOI 1 TPYAOBOi MJiSJIBHOCTI 3a JIOMOMOTOK CHEIlaIbHUX
TEXHIYHMX 3ac00IB 1 CTBOPEHHS CHUCTEMH 3aXUCTy 00 €KTa MO HHUX HEOOX1JTHO
3M1MCHUTH HU3KY 3aXO/IIB:

- MpoaHali3yBaTu cnenudigHi 0COOIMBOCTI pO3TallyBaHHs OyAUHKIB, MPUMIIICHb
y OyZIMHKaX, TEpUTOPit0 HABKOJIO HUX 1 MiJBEJCHHI KOMYHIKallii;

- BUAUTUTH Ti TNPUMIMICHHS, BCEPEAMHI SKUX LHUPKYIIO€ KOH(pimeHIIHHa
iH(pOpMallis 1 BpaXyBaTH TEXHIYHI 3aCO0M BUKOPUCTaH1 B HUX.

3anaya 3a0e3neueHHs iHPOpPMAIITHOI O€3MeKH y TEIEeKOMYHIKAIIHIUX Mepexax
3araJjbHOrO KOPUCTYBAaHHS (30KpemMa B Tele(OHHMX CHCTeMax Ta abOHEHTCHKUX
Mepekax) Ma€e CBOi OCOOJUBOCTI, SIKI PO3TISAAIOTHCS Y HACTYITHUX PO3/ijaxX JaHOTO
nociOHuka. BaxnuBicTh 11i€1 3a1adi MOCUITIOETHCS 3 PO3IIMPEHHSIM BUKOPHUCTAHHS
IIEHTPIB OOpOOKHM BHMKJHWKIB Ta ILIEHTPIB HaJaBaHHS IOCIAYr 3 aBTOMAaTUYHUM YU
HaIiBaBTOMAaTHYHUM TOJIOCOBHUM CIIUTKYBAaHHSM 3 KIII€HTaMH.

1.3 IlocTanoBKa 32124 NPOEKTYBaHHS

MeTor TpoeKTyBaHHS € BHKOHaHHI €TalliB Ta CTalii CTBOPEHHSI KOMILICKCHOI
cuctemu 1Hpopmartiiinoi 6e3neku (KCIB) 06’ extiB iHpopmartiiinoi aisuibHOCTI (OI]])
teneoHHUX KOMyHIKaIIMHUX cucteM (nudpoBux ATC, 11eHTpiB OOPOKH BUKIIMKIB)
3arajJbHOTO KOPUCTYBAHHS, SIKI BUKOPHUCTOBYIOTHCSI B OpraHax Jep>KaBHOI BIaaH
MICIIEBOTO PiBHsI, 30Kpe€Ma B OpraHax BHYTPIIIHIX CIPaB.

B ymoBax mepexoay A0 MOCTIHIYCTpiaJbHOrO Ta 1H(OPMALIMHOTO CyCHiIbCTBA
peanizytorbes mporpamu «IHbopMaTuzaiii», «ErekTpoHHOTO ypsay», «EnekTpoHHol
AeMokpatii». B opranax gepkaBHOI BIaAu BCIX PIBHIB  CTBOPIOIOTHCS
«[adopmariiino-aHAIITUYHI CUCTEMHU» IS HaJaBaHHSA JEPXKABHUX TMOCIYT 1
B3a€EMOJI1 BIIaJd 3 TpoMajasHamMu 1HGOPMAIIHHOIO CyCHiIbCTBA. [HQopmarliiiHo-
KOMYHIKaIlI{HI CHCTEMH € OJIHIEI0 3 TOJIOBHUX 1 KPUTUYHUX CHUCTEM OpraHiB
Jep>KaBHOI BJIaJiy, 110 3a0e3MevYyrTh KOMYHIKaIlii, 00’ €JHaHHS J1F0YUX 1 HOBUX 0a3
JaHWX, 3HaHb, JOPMYBAHHS 1 HaJaBaHHS P KABHHUX MOCIYT.
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[npopmarniiino-ananituuna Ta KomyHikamiiiHa cucrema (IAKC) oprany
Jiep>KaBHOI BJIaJId MICIIEBOTO PIBHS NMPHU3HAYECHA I 3a0e3nedeHHs: iHpopMariiHoi
B3a€MO/IIi OpraHiB BUKOHABUYOI BJIAJU MK CO00I0, 3 TPOMAJIITHAMH Ta OPUAUYHUMU
oco0aMH Ha OCHOBI CydacHUX 1H(OpPMaLIHUX TEXHOJIOT1H.

IAKC cknagaetbcs 13  (YHKIIOHAJBHUX IIJCUCTEM, SKI 3 TOYKU 30Dy
iHpopMarliitHoi Oe3neku po3rIAaloThCs K 00’ €KTH 1H(QOpMAIIHOT iSUTBHOCTI
(OL/D).

BaxnuBoro 1 HEOOXiIHOW YAaCTMHOK CUCTEMH ENEKTpOHHOTO  ypsfdy,
iHbOpMallIHHO-aHATITUYHOI Ta KOMYHIKAIIMHOI CHCTEMH MICIIEBOTO OpraHy
JepkaBHOI Biaau € cuctema iHpopMmaniinoi Oe3neku. s koxuoro 3 Ol
CTBOPIOETHCS KOMIUIEKCHI cucteMu iHpopmartiitnoi 0esneku (KCIB).

3axucT B HecaHKIIOHOBaHOTO AocTymy B OIJ[ peamizyeTbcs 3 BUKOPHUCTAHHSIM
¢dyukionansHoro npodimo 3axucty (PII3) indopmarii Ta 3araapbHUX MEXaHI3MIB
3aXHUCTY.

CrtBopenns ta Bukopuctanusa KCIb noginserbcst Ha etanu:

- IPUMHSTTSA PIIICHHS 1110JI0 CTBOPEHHS CUCTEMU 1HPOpMAIliiHOT Oe3NeKH;

- po3po6Oka Texniunoro 3apianHs Ha npoekTyBaHHs: KCIb;

- npoextyBanHg KCIb 3rinHo BuMmor TexHIYHOTro 3aBJlaHHA Ta MEpel MPOEKTHUX
JIOCIIIKEHD;

- Oy/IIBHULITBO, BUMPOOYBAaHHS, aTecTallis, JEp)KaBHA €KClepTH3a Ta 3/1aBaHHS
KCIb mo excrutyararii;

- TexHIYHA ekcruTyararist Ta Biockonanenus KCIb;

- BUBEJICHHA 3 ekciutyaranii ta yrumizauis KCIb.

Koxen eran BUKOHY€TbCS y JEKUTbKA CTali.

Jnis o6panoro OIJl HeoOxiaHO BUKOHATH HAacTynHi cTafii npoektyBaHHs KCIb:

1. I[TIpoBectu anamni3 ¢izuunoi 1 noriyHoi apxitekrypu [AKC oprany nepkaBHOI
BJIQJIM Ta CUCTEM aBTOMATH30BaHOi 0O0poOKM iH(opMaIlii, [0 BUKOPUCTOBYIOTHCS B
cucrtemi. [Iposectu onuc inpopmariitnux pecypceis IAKC.

2. llpoanamizyBatu iHdopMmamiitny mozens IAKC. Jlatu omnuc iHdopmamiitHux
MOTOKIB, 1HTEp(ENCiB MK KOpUCTYBadyamu, criokuBadami 1 cy0’ekramu [AKC.

3. [IpoBectn anami3z apxiTekrypu Ta iHdopMaliiiHuX pecypciB 3aganoro OI]]
KOMYHIKaIIifHOT CUCTEMH.

4. Po3zpooutn mozaenr OIJl 3a cBoiM BapiaHTOM 3 TO3WINM 1HQOpMAIIHHOT
6e3nexku. CkiacTu Mepesik Ta MPOBECTH KaTeropiroBaHHs 1H(OpMalii, ska miasrae
3axucty B OI/I.

5. BusBuTH 1 TIpoBeCTH aHal3 ypa3jdMBUX EJIIEMEHTIB OCHOBHUX 1 JOJAATKOBUX
TEeXHIYHUX 3aC00iB Ta cucteM 00poOku iHdopmartii OIJ] 3a cBoimM BapiaHTOM.

6. Busnauntu mepenik 3arpo3 1 MPOBECTH aHAI3 MOXJIMBUX KaHaliB BHUTOKY
iHpopmanii OIJ] 3a cBoim BapiantoM. [IpoanamizyBatu iHdopmauiitne, Qizudne,
00YHCITIOBAJIEHE CEPEIOBUILE, CEPEIOBUILE KOPUCTYBAUIB Ta IEPCOHAIY.

7. Po3pooutu ctpyktypHy cxemy KCIb OI/I.

8. Po3pobutu momituky Oesneku iHdopmamii Tta [lman 3axucty iHdopmarii B
3aganomy OI/I.

9. O6patn 1 OOrpyHTYBaTH BHUOIp (YHKIIOHAIBLHOTO MPOQLII0 3aXUCTY, PIBHS
rapaHTiii 3aXuCTy.
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10. ChopmyBaTu meperik AeTaabHAX BUMOT JJO CUCTEMU 3aXUCTy 1H(POpMAaIliiHIX
pecypciB OIJI 3a cBoiM BapiaHTOM, sIK1 HEOOX1HO pealli3yBaTu BIJMOBIIHO JI0 KJIAaciB
3aXUIIEHOCTI:

- BUMOTH /10 (DI3UYHUX, OpraHi3alifHUX, OpraHi3aliiHO-TEXHIYHUX 3arajibHUX
3aXO0/liB 3aXUCTY;

- BUMOTH JI0 KOMIUIEKCY TeXHIYHuX 3aco0iB 3axucty iHdopmaiii (KT3I) B
YACTHHI 3aXUCTY BiJl BUTOKY TEXHIYHUMHU KaHAJaMH;

- pumoru 1o KC3I B wactuni 3axucty Bif HecaHkiioHoBaHoro goctymy (HC/)
3 MiIBUIIIEHUMHU BUMOTAaMH JI0 IIUTICHOCTI Ta JOCTYIMHOCTI 1H(pOpMAIIii;

-BUMOTH 710 KpunTorpadiuHoi MIACHUCTEMU 3aXUCTy —  aJrOpPUTMHU
mu(pyBaHHS Ta €NIEKTPOHHOTO MiNHUCY;

- BUMOTH JI0 TapaHTIN 3aXUCTYy Ha OCHOBI BUOPAHOTO KPUTEPIIO TapaHTiii;

11. ChopmyBaTu mepenik MOCIYr Ta MEXaHI3MIB 3axXUCTy, fKI HEOOX1IHO
peanizyBatu B Ol/] BIAMOBIHO 10 KJIACIB 3aXMIIEHOCTI

12. [IpoBecTH €KCIEePTHY OIIIHKY MMOTOYHOTO PiBHS OE3IEKH.

13. Buznauntu inopMaliiitai pusuku y pasi 3aiicHerHs 3arpo3 OIJ] 3rigHo cBoro
BapiaHTy.

14. Ha ocHOBI po3po6sieHo1 momiTUKK Oe3neku iHdopMallii onucatu cnenudikarii
(momiTKy KoxkHoi 3 nmocayr ®I13) pyHkuioHanpHOTO Mpodinto 3axucty iHGOpMaIllii B
OI/] 3a cBOiM BapiaHTOM.

15. Ckmact  omuc MOCHYr 1 MeXaHI3MIB O€3leKH B CHUCTEMI 3axHUCTY
iHpopMariiHux pecypciB 3aganoro OIJ], sxi HeoOXiqHO peasnizyBaTH BIAMOBIIHO 10
KJIaCiB 3aXHIIEHOCTI:

- OIHC peamizalii Mocayr 1 MexaHi3miB Oe3neku (PI3WYHUX, OpraHizaliiHuX,
Oprasi3aliifHO-TeXHIYHUX 3arajJbHUX 3aX0/IIB 3aXHUCTY;

- OMUC peati3allii mocIyr 1 MeXaH13MiB O€3MeKN KOMITJIEKCY TEXHIYHUX 3aC001B
3axucty iHpopmarlii (KT3]) B uacTuHi 3aXUCTy BiJl BUTOKY TEXHIYHUMHU KaHAJIaMU;

- onuc peamizamii nmocayr i MexanizmiB 0e3neku KC3I B yacThHI 3aXUCTy Bij
HecaHkIiioHoBaHoro goctyny (HCJI) 3 miaBUIIEHMMH BHUMOTaMH 10 ILUIICHOCTI Ta
JOCTYIMHOCTI 1H(OopMaIIii;

- OIKC peajizallii mocIyr 1 MeXaHi3MiB Oe3MeKru KpuntorpadiyHoi MiaCUCTEMHU
3aXUCTY — aJTOPUTMHU MUPPYBAHHS Ta €IEKTPOHHOTO ITiINHUCY;

16. Onucatu cnenudikaiii peali30oBaHUX TapaHTIM 3axXUCTy 3T1IHO OO0paHOTO
pIBHS TrapaHTii 3aXHCTY.

17. Po3po0Outy anropuT™m i mporpaMmy 3aJaHOTO MEXaHI3My O€3MeKH.

18. ChopmyBaTu meperik AeTaqTbHUX BUMOT JJO CUCTEMU 3aXUCTy 1H(QOpMAaIliiHIX
pecypciB 3amanoro OIJI, sxi HeEOOXimHO peami3yBaTH BIAMOBITHO OO KJIAciB
3aXUIIEHOCTI:

- BUMOTH 110 3aco0iB 3axucty mnepumerpy [AC — Mik MepexHUX eKpaHiB,
(UIBTPIB TOIIIO;

- BUMOTI'M JIO HIJICHCTEMH BUSIBJICHHS aTak, 3001B Ta JIKB1aAIll X HACIIAKIB;,

- BAMOTH JI0 ymhpaBimiHHSA iHGopmaliiHow Oesnekoro [AC Tta migcucremu
MOHITOPHUHTY 1HGOPMAIIIHHOT O€3MeKH;

- BUMOTH JI0 ayauTy iH(pOopMaliifHoi Oe3IeKu.

19. IIpoBecTH OLIHIOBAHHS JOCSITHYTOTO PiBHS O€3MeKH
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20. Po3pobuty miaH 3aX0AiB 3 MIATOTOBKU JO MPOBEIEHHS aTeCcTallli KOMIUIEKCY
texHiuHoro 3axucty iHdopmaii (KT3I) ta nepxkaBnoi excrieptuzu KC3I B OI/.

O6’extamu 1H(MOpPMAIIMHOI MISUTBHOCTI B KOMYHIKalIMHIA cuctemi €: nudppona
(Bimomya) ATC 3amaHoro Tumy, LEHTP OOpPOOKM BHKJIMKIB, ILIEHTP HaJaBaHHS
JepKaBHUX MOCIIYT, IIEHTP yNPaBIiHHSI KOMYHIKAIIisIMH TOIIIO.

3anumaHHs1 05151 caMOKOHMPOJTO

1. SIx iHdopmamiitna Oe3meka MOB’si3aHA 3 EKOHOMIYHOIO, HAI[IOHAJBHOIO Ta
r1100aIbHOI0 0€3MeKo0?

2. JlaiiTe BU3HAUCHHS MOHATTS «1H(POpMaIliiiHa 6e3neka» y MHUPOKOMY 1 By3bKOMY
CMUCTI.

3. ChopmyIrolTe MOHATTS «3aXUCT 1HPopMaIIii».

4 TlepeniviTh 3arajibHi MPUHITUIIN 3aXUCTY 1HGOpMAITIi.

5 SIki MOXXyTh OyTH CIeIiaibH1 PIIIEHHS 13 3aXUCTY 1H(pOopMaItii

6 SIki opraHi3amiifHi 3aX0Ju JOIIJILHO 3aCTOCOBYBATH ISl HAJAIMHOTO 3aXHUCTY
KOH(1aeHIIiITHOT 1H(opMaii.

71lo € MeTor0 MPOEKTyBaHHS y BUKOHAHHI €TamiB Ta CTafiil CTBOpPEHHS
KOMIUIEKCHOI cuctemu iHpopmaniiiHoi 6esneku (KCIB).

8 SIxi € eranu crBopeHHs Ta Bukopuctanus KCIb?
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2 KOMILIEKCHA CUCTEMA 3AXUCTY IH®OPMAIIIL
B ITPOI'PAMHO-KEPOBAHHUX ATC

3rilHO0 HOPMATUBHOIO JOKyMeHTa [8] 00’€KTOM TEXHIYHOrO 3axHCTy Ha
nporpamMHo-kepoBanux ATC, a Takox Ha BimoMuux, KoprnopaTtuBHux ATC €
KOH(]IeHIIIfHA, a TaKOX BIJKPUTa BaXKJIWBa JJI1 OCOOHM, CYCHIJILCTBA 1 JEp>KaBU
iH(opMmarris, sika 30epiraeTbes Ta UpKyI0e Ha 1ux ATC.

IlepenaBanus aepkaBHUX 1HOOPMAILIMHUX PECypCiB J03BOJIAETHCS TUIBKU Yepe3
BY3JIM KOMYTaIlii, 110 MAalOTh aTecTaT BIAMOBIIHOCTI KOMIUIEKCHOT CUCTEMH 3aXUCTY
iHpopMallii BUMOTaM 13 3aXUCTy 1HQOpMaIii.

VY 11p0My po3aiTi pO3KPUBAIOTHECS OCHOBHI MPHUHIIMIK W HAMPSMKHU 3a0€3MeUeHHS
iH(popmariiiHoi Oe3neku y BIAMOBITHOCTI 3 3amadamu Ta Qyskiismu [[ATC, sxi
0a3yr0ThCA Ha HOPMATUBHO-TIPABOBUX JOKYMEHTAaX YKpaiHH, BIAMOBITAIOTh BUMOTAM
11010 3a0€e3MeueHHs] KOHCTUTYLIHHUX MpaB JIOANHH, MPOBEICHHS 3aXO0/1B 13 3aXUCTY
JAHUX CIOKMBAYiB MPH aBTOMAaTHU30BaHIM oOpoOIi iHdopmarlli, 3axucty 3aco0iB
TeJIEKOMYHIKaIli# 1 iHpopmMmaliii, 1o nepesaeTbes TEICKOMYHIKAIlIHHUMHU MEPEKaAMU.

HopmatuBHo-nipaBoBy 0a3y cucremMu 3axucty iHdopmalii B MNpOrpamHoO-
kepoBaHux ATC ckianaroTh 3aKOHU Ta JepKCTaHAapTyu Ykpainu, kommuiekt H/[ T3
[9...16] Tomo.

2.1 Moaean nugpoBoro By3jaa KoMyTalii 3 mo3uuii
TEXHIYHOI0 3aXMCTy iHpopMamii

JIyist HagaHHS MOCYT SKICHOTO, HAAIMHOTO, 6€3MeYHOr0 TeIe(POHHOTO 3B’ A3KYy Ma€
Oytu cdopmoBaHa HaaiiiHa 3axunieHa iHQpactpykrypa LATC Ta nmiHii
TEJIEKOMYHIKAIi 3 BUKOPUCTAHHIM JOCTYNMHUX Ta €()EeKTHBHHUX 3ac00iB 1 COCOOIB
iHpopMariiHOro 3axucty. Po3pi3zHeHi 3axoau moAo iHpopMmariiiHoi Oe3neku, sKi
OpUMMAIOThCST MpH  3a0e3MeueHHl SIKOCTI  MOCHYyr, €(QEeKTUBHOCTI TEXHIYHOI
excruryatanii Ta ynpasiaiHHA LATC HeoOXigHO TNpPHUBECTH y €IUHY KEpOBaHY
KOMILUIEKCHY cucTeMy 1H(GOpMaIliiHOI 0e3MeKH, sika Ma€e 3a0e3MeUnTH:

- ctiike ¢yHkmionyBaHHs LIATC ta Mepexi TelleKoOMyHIKaIlii;

- TIOTIEPEIKEHHS 3arpo3 ixHii Oe3mneri;

- 3aXUCT 3aKOHHUX IHTEPECIB MiAMPUEMCTBA BiJl TPOTUIIPABHUX TOCATAHb;

- HeJIOMYIIEHHsT  KpaAikku (iHaHCOBUX 3aco0iB, PpO3TOJOMICHHS, YTpaTH,
CIIOTBOPEHHS U 3HUIIIEHHS CIIYKOO0BO1, TEXHOJIOT1YHO1, YIPaBIIHCHKOI 1HPOpMAIlii;

- e(eKTUBHY BUPOOHUYY NISUTBHICTD YCIX MIPO3/I1LIIIB;

- MABUIICHHS SKOCTI HAJAHWX IMOCIAYT Ta rapaHTii 0e3MeKd MaiHOBHX TpaB Ta
1HTEpeciB aDOHEHTIB.

3riTHO HOPMATHUBHO-MPABOBOI 0a3M mexHiuHuil 3axucm iHgopmayii cnpamosanuil
Ha 3a0e3ne4enHs.:

- MOPSAKY MOCTYMY, IITICHOCTI Ta JOCTYIMHOCTI (YHEMOXJIMBJICHHS OJIOKYBAaHHS)
iHpopMmariii, 0 € 00’€KTOM JAep)KaBHOI BJIACHOCTI Ta OXOPOHSETHCS 3TIAHO 13
3aKOHO/IaBCTBOM;

- 3aXUCTy, CHPSIMOBAaHOMY Ha HEJOMYIIEHHS OJIOKyBaHHS iHdoOpMalii, 1Mo €
JepKaBHUMHU 1H(QOpPMAIIHHUMH pecypcaMu, HECaHKI[IOHOBAHOTO O3HAHOMIICHHS 3
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Helo Ta/abo il Moaudikamii 1, B TOMY YHCIHI, 3aXUCTy JEp>KaBHUX 1H(POpMAIiHHUX
pecypciB B iH(QOpMalliiiHO-TeIEKOMYHIKAI[IHHUX CHCTEMaX;

- 3aXUCTY B1j HecaHKIioHoBaHoro Aoctymy (HCJI) no aepkaBHUX 1H(GOpMaIIHHUX
pecypciB 3 00Ky Mepek rmepeiadi JaHuX, 30KpemMa, TII00albHUX MEPEK.

- MOPSJIKY JOCTYIYy, IUIICHOCTI Ta JOCTYIMHOCTI KOMEpIIMHOI Ta B1AOMYOI
KoH(pigeHiiHOT 1H(opMarllii, a TaKoX IUIICHOCTI Ta JOCTYIMHOCTI BIAKPUTOl
1H(opMallii, BaXXJIMBOI JJIs1 0COOM Ta CYCHUIbCTBA, SIKIO 1Sl 1HPOpMAaIlis [UPKYIIIOE B
JepKaBHUX OpraHax, MiANPUEMCTBAX, yCTAHOBAX Ta OpraHi3allisx;

- 3aXMIIEHOCTI BIAKPUTOI 1H(OpMaIlii, BaXIUBOI IJIs JAEp:KaBH, HE3AJIEKHO BiJl
TOTO, JIe 3a3HaueHa iH(OpMAITis IUPKYITIOE.

Konginenmiitaicts iHdopmaiii, sika € gepxKaBHUM 1HPOPMAIIITHIM PECYPCOM, IiJT
yac mepedaBaHHS Mepexkero 3al0e3rneuye BIACHUK aBTOMATHU30BAaHOI CHCTEMH abo
orepaTop Mepexl mepeaadl JaHUX 3a JOTOBOPOM 13 BIACHUKOM aBTOMAaTH30BaHOI
CUCTEMHU.

3axoy 010 TEXHIYHOTO 3aXUCTy KOHGIIEHIHOT iH(OopMaIlii, 1110 HEe HAJEKUTh
JepkaBi, Ta BIAKPUTOI 1H(oOpMaIli, BaXJIMBOI I OCOOM Ta CYCHIJIbCTBA, SKIIO
OCTaHHS LUPKYJIOE 1032 MEXKaMU JEepPKaBHUX OPraHiB, MiANPUEMCTB, YCTAaHOB 1
oprasi3ailiif, BCTAaHOBJIIOIOTHCS BJIaCHUKOM 1H(OopMaIlii a00 po3MopsTHUKOM.

V3aeanvnena mooensv ingpacmpyxkmypu yugpogoco 8y3zny xomymayii 3 MO3UIIN
TEXHIYHOI'0 3aXUCTy iH(}OopMallii moka3aHa Ha puc. 2.1.

Obnagnanns LIATC noninsioTh Ha CTaHIINWHY YacTHHY, OJIOKM aOOHEHTCHKHX
BuHociB (BAB) 1 mepexy aOOHEHTCHKHX, 3’ €IHYBAJIbHMX Ta MIDKCTAHIIHHUX
nupoBUX Ta AHAJIOTOBMX JIIHIA, SKI € [ T[OpYIIHHKAa 00 €KTaMu
HECAHKI[I0HOBAHOTO JOCTYMy 10 HHUX, A0 1HopMallii, [0 HUMH MepeaaeTbes, 1
BIUIMBY Ha IX Mpaie3aatHicTb. Ha miHiAX Moke OyTu oOJjaiHaHHS, BCTAaHOBJICHE
nopyurHukoM (OBII).

CranmiiiHa yacTMHAa BUKOHYE (DYHKIII OMOpPHOI CcTaHIli a00 OMOPHO-TPAH3UTHOI
CTaHIi 1 3’€HAaHA 3 IHIIUMU CTAHIISIMH MDKCTAHIIMHUMHU 3’ €IHYBAIBHUMHU, a 3
0JiokaMHd a0OHEHTCHKOTO BHUHOCY — 3’ €IHYBaIbHUMU LMU(ppoBuMu JiHisMu El 3
NOTPIOHUM  YHUCJIOM  MIJACHUJIIOBAJIBHUX Ta pEreHepaTUBHUX JiIsSHOK. BAB
NPUEHYETHCS 10 OMOPHOT CTaHIII1, sIK TpaBuJIo, 3a iHTepdeiicom V3.1, V3.2.

VY SKOCTI MIKCTaHIIHHUX 3’ €AHYBaJIbHUX JIHIA MOXYTh BHUKOPHUCTOBYBATHUCH
ugposi kananu E1 3 marictpanbHoi Mepexi SDH uu ATM.

CranmiiiHa yacTuHa HUQPPOBOTO By3Jia KOMYTallii Ma€ y CBOEMY CKJIaJi:

- MACUCTeMY KOMyTaIlii abOHEHTChKUX 1 3’ enHyBanbHux miHii (KA3JI);

- yOpaBIsiiounid KoMIieke By3na komyTaiii (YK) 3 aBToMatnzoBanuMu poOoYnMu
MmicisMu onepaTtopiB (APM oneparopa);

- miacuctemy TexHiuHoi ekcrutyarauii (CTE) By3na komyraii, mo ny0mroeTbest y
HEHTPl TEeXHIYHOI eKCIUTyaTalii Hu(poBUX BY3/IiB KOMYTAllil, 3BIAKU 3A1HCHIOETHCS
BIJIJAJICHUI KOHTPOJIb Ta YIPABIIHHS By3JaMHu.

CranuiiiHa 4YacTMHa HUGPOBOro By3da KOMYyTalllil B3a€EMOJIE€ 3 HACTyIHUMHU
TEXHOJIOTTYHUMH MEpEkKaMHU:

ACKP - aBTroMarn3oBaHa cuUCTeMa KOHTPOJIO Ta PO3PAXYHKIB 3 aOOHEHTaMH JJis
tapudikarii HagaHux Teae)OHHUX MOCTYT;
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TMN — mepexa yIpaBiIiHHS €JIEKTPO3B’SI3KOM ISl TEXHOJIOTIYHOTO KOHTPOJIIO Ta
aJIM1HICTPATUBHO-013HECOBOTO MEHEIPKMEHTY MOCIIYT;

IN — mepexa HaJJaHHS IHTEJIEKTyalIbHUX MOCIYT;

SS7 — cucreMa curHamizanli Jyisi yrpaBJiHHS [IPOLIECOM 3’ € THAHHS;

CC - cucrema CUHXPOHI3aIli JUIsl OTPUMaHHS OMOPHUX TAKTOBUX YaCTOT.

VY craHIiiHIA YacTUHI MOXYTh OyTH BUSBJICHI MPOTrpaMHi 3aKJIaJIKU Ta amapaTHi
3aKJIaJHI MPUCTPOI, K1 BAKOHYIOTh HE IOKYMEHTOBaH1 (PYHKIIII 1 HE KOHTPOJIIOIOThCS
CHUCTEMOIO TEXHIYHOI eKCIUTyaTallli By3ja KOMyTaIlii.

) I ) ) I ) I ) I )
... @ = - ' m .-’
AT
OBII OBII - OBII
BAB
OBII
I APM
< Tlo TM3K / . . oreparopa
3aKJIaJKu anmapaTHi, MporpaMHi | |
o ACKP (6ininry) CTE YK —
! IN TMN $87, CC
= / l \4
[aTenekryanbpHa CucteMa ympaBIiHHS Mepexi curHami3amii,
MepeKa €JIEKTPO3B’ I3KOM CHHXpOHi3arii

Pucynok 2.1 — Moaenb iHbpacTpyKTypH IIU(POBOTO By3jia KOMyTaIlii 3
MO3UIIH 3aXUCTy 1HPOpMAIi

Iosnauennsn: APM (E) — aBTomatuzoBane poboue miciie; ACKP — aBromarn3oBaHa cuctema
KOMIUIEKCHUX po3paxyHKiB 3 aOoneHtamu; AT — aGoHentchki Tepminanu; BAB — 0Gnok
abonenTcrkoro BuHocy; KA3JI — miacucrema koMmyTaiii aOOHEHTCHKUX Ta 3’ €IHYBaJIbHUX JIiHIN;
OBII - o6nannanss, BctaHoBiene nopymaukamu; CC — cucrema cuaxpoizamii; CTE — cucrema
TexHiyHOi ekcruryaranii; TM3K — TenekomyHikaliiiHa Mepeka 3arajbHoro kopucryBanus; YK —
yopaBistounii  komruiekc; IN - iHTenmekTyanbHa Mepexka, TMN - mepexa  yopaBiIiHHS
TenekomyHikamisimu; SS7 - cucrema curnamizaiii Ne 7.

CmpykmypHa cxema cmaHyitinoi yacmunu npocpamuo-keposanoi ATC 3 nozuyiti
T3] naBenena Ha puc. 2.2 [8].
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Pucynok 2.2 — CTpyKTypHa cxeMa CTaHI[IiHOi YacTUHU porpaMmHo-kepoBaHoi ATC
3 mo3umii T3I (3 HJ T3I 1.1-001-99)

Iosnauennsn: AKII — aboHeHTChKI KiHIEeBl npunaau (anapat); AJI — aboHeHTchki JdiHil; APM
— aBToMarmu3oBaHe poOoue micie; ATC — aBromarnuna tenedonna craniis; 3JI — 3’ eqHyBabHI
(mikcraniini) miHil; I3 — nporpamue 3abe3neuenus; L — motoune yucno AKII; M — 3aranbHa
kimpkicTh AKII (emuicTh cranmii); N — KUIBKICTh KPOCOBHX KOJOIOK; 1 — KUIbKICTh APM;
KOHTPOJIbOBAaHA 30HA — TEPUTOPIs, 7€ YHEMOKIMBIIIOETHCS IPUCYTHICTh CTOPOHHIX OCi0.

CxeMor BUIIUISIOTHCS T1 €JIEMEHTH CTaHIIli, 1K1 MatOTh 0€3M0CEPEIHE BITHOIICHHS
JI0 MPOIIECIB 3aXUCTY 1HPOpMaITii.
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Cranmiiine oOmamnanas [[ATC po3minryeTbcss Ha OXOPOHSIEMOMY 00’ €KTi, e
NPOBOAUTHCS TIOBHHMI MK OpraHi3alliiHO-TEXHIYHUX 3aXOMiB 3 KOMIUIEKCHOI
1H(popMaIliitHoT Oe3MeKH MEeBHOTO aTeCTOBAHOTO PiBHS.

ObnagnanHs porpamHo - kepoBannx ATC mae 3axuIeHicTs 6a30BOT0 PiBHS, sIKa
3abe3neuyeThes PipMor0-BUPOOHUKOM JTAaHOTO OOJIaTHAHHS.

[Ipu BcTaHOBJIGHHI OONaTHAHHS HAa MEPEXKY PIBEHb 3aXHUIICHOCTI 3HIKYETHCS 32
paxyHOK MOXJIMBOTO BIUIMBY Ha caMy CHCTEMY 31 CTOPOHU MEpEeXi KaHaJamH
aOOHEHTCHKOTO JOCTYyIy, CHUTHami3allii, CHHXpOHI3alli, Tapudikamii 1 cucTeMu
YHOPaBIiHHSA 3 BiJJAJICHUX TEPMIiHAIIB.

[Tincucrema ynpaBiiHHS CTAHIIEIO MICTUTh Y COOI:

- CIeliaai30BaHl MPUCTPOi yNMPaBIiHHS, 10 PEali3yloTh MPUHIMUI MPOTPAMHOTO
YIOPaBIiHHA 1 CKIAAaI0ThCS, 37€OUTBIIOrO, 3 MPOLECOPIB, MPUCTPOIB BHYTPIIIHBOI 1
30BHIIIHBOI maM’siTi, TepudepiiHuX MPUCTPOIB, CIELIaTi30BaHUX MOJYJIIB
yOpPaBJIiHHS CUTHAMI3aII€l0, OMpAIlOBaHHS BHUKJHWKIB, HAJAHHS TMOCIYT 1 JESIKHUX
IHIIMX TPOTPaMHO-aNapaTHUX KOMIIOHEHTIB, sIKi € XapaKTePHUMH ISl KOMIT FOTePHOT
TEXHIKH;

- TepMiHaJIM OOCIIyTOBYBaHHS, IO MPHUEIHAHI IO MPHUCTPOIB YIPaBIiHHS uYepe3
KaHanu TexHojoriunoro oo6cmyroByBanHs ATC 1 go miacuctemu KA3JI - gepes
KaHaM iHGopMaliitHOro o0CIyroByBaHHs aOOHEHTIB.

[Tincucrema KA3JI micTuTh y cO01 IPUCTPOT, 110 peai3yroTh NPOIecH KOMYTaIlli,
MYJIBTHIUICKCYBaHHSI ~Ta  KOHIIGHTpamii  aOOHEHTCHKMX 1  MIKCTaHIIHHUX
3’€IHYBaJbHUX JIHIM, a TAaKOX KOMIIOHEHTH YCTAaTKyBaHHS aOOHEHTCHKUX JiHIH
3B’A3KYy - a0OHEHTCHbKI MPUKIHIEBI OpuUCTpoi, (i3uuHi JiHII 3B’SI3Ky, HPUCTPOI
MYJIbTUIUIEKCYBaHHSI a0OHEHTCHKHX JIiHIM, CTAHIIIIHI a00HEHTChK1 KOMILIEKTH TOLIO.

Ha Buxomax mificuCTeMH YIpaBIiHHS YTBOPIOIOTHCS B PEAJbHOMY 4aci MOTOKHU
TEXHOJIOTIYHUX CHUTHAJIB, 3a JONOMOIOI0 SIKHX MAa€ MiCIle MpOIeC YIpaBIiHHI
nigcucremoro KA3JI. 3 iHmoro 60ky, aOOHEHTCHKI MPHUKIHIEBI MPUCTPOi MaIOTh
MOKJIMBICTh OOMIHIOBATHUCS KEPYHOUOrO iH(OpMAlI€ 3 MiJACUCTEMOIO YIPaBJIiHHS
CTAHII€I0 Yepe3 KaHAIN yIPaBIiHHSA 3’ €THAHHSAMU i 3aMOBIICHHS TIOCIYT.

Hezanexuicte mijcucteM ymnpaniiHHs ctaHiiero 1 KA3JI po3ymieTscs B TOMY
CEHCl, 10 MiAMHOXHKHA 3arpo3 s 1HdopMalii, ska xapakTepHa IS MIICUCTEMHU
yIPaBJiHHS CTAHINIEI0, HE MEPETUHAETHCS 3 MIAMHOXHHOIO 3arpo3, sKa XapakTepHa
s miacucremu KA3JI, 3a mepenyMoBOO BIJICYTHOCTI MEXaHI3MIB peaizallii 3arpo3
Ha migcucTemi ympaBiiHHSA 3 60ky migcuctemu KA3JI i, HaBmaku, - Ha MiACUCTEMI
KA3JI 3 00Ky miJicHCTEMH YIPaBIIHHA CTAHIIETO.

KopekTHicTh Takoi JHEeKOMIO3UIT CTPYKTypu mnporpamHo-kepoBanux ATC
oOyMOBJI€HAa TPUUHSATHMH IIOAO0 HHUX TPOCKTHUMH PIMIEHHAMH, M0 HE
nependavaroTh:

- MOKJIMBOCTEH IITATHUX BIUIMBIB Ha MIJCUCTEMY YIPABIIHHSA CTAHIIEIO 3 OOKY
aOOHEHTCHKUX TMPHUKIHIEBUX TPHUCTPOIB, 3a BHUHATKOM MOKJIMBOCTI 3aMyCKy
a0OHEHTOM 3aj1a4 13 (HiKCOBAaHOTO HAOOPy, 110 pealli3yoTh 3a3/alierip nepeadoadeHi
GyHKIT 3aMOBJICHHS aOOHEHTOM JOJATKOBHUX BHIIB TOCIYT, $SKi HaJarOThCs
CTAHIIIEIO;

- MOKJIMBOCTEH IITATHUX BIUIMBIB Ha 1HGOPMAIlII0 B PO3MOBHUX TPaKTax 13 OOKY
MiJICHCTEMH YIPABIiHHS CTAHII€I0, 32 BUHSITKOM MOJKJIMBOCTI IITATHUX MPHUETHAHD
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710 B)K€ BCTAHOBJICHUX 3’ €HAHb (HAMPUKIAL, 13 00Ky TeneoHHOro KoMyTaTopa ado
A0OHEHTCHKUX TMPHUKIHIIEBUX IPHUCTPOIB y pEeXKUMiI KOH(EpeHI| 3B’sI3KIB), OAHAK 3
000B’SI3KOBUM OMOBIIIEHHSIM YYaCHHKIB PO3MOBHU MPO BCl1 JOAATKOBI MiAKIIOUCHHS
70 iXHIX pO3MOBHHX TPaKTiB (30KpeMa, (OHOBUMH TOHATBHUMHU CUTHAJIAMH).

BigHocHICTh HE3alIeXHOCTI BUIE3raJJaHuX MIJCUCTEM PO3YMIETHCS B TOMY CEHCI,
10 3a MEBHUX YMOB BHACIIJIOK IMOMUJIOK 200 HEKOPEKTHHX (30KpeMa, 3JIOBMUCHUX )
T, siki OyJIu JOIMYyIIEH] Ha MepeaeKCIUTyaTalliiHuX CTafisax XUTTEBOTO UKy ATC
(HampuWKIIaa, MPU YCTAHOBIII NPOTPAMHHMX 3aKJIaJoK abo amapaTHUX 3aKjIaJHUX
MPUCTPOiB), a00 BHACHIIOK sikicHOI HepocTtaTHOCTI ATC, ogHaK, MOXIHUBI peasizaii
3arpo3 Ha miAcucTemi ympaiiHHa 3 Ooky migcuctemu KA3JI, i, HaBmaku, -Ha
mincrctemi KA3J1 3 60Ky mijgcucTeMu yrnpaBiiHHS CTaHLIELO.

Hami po3srnsHeMo 3arpo3u iHGopMmalii Ta MoOJenl NOPYIIHUKIB, SKI IX
301ACHIOIOTb.

2.2 3arpo3u aJs indopmaiii Ta Moaesii NOPYIIHUKIB
2.2.1 OcHOBHI 3arpoau iHtbopmaUinHUM pecypcam By3rna KoMmyTallil.

B indopmariitniii chepi Ykpainu BiTOKpeMIIeHI 3arpo3u HalllOHAIbHINA Oe3meri:

- IPOSIB OOMEKEHHS CBOOOAM CIIOBA Ta AOCTYITy TPOMaJIsiH A0 iHGopMallii;

- KOMIT' FOTEPHOT 3JI0YMHHOCTI Ta KOMIT FOTEPHOTO TEPOPU3MY;

- po3royiomieHHs iHGopMallii, ska CTAaHOBUTH JIEP:KaBHY Ta IHIIY, MepeadadeHy
3aKOHOM, TAa€MHHUINID, a TaKOX KOH(QiAeHIIHHOT i1H(OpMaIlii, MO € BIACHICTIO
AepxaBu abo cIpsiMOBaHAa Ha 3a0e3MeueHHs MOTped Ta HAallOHAIBHHUX 1HTEPECIB
CYCHIJIbCTBA 1 IEPKaBH;

- HAMaraHHs MaHIIMyJIIOBaTH CYCHUIbHOI CBIAOMICTIO, 30KpeMa, HUISIXOM
MOIIMPEHHS HEBIPOT1IHO1, HEMTOBHOI a00 ynepemkeHol iHdopmairii.

[lepemymoBaMu MOXKJIMBOTO BHUTOKY 1HGoOpMaIli, MOpyIIEHHsS ii IIJIICHOCTI,
osnoxyBanHs Ta HCJI, 6€3KOHTPOIBLHOTO Ta HEMPABOMOYHOTO JOCTYITY 10 1H(popMarlii
Ta 1i BAKOPUCTAHHS €:

- KOMYHIKaIlliiHe O00JIalHAaHHS 1HO3EMHOTO BUPOOHHWIITBA, SIKE BHKOPUCTAHE Y
Mepekax 3B’S3Ky, mependadyac IUCTAHIIMHWK MOCTYyN J0 HWOTrOo amapaTHUX Ta
IpOrpaMHUX 3aco0iB, y TOMY YHCII 3-3a KOPJOHY, LIO0 CTBOPIOE YMOBH JIS
HECAHKI[IOHOBAHOTO BIUIMBY Ha iX ()YHKIIOHYBAaHHS 1 KOHTPOJIIO 3a OpraHi3alli€lo
3B’A3KYy Ta 3MICTOM IOBIJOMJICHb, SIKI TEpPECHIaloThca. BHUKOpUCTaHHS BEIMKOI
KUIBKOCTI 3ac00iB  3B’A3Ky 1HO3EMHOTO BHPOOHHUIITBA CTBOPIOE MOKIIUBICTH
BTpYYaHHsS 1HO3EMHHX CHEICIYXO0 B poOOTYy Mepexk 3B S3KY LUISIXOM PYyHHYBAHHS
IpOorpaMHMX 3acO0IB B MEBHUM MOMEHT a00 CTBOPEHHS KaHaJIiB HECAHKI[IOHOBAHOTO
BIUIMBY Ha 1H(OpMaIlil0, a TAKOXK MPUBOJUTD JI0 3pOCTAHHS 3aJ€KHOCTI ONepaTopiB
3B’SI3KY BIJI 3aKOPAOHHUX BUPOOHMKIB IPOTrpaMHO-anapaTHUX 3aco0iB 3B’s3Ky. B
3aKOPAOHHIHN amapaTypi MOXKYTh OyTH ‘‘3aKJIaJIku’ JOJATKOBUX, HE BIIOOpaKEHUX B
TEXHIYHMX XapaKTePUCTHKAX PEXKUMIB pOOOTH. AKTHBI3AIlls TaKUX PEKHMIB MOXKE
3M1MCHIOBATHUCH SK BHUIIAJIKOBO, B MpoOIecl poOOTH oreparopa, Tak 1 JAMCTaHIIHHO
MOPYITHUKOM, IO IPUBOAUTH JI0 BTpATH a00 3MiHU JaHUX, TIOMUJIOK y MIPOTPAMHOMY
3a0e3neyeHH1 a00 mapaneabHOMY MiAKIIOUYEHHI 0 KaHaJiB;
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- IPOTPEC y PI3HUX Taly3sX HAYKH 1 TEXHIKU MPHU3BIB O CTBOPEHHS KOMITAKTHHX
Ta BHCOKOC(EKTHBHHUX TEXHIYHUX 3ac00iB, 3a JOMOMOTOI0 SKHMX MOXHA JIETKO
MIIKJII0YaTUCh JO0 JIIHIM TEJIeKOMYHIKAIlli Ta PI3HOMaHITHUX TEXHIYHHMX 3aco0iB
00po6sieHHs1 1HOpMAIi BITYM3HSHOTO Ta 1HO3EMHOTO BHUPOOHMIITBA 3 METOIO
3M100yBaHHS, TIEPECHIIAHHS Ta aHami3y pO3BiAyBAIbHUX MaHUX. [ 1IbOro MOXKe
BUKOPHCTOBYBATHCh amapaTypa pajio, paaioTeXHIYHOI, ONTHKO-EJIEKTPOHHOT,
TEIUIOBO1, aKyCTHYHO1, XIMIYHOT, MAarHITOMETPUYHOI Ta pajiialiitHoT PO3BIJIOK;

- 3JI0YMHHA JISITLHICT, CIIPSMOBAaHA HA MPOTU3AKOHHE oJiepkaHHs 1H(opmarltii 3
METOIO JIOCSATHEHHS MaTepiajabHOI BUTOAM a00 HAHECEHHS MIKOAHW IOPUANYHUM YH
¢b13uuHUM 0cobaMm;

- TISUTBHICTH ~ TPOMAJAChKUX  (OpMyBaHb, TMOMITHYHUX MapTid, CyO’ €KTIB
M1ANPUEMHUIBKOT TISUTBHOCTI, OKpeMHX (PI3MYHMX OCIO CIpsSMOBaHA Ha OJCpIKAHHS
nepeBard y noaiTu4Hiil 00poTh01 Ta KOHKYPEHIIiT;

- PO3MIIICHHA Ha JCpXaBHUX Ta CHUTBHUX 00’ €KTax 3B’SI3Ky TEXHOJIOTIYHOTO
o0JIalHaHHS CIHUIBHUX MIANPUEMCTB Ta MPEACTABHULTB 1HO(DIpPM, IO BUMAarae
NPOBECHHS TOaTKOBUX 3aXO/iB 13 3a0e3nedeHHs Bumor 131

- 3pOCTaHHS 3alliKaBJICHOCTI 1HO3EMHHUX PO3BIJOK MUTAHHSIMHU TPOMHCIIOBOI,
KOMEPIIIHOT AiS7IbHOCTI, PECYpCiB B YKpaiHi.

- BIZICYTHICTh CUCTEMH aTecTallli Ha BiAMOBIAHICTh BUuMoraM T31 06’exTiB, podoTa
SKUX TIOB’s13aHa 3 1H(OpMalli€lo, 110 MiJIAra€ TEXHIYHOMY 3aXHUCTY;

- BIZICYTHICTh TOMITHKKA O€3MEeKH CHCTEeM KOMYyTallii Ta TEeIeKOMYHIKAIlIHHUX
Mepex, e 0 GhOopMyITIOBAMCh BUMOTH MO0 3aXHMCTY BiJ 3arpo3 Mpare3aaTHOCTI,
OIATPUMaHHS PEKUMY KOH(IIEHUIHHOCTI Ta BIJCYTHOCTI HECAHKI[IOHOBAHOTO
JOCTYILY.

- HeJlerajbHe BUKOPHCTAHHS PECypCiB OIMEpaTopiB [JIsl HECAHKLIOHOBAHOTO
HAJAHHS TTOCIIYT 3B’ SI3KY, M0 3HUXKYE JOXOAN OCTAHHIX;

- pi3H1 (DparMEeHTH MEPEXi EKCIUTyaTyHThCs PI3HUMH OIlepaTopamMu 3 PI3HUMU
dhopmMaMu BIaCHOCTI.

3arposu iHpopMalliiHii Oe3mnerli € mpu 3a0e3neYeHH:

1) xoH}I1IEHIIHHOCTI:

- Kpaaixkka (komitoBaHHsI) iHGopmMarlii Ta 3aco6iB il 00poOKH;
- yTpaTa (HeHaBMHCHA yTpaTa, BUTIK) iH(popmMmailii Ta 3aco0iB il 00poOKH;
2) TOCTYIHOCTI:
- O110kyBaHHs 1H(OpMAIIii;
- 3HUIIEHHS 1H(OopMaIlii Ta 3aco6iB ii 00poOKH;
3) IIJIICHOCTI:
- Moaudikaria (CHOTBOPEHH) 1H(OpMAIlii;
- 3arepevyeHHsl CIIPaBXHOCTI 1HhOopMaIlii;
- HaB’s13yBaHHA XHMOHOT iHpOopMaIlii.
4) CIOCTEPEIKHOCTI:
- OJIOKYBaHHS;
- moaudikaris iHbopmariii,
- MacKyBaHHs 1H(pOpMaIlii;
5) nmopsaAKy MapuipyTu3aiii Tpadika:
- Kpagixkka Tpadika;
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- HECaHKIIIOHOBaHE BHUKOPUCTAaHHS TOCAYr Ta 1HQOpPMAIIHUX pecypciB
TEJIEKOMYHIKAI[IHHUX MEPEeK.

JletanpHo 3arpo3u iHQopmarliiiHii Oes3neri, came BY3JIB KOMYyTallii, a TaKOX
nepenik iHdopmarlii, sxa 3axuiiaerbes, HaBeneHi B KHJ 45-164-2001 [15].

Jlxepena 3arpo3 iHdopMaliiHii 6e3neri NoAUISIOTh Ha TPU TPYIIH.

1. O6yMOBIIeH] 3IOBMHUCHUMU UM BHUIIAQJIKOBUMHU JIsIMH CyO €KTa (aHTPOIOTCHHI
JKepenia 3arpo3).

2. O0yMOBJICHI TEXHIYHUMU 3acOo0aMu (TEXHOTCHHI JDKEpena 3arpo3).

3. O0yMOBIIE€HI MPUPOJAHUMHU CTUXIMHUMHU JHKEPETAMU.

J10 aHTPOTOTEHHUX JKEPEIT 3arpo3 BITHOCITh

1. 30BHIITHI aHTPOIIOTEHHI JIXKEPEIIia 3arpo3:

- KpUMIHaJbHI CTPYKTYPH;

- MOTEHII1iHI 3JI0YMHIII Ta XaKepH;

- HEIOOPOCOBICHI ~ MapTHEPH, KOHKYPEHTH, TMPEACTaBHUKH  CTOPOHHIX
oprasi3ariiii, BiJiBijlyBadui;

- TEXHIYHUN TIEpCOHA TOCTaYaIbHUKIB;

- MPEJICTAaBHUKY OpraHi3allii HarjsIy Ta aBapiiHUX CITyX0;

- IPEICTAaBHUKH CUJIOBUX CTPYKTYP.

2. BHyTpilH1 aHTPONOTE€HHI JKepesia 3arpo3:

- OCHOBHMH TMepcoHall (KOpPHUCTyBadi-omepaTopy, CHUCTEMHI 1 MPUKIAIHI
IpOrpaMicT, po3pOOHHUKH, OniepaTopu 0a3 JaHUX, ONIEPATOPU BBOJY JaHHX);

- IPEICTAaBHUKHN  CIy>KOM 3axucty iHpopMmamii (CHCTEMHI 1 MepexHi

aZIMiHICTPaTOPH, aAMIHICTPATOpU OE3MEKN);

- KEPIBHUIITBO;

- TEXHIYHUN TIepCcoHall (KUTTE3a0€3MEeUCHHS, eKCILTyaTallii);

- TOTIOMDKHH 1epcoHan (MpuOupanbHUKH, OXOPOHA);

- CHiBPOOITHUKH, 3BUIBHEH1 3 POOOTH.

Oco0nmuBy Tpymy BHYTPIIIHIX AaHTPOIOTEHHUX JUKEped 3arpo3 CKIAAaroTh
oco0U 3 MOPYIICHOI TICUXIKOI, BIPOBAHKEHI Ta 3aBepOOBaHI areHTH (1HO3EMHI
areHTd, 1o 30uparoTh 1H(OpPMAIIIO, KOPIOPAaTUBHI PO3BIAHUKK) 3 YHCIIA
OCHOBHOTO, JIOTIOMDKHOTO Ta TEXHIYHOTO TEPCOHANTy, MPEICTABHUKIB CITy:KOU
3aXHUCTy 1HpOpMaIlii.

J10o TEXHOTEHHHUX JKEPEN 3arpo3 BiTHOCATH
1. 30BHIITHI TEXHOTCHHI JKEpEa 3arpo3s:
- 3ac00M CITy>k00BOTO 3B’S3KY;
- MEpeX1  IHKCHEpHMX  KOMYHIKalid  (BOMOMOCTAYaHHS,  KaHaji3aiii,
BEHTHIIALIT);
- 3ac00M MOKEXKHOI, OXOPOHHOT CUTHAITI3AITIT;
- TPAHCIIOPT;
2. BHyTpilH1 TEXHOTEHHI JpKepelia 3arpo3:
- HESIKICHI TeXHIYHI 3ac00M KoMyTallii Ta 00poOku 1Hpopmariii;
- HESIKICHI MPOTpaMHi 3aco0U yIpaBJiiHHs Ta 00poOKHU 1HPOopMaIlii;
- IONOMDXKHI 3aco0Hu;
- 1HIII TeXHIYH1 3aco0u, 1110 3acTocoByOThCs B [IATC.
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[IpuponHrMYU 30BHIIIHIMH JKEpEIaMU 3arpo3 € TMOXKeX1, 3eMJIETPYCH, TOBEHI,
yparaHv, MarfiTHi Oypi, paJlOaKTHBHE BHUIIPOMIHIOBaHHsI, pI3HI HemnepeadayeH1
00CTaBMHM, HE TOSICHIOBAHI SIBUINA, 1HIIN (OPC-MaKOPHI OOCTaBUHU: PI3HI PIILICHHS
BUILUX JEP>KaBHUX OpraHiB, 3a0aCTOBKHU, BIiTHH, PEBOJIOLIIT TOIIIO.

[Tpu ckmamaHHi OKpeMOi MOENi TMOPYIIHWKA OPIEHTYIOThCS Ha KOHKPETHUU
00’ €KT 3aXHCTy, BpPaxOBYIOTb MOTHBHM i 1 COIIAJIbHO-TICUXOJIOTIYHI acCHeKTH
MOPYIIEHHSI, TOTEHIIIHHI MOXKJIMBOCT1 Y IOCTYNY /10 1HGOPMAIIHHUX PEeCypCiB PI3HUX
KaTeropiii 30BHIIIHIX Ta BHYTPILIHIX MOPYIIHUKIB Ha PI3HUX MPOCTOPOBO-YACOBUX
3pi3ax 00’€KTa 3aXHUCTY.

2.2.2 Mogenb nopylHuka 6esneku

JletanpHy Kiacuikailito Mojeneil MOpyImHUKIB aHTPOIOTEHHOIO THUITY, iX PiBHI
MOXKJIMBOCTEH, OCHOBHI crocoOM peamizaiii 3arpo3 s iH(opmailii mporpamMHo-
kepoBanux ATC naseneno y HJI T3I 1.1.001-99 [8]. Knacudikarist mpoBoauThes 3a
PIBHEM MOXJIMBOCTEH, KOTpUM HANAa€ThbCAd M IITaTHUMU 3acobamu. BuokpemiieHo
4OTUPH piBHI MOkIuBocTer nopymenus HC/I:

1 (maiiHWKYUP pIBEHb MOXJIMBOCTEHW) — 3alyCKaHHA mporpaMm (3amgad) 13
¢dikcoBaHoro HaOOpy, KOTpHil peanidye mnependadeHi QyHKIIT moa0 oOpoOKu
iHpopmarii. Ile oOciyroByroumii mepcoHan, KOTpuil 3a0e3meuye eKCILTyaTalliio
oOyasHaHHSA LHATC. Imxenepu-enexkrponnukun  LHATC, KOPHUCTYIOUHCH
aBTOMATHU30BaHUM pobounM MicueM (APM) Ta KOMyTaliifHOIO CHUCTEMOIO, MOXKYTb
MaTH A0CcTyn 10 iHdopmaiii aboHeHTa. BoHH MarOTh MOXKIHMBICTH IPUEIHYBATU 10
IHATC 3aknaaHi MpUCTpPOi.

2 — MOXJIMBICTb CTBOPIOBaHHSI Ta 3aIllyCKaHHsS BJIACHUX MPOrpaM 3 HOBUMHU
byHKIIAMHE 1110710 00poOKku iHDopMalii. Ile onepaTtopu maHOro abo 1HIIKUX BY3JIIB
komyTarlii. Kopucryrounch koMmiiekrom abo MojaylieM 3’ €JHYBaJlbHOI JiHIi, BOHH
MarTh JIOCTyn 10 mnporpamHoro 3adesneueHHs (I13) APM, dyHkiioHanpHOTO W
cremiami3oBanoro 113 Ta g0 06a3 pganux. TUNOBI MOXIIMBOCTI TOJISITAIOTH Y
nepeaBaHHl CUTHANIB, K TependadeHuX, TaK HemepeAdadeHux y BIAMOBITHUX
iHTepdericax.

3 — MOXIJIMBICTh YNpPaBIiHHSI POOOTOI0 OOYMCIIOBATBLHOTO KOMIUIEKCY, TOOTO
MoxuuBicTh BBy Ha 6a3oBe [13 ITATC ta Ha ckiaz 1 koHbIrypalio obmagHaHHS.
Ile omepatopu IIATC. Kopucrtyrouncs APM, BoHu MaroTh goctyn 10 6a3 manux, [13
APM, ¢yskiionansHoro i cnenianizoBanoro 113 ta indopmarii abonenTiB. TUMosi
MO>KJIUBOCTI TaKOTO MOPYIIHUKA: (OPMYBAaHHS IITATHUX KOMAaHI, 3allyCKaHHs 3a/1a4,
HE 3a/IeKJIApOBAaHUX y TEXHIUHIM JOKYMEHTallli, HECAaHKI[IOHOBAaHE MPHUEAHAHHS O
1H(popMaIItHUX TPaKTIB.

4 — Becb o00OCIT MOXJIMBOCTEH CyO’€KTIB, 3IIMCHIOIOYMX MPOCKTYBaHHS,
peanizaiilo Ta PEMOHT TEXHIYHUX 3ac00iB, 1O 3allydeHHs y CKjIajJ oOJaJgHaHHS
BJIACHUX TEXHIYHUX 3ac00iB 3 HOBUMH (yHKIIsiMuU. Lle mporpamictu, KoTpi 0epyTh
ydacTh y po3poOisienHi i BurotoBieHHI BK. Kopucryrounce APM 1 mpuctposimu
yIOpaBIiHHSA, BOHU 3/1aTH1 BIUIMBAaTH Ha (yHKIIOHAJIbHE Ta crnemianizoBane 113 i1 Ha
[13 APM. TumoBi MOXIHMBOCTI € TaKi: BIPOBA/PKCHHS MPOTPAMHHUX 3aKJIAJOK,
BIIPOBA/DKEHHS IIKIATUBUX KOIIB (BipyciB), momuiku y [I3 Ta komyTtamiiHiii
CUCTEMI.
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Skmo Ha By3Nl KOMyTalli HeEMa MNPOTpaMHHUX Ta amapaTHUX 3aKiIaioK, TO
3BUYANHUI a0OHEHT Mepeki MpPaKTUYHO HE Ma€e MOXKJIMBOCTI BIUIMBATH Ha
yOpaBysitody cucrteMmy TenedoHHO1 cTaHIli. PermamentoBani mina 1nudpoBux Ta
aHAJIOrOBUX TEPMIHAJIB KOPUCTyBaya OCHOBHI M JOJATKOBI MOCIYTH HE MOXYTb
BIUIMBATH HAa POOOTY YMNPABISIIOYOTO KOMIUIEKCY y IIIOMY. AOGOHEHT MOXKE MISITH
auiie 4yepe3 aOOHEHTChKHM KOMIUIEKT. BiH 37aTeH akTHBi3yBaTH MpOrpamMHe
3aKJaJeHHs, JicTaTd 1H(OpMAIlil0 IHIIMX aOOHEHTIB Yepe3 HECHPaBHOCTI
oomagnanns LJATC.

[TpogoBxkuMo po3risia 3arpo3 iHdopMalii BiA 30BHINIHIX, 1O BIIHOIICHHIO A0
HATC, mxepen.

3arpo3u iH(popMaliiiHii Oe3neni MOXyTh OyTH PI3SHOMaHITHUMHU 1 JOBLIBHOTO
MOXOJIPKEHHS 32 4acOM, TPUBANICTIO, (PAKTOpamMu Ta HACIIIKAMHU.

3puB pobotu LIATC MOXIUBUN MpH 3yNUHII CUCTEMH €JIEKTPOKUBIEHHS abo
BUBEJICHHI i1 3 JIaly TOPYIIHUKOM.

MoxnuBe BIPOBAKEHHS “‘Bipycy’ — MIKPOIPOTpaMH, 3/1aTHOI CaMOCTIMHO
PO3MHOKYBATHChH 1 MOLIUPIOBATUCH Y MEPEXKI.

[Tpuctpoi 0Opobku iHPOpMaIii, KOTP1 € CKIIaJIOBOIO YaCTUHOK HU(GPOBOTO By3Jia
komyTarlii, ue EOM 31 cTaHAapTHOIO apXiTEKTYypOIO, JJI SIKUX MOYXHA CTBOPIOBATH
3aco0u Hamaay, BipyCcH TOIIO.

MOXIMBOCTI CTOCOBHO 3JIIMCHEHHS 3arpo3 3ajekaThb BiJ MICIIE3HAXOMKEHHS
nopymHuka. Skmo mnopymHuk mnepedyBae mo3a wmexamu I[ATC, 1o iioro
MOKJIMBOCTI 3ajieKaTh BiJ TOro, YW € 3acobu 3axucty iHopMmalii y cucrtemi
tapudikaii (MPUMYCKAETbCA YU HE TMPHUIYCKAEThCA BIANAJICHE MPUETHAHHS
JerajJbHUX KOPHUCTYBadiB J0 CUCTeMH Tapudikailii), 3aco0u Oe3meKu npu BUXO1 Ha
mepexy SS-7 Ta TMN, npu npueaHanHi 10 [HTepHer.

Sxmo Takux 3aco0iB 3aXHCTy HEMa, TO MOXJIMBI BIUIMBU MOPYITHUKA dYepes3
30BHIIIHI 1HTepdelicu oOJiaHaHHSI, CUCTEMM CHUTHaji3allii Ha aOOHEHTChKUX Ta
3’€IHYBAJIbHUX JIIHISX.

3arpo3d CTOCOBHO 3aXHIIEHOCTI 30UIBIIYIOTBCS TIpU 1HTErpamii y uudposi
KOMIUJIEKCHM HOBUX (YHKIIIA, a caMe: 4acTKoBa (IpuBaTHa) BIpTyaldbHa MeEpexa
(VPN), mo 3a0e3nedye BHYTpIlIHIA OQICHUN 3B’S30K Ta 3B’SA30K 3 QuIiajaMu;
GbyHKIT OUTIHTY Ha 06a31 JIOKAJIBHOT MEPEXi; BUX1Jl Ha TJ100aJIbHY MEepexXy — [HTepHeET,
a TaK0>XK BUKOPUCTAHHS Ha MEPEK1 IMIIOPTHUX MPOTrPaMHO-AMapaTHUX KOMIUIEKCIB.

Icnye HeOesmeyHa 3arpo3a KpaAiKKH Tpadika Hpu CyMICHOMY BHUKOPHCTaHHI
CUCTEeMH 3B’SI3Ky pI3HHUMH OIEpaTopaMH. 3aXHUCT JOCITa€ThCS BUKOPUCTAHHIM
MDKMEPEKHUX €KpaHiB, ILII031B MO KaHajlaM YIpaBIiHHS, CHHXpOHI3amii Ta
CUTHAJTI3AIll1, 3/IICHeHHS] KOHTPOJTIO Tpadika 1 Tapudikarii.

2.2.3 3arposu iHpopmaLinHum pecypcam LATC
BiZ, NPUEAHAHUX TEXHOMOTIYHUX MEPEX
Y mexax koHTpoiboBaHOi 30HU [[ATC moxe BCTaHOBIIOBATHUCH PI3HOMAHITHE
YCTaTKyBaHHS  TEJICKOMYHIKAIIMHUX Mepexx. YacTuHa 1bOro  OOJagHAHHS
npueAHY€EThCS Oe3nocepeibo 10 obnagHanns [IATC 1 moxe BIiMBaTH Ha ii poOoTy.
3o0kpema, 1€ CUCTeMa CUTHajli3alli ¥ CHHXpOHI3allli, cCHUCTeMa IIEHTPaIi30BaHOIrO
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YIOPaBIiHHA Ta TEXHIYHOI €KCIUTyaTallil, 3’ €IHyBalbHI Ta aDOHEHTCHKI JIiHI1, CUCTEMH
nepenasans 10 ACKP Tomo.

Moowcnusi  eapianmu ingpopmayiiinoco Hanady Ha Mmepedci 368°a3ky. Mepexa
3B’SI3KY CKJIQJA€ThCs 3 BY3JI1B KOMYTaIlil Ta CUCTEM Mepeiayl 1 il MOXHa po3IJisIaTH,
SK MpOoTrpaMHy 1HGOPMAIIIMHY CUCTEMY 3 O€3JI1UUI0 30BHIIIHIX 3B’ 3KiB. Po3risgaroTs
TaKl 3arpo3Hu:

- 3arpo3a ataku uyepe3 APM anminicTparopa;

- 3arp03a HECAHKITIOHOBaHOTO BX0oAy B APM anminicTparopa;

-3arpo3a  Mmonu@ikamii cuctemMHoro abo  MporpaMHOro  3a0e3meueHHs
aJIMiHICTpYBaHHS BY3Jia 3B’ S3KY;

- 3arpo3a 3apaxeHHs (ailniB KOMIT IOTEpPHUMH BipycamH;

- 3arpo3a NMpociyXoByBaHHs Ta Monudikaris Tpadika;

- 3arpo3a moaudikarii anapatHoi yactunu APM, ATC, SS7 1 niniitHoi anapatypu
(BCTaBKa 4y>KOr0 MPUCTPOIO);

- 3arpo3a BiJIMOBH B 00CIIyTOBYBaHHI;

- 3arp03a aTakl Yepe3 CUCTEMY BIJAAIIEHOTO MPOrpaMyBaHHs 1 A1arHOCTUKH;

- 3arp03a aTaky Yepe3 CUCTEMY CUTHAJII3AIlll Ta YIpaBIiHHS;

- 3arp03a aTaky HaBEJACHUM CUTHAJIOM;

- 3arp03a aTaku A0OHEHTCHKUMH JIIHISIMU;

- 3arp03a aTakl Yepe3 MepexKy eJIEKTPOKUBIICHHS;

- 3arpo3a aTaku yepe3 cucTeMu Tapuikaliii 1 3aIMCcH MeperoBopiB;

[{i 3arpo3u poO3AUISAIOTH HA 3arpo3d Ha pPIBHI MPOTPAMHOTO 3a0e3MeUYeHHs,
amapaTHOi YaCTHHH, CEPEIOBHUIIA PO3POOKH 1 cepeioBHUIIa eKCILTyaTallii;

binbmricTh 3arpo3 Ha CUCTEMU 3B 3Ky CKJIAJal0Th aTaKW HAa MPOTPaAaMHOMY DiBHI.
ToMy HEoOXiIHO BIACIHIIKOBYBAaTH MOKJIHMBICTh BXOJY Yy CHUCTEMY IMpOTpaMmyBaHHs
a0o0 yIpaBIiHHS CUCTEMaMHU 3B’ SI3KY.

Bxoaun B mporpamue 3abesneueHHss ATC 1 cucremu mnepenaudi MOXYTE Ooytu
JEraiIbHUMH 1 HeJleTalbHUMHU. Jlo JeraibHUX BXOIB BIJIHOCATHCS 3B’SI30K 3
CUCTEMOIO BIJIAJICHOTO MPOrpaMyBaHHs 1 J1arHOCTUKH Ta 3 JIOKAJIbHOI CHCTEMOIO
nmporpaMyBaHHs 1 Tapudikarii.

Pemra BxoniB - HeneranbHi. [Ipu mboMy y cydacHux ATC BXij BijaJ1ajieHOTO
nporpaMyBaHHsI MOXKe€ OyTH 3a0JIOKOBAaHO IapOJIBHUM 3axuUCTOM abo (izuuHUM
BIIKJIIOUEHHSIM. B iHTeneKkTyaqbHMX Mepekax BKa3aHMM BXia (yHKIIOHYE 1
BIJIKJIFOUEHUI OyTH HEe MOKe. 3a piIBHEM HEOE3MEeYHOCTI 11l 3arp0o31 MOKHA PO3ILITUTH
Ha TakKl OCHOBHI PiBHI:

a) HaOUTpII HeOE3MEeUYHUM € BX1J] BIJJAJIEHOTO MPOrpaMyBaHHsS Ta JIarHOCTHKHU
ATC, sxuii (QYHKIIOHAJIBHO TMPU3HAYEHO sl Oe3MOoCcepeHbOr0 BTPYYaHHS B
nporpaMHe 3a0e3NeyeHHs] CUCTeM 3B’s13Ky. Hacnminku Takoro BTpy4YaHHS MOXKYTh
OyTu OyAb-SIKUMH, HaBITh J0 3YNUHKUA CUCTEeMH abo mepexi 3B s3Ky. [lpu mpomy
HEMOJXKJIUBO OIEPAaTUBHO YCYHYTH MPUYUHY 30010 CHCTEMH Ta yCl HENOJaJKH,
OCKUJIBKM HEMa MOJMKJIMBOCTI 3AIHCHUTH TPOTOKOJIFOBAHHS YCIX il 31 CTOPOHHU
BIJIZJAJICHOTO IOCTYITY B CUCTEMY YIIPaBJIIHHS;

0) BXiJ JIOKaJbHOT'O MpOrpamMyBaHHS 1 Tapu@ikaiii TakoX HEOE3MEUHHH s
IPOrpaMHOro 3a0e3nedeHHs, aje JOCTYI A0 HbOTO OOMEXEHO MEPCOHAIOM CTaHIII] 1
Oesrexka Moxke OyTu 3abe3leueHa opraHizalliiHUMHU 3axojaMu. BTpydaHHs Moxke
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OyTH Jerko BH3HAUY€HE TMpU JAOTPUMAHHI yCiX BUMOT eKCIUTyaTalii: mii
00CITyroBYIOYOr0 MePCOHATY 3aBXK/IH MPOTOKOJIIOIOTHCS;

B) Hamaj a0OHEHTChKUMM 1 3’€IHYBAIbHUMHU JIHISIMH, a TaKOX 31 CTOPOHHU
CHUCTEMH CUTHaJII3aIlli MOXKe OyTH MPOBEICHO uepe3 aKTHBI3allilo '"3aKIajok", M0
BIJIKpUBAIOTh MO KojmoBOMYy curHamy noctyn ao II3 ATC i cucrem nepenaui 3
BKa3aHUX HaMpsMKIB. 3aKkjaJKi MOXYTb OyTH CTBOpPEHI Ha MpOrpaMHOMY Ta
anapaTHOMY PiBHSX;

r') HamajJ HaBEJEHUM CHUTHAJIOM (HAIpHKJIaa, 3 KOCMIYHOTO 00’ €KTa) MOXe OyTh
3MIACHEHO dYepe3 amaparHi «3aKjiaJKhu» pPa3oM 3 TPOTPAMHUMH  «3aKJIaTKaMU».
MoxxyTs OyTHM HampaBiieHI Ha BUBEICHHS OOJagHAHHS 3 JIaqy 3aCTOCYBaHHSAM
MOTYXKHHUX €JIEKTPOMArHITHUX IMITYJIbCIB;

1) Moxe OyTu "BHYTpilHIN" Hamajn, skuil 3a0e3nedeHo 3aknankoro y [13, mo
CHpaLbOBYE BiJl JTIUYMIbHHUKA, TaTH a00 1HIIUX BHYTPIMIHIX (aKTOpiB.

Kpim Ttoro, mpaktuuno Bce icHyroue [13 cuctem mepemadi Mae oOMEXEHHS 3a
gacoM. [lo 3akiHyeHHI yacy MiATPUMKH J1aHOi Bepcii HeoOX1THO a00 KynmyBaTH HOBY
a00 eKCITyaTyBaTH CTapy Ha CBIM CTpax 1 pU3HK.

3acpo3u, wo peanizyromscsi uepez cucmemy cueHanizayii. 3acTOCYyBaHHS
curHamizamii SS7 m03BoJig€ 3MIACHIOBATH TEBHI (DYHKIIT YNpaBiiHHA OKPEMUMHU
By3JaMU 3B’SI3Ky, MpPU SIKOMY MOKe OyTH HaHEceHa 3HAauHa IIKOJa OMNEepaTopoM
3B’ SA3KY.

Cucremu curHamizamii 3a0e3nedyloTh MEpelaBaHHA PIZHOMAHITHUX CHUTHAJIB
YOpaBIiHHA, B TOMY 4YHCIl HUPp HOMEpa, sKi uyepe3 (YHKIIOHAJIbHI €IeMEHTH
KOMYTalIiHOT CUCTEMH HAAXOMATH JIJISl aHANI3y B YNPaBISAIOUNi KOMIUIEKC. B ibomy
pa3i MOXJIMBI pi3HI BapiaHTH BUKOPHCTAHHS CUTHAJIB YIPaBIIHHS IS aKTUBIi3allil
MPOTPaMHUX 3aKJIAJ0K, HATIPUKIIA TAKHX:

- BUKOPHUCTAHHS PEXUMY THUITYy “0JAaTKOBA IMOCIyra”’, KOTpa HE JCKIAPYEThCS B
JIOKYMEHTAIIli;

- BUKOPUCTaHHS a0OHEHTCHKOTO HOMEpa 4YM KOJy Il aKTUBAIlll MpOrpaMHOl
3aKJIa/IKU;

- IIEBHI KOPOTKOYACHI MaHIMyJIAI1 3 a00HEHTCHKOIO TPYOKOIO.

Cuctema curHamizamii SS7, KpiM BHIlI€3a3HAYECHUX MOXKJIMBOCTEH, MOTEHIIHHO
Hajae naojaTkoBl MokiauBocTi opradizamii HCJ. VY ckmami SS7 € migcucremu
3a0e3MeueHHs] MOXKIuBoCcTe TpaH3akiiil (TCAP) Ta MpUKIAIHUX MiJCUCTEM, KOTp1
OpraHi3yloThCsl Ha HHX, TaKl fAK MIJCUCTeMa pyXxoMmoro 3B’si3ky GSM (MAP),
MiJCUCTEMa  IHTEJeKTyalbHHX Mepex (INAP), miacuctema  eKCILTyaraiiii,
TEeX00CIyroByBaHHs, aaMiHICTpyBaHHsA W ympaBiiHHs (OMAP) ta inmii. [lo 3arpo3
BiJl 3acTOCYBaHHs SS7 TaK0X HaJIEXKAaTh:

- inTepdeiicy, cneuianizoBani 1 HeTenehonnux ¢yukiiit (TCAP, OMAP Touio)
cuctemMu SS7, MOXyTh OyTH BHKOPUCTaHI JIJIi TIPUXOBAHOTO BBEJCHHS KOMAaH/IH,
KOTpa peanizye HecaHKIlioHoBaHUH BB Ha [IATC;

-B SS7 oOprasizoByeThCcs AOCTYN A0 MepexHUX 0a3 aaHux. Bunukae 3arposa
iXHPOrO HABMMCHOI'O CIIOTBOPEHHS, 10 MOK€ CHPUYMHHUTH MOPYLIEHHS POOOTH
Mepexl.

JIs 3aXUCTY BiJl MOKIIMBOTO BIUTMBY HEOOX1HO 31CHIOBATH (PiIbTpaIito
3arajbHOKaHAJIbHOT CUTHAJII3AIII] Ta MPOTOKOJIIOBAHHS MTOBIIOMIICHbD.
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3aepo3u, wo peanizyiomvcsa 3a OONOMO20I0 CUCEMU  YEHMPAIi308aHO20
ynpaeninus. SIxkmo nopymHuk nepedysae Bcepenuni [IATC, To, HaBITh AKIO HasIBHI
3aco0u Oe3neKku mpu peanizaili cucreM Tapudikalii, 3acoou Oe3MeKyu Ipu BUXO/I1 Ha
mepexy SS7 ta TMN, 3aco0u 3axuCTy 3a NpUENHAHHI 10 [HTEpHETY, TO BIH Mae
0arato MOXJIMBOCTEH isl 311icHeHHs 3arpo3. [lopyuiHuk 3 nmpaBamu oneparopa YK
moxke 3aiiicHioBat HCJ] nuisxom ¢GopMyBaHHS IITATHUX KOMAHJI, 3aIlyCKaTH
nporpaMu, HeEperjiaMeHTOBaHI B TEXHIUHIN JokyMeHTari. [lopymeHHs poctymy
BiJI0YBa€THCS B pasi:

- Moaudikamii 6a3 JaHMX (BCTAHOBJICHHS HECAHKIIOHOBAHMX PEKUMIB TEXHIYHOT
eKCIUTyaTallil Ta BUJIIB 0OCITyrOBYBaHHS);

- 03HaOMJIEHHS 3 KOH(IiAeHI[iITHO0 1H(popMalLiiero 0a3 JaHUX (aapecaMu BX1THUX
Ta BHUXIJHUX 3 €IHAHb, YaCOM BCTAHOBJICHHS 3 €IHAHHA, PEXUMaMH 3B’S3KY,
JI0JTAaTKOBUMH BUKOPUCTOBYBAaHUMH BUJAaMU 00CITyTOBYBaHHS );

- 3ynuHKM Ta nepeszanyckands [IATC (mopyuieHHs 3B’ 43Ky );

-3amind [13 (HoBe iHcTanboBaHe [I3 Mo’ke MaTH mporpamHi 3aKJIaJieHHS Ta
JIFOKH).

OCHOBHI MOJIMBI BapiaHTH 3aXUCTY NP 3a0€3MEUCHH] 3aXUCTY BiJ BIUIUBY Yepe3
CUCTEMY YIpaBJIHHSA, K CaMOi KPUTUYHOI JIaHKH, 1I€ BIPOBAJKEHHS KOPCTKOIO
PO3MEXXYBaHHS IMpaB JOCTyNy 10 iHQOpMaIIHUX pecypcCiB, sK Ha (HI3UUYHOMY, TaK 1
Ha MIPOTPAMHOMY PiBHSX, aIMIHICTPYBaHHsI 1 IPOTOKOJIFOBAHHS YCIX OIepallii.

Haii6inem mignagarots mixg 3arposu 113 APM, sxmo Born GyHKIIOHYIOTH Ha 0a3i
[TEOM 1 BUKOPHUCTOBYIOTH AJisl poOOTH onepauiiiny cucremy Windows un MS-DOS.
OyHkuioHanbHe Ta crnemiamizoBae [I3, sk mnpaBwio, 3amMTe Yy MOCTIHHI
3amam’sITOBYBasibHI  mpucTpoi. [IpoHWKHEHHS B oOmepariiHy CHUCTEMY BYy3Ja
KOMYTaIlli BBAXKAETHCS MPAKTUIHO HEMOKIIUBHM.

OcCkinpKkyd HAWTIpIIMKA pe3yiapTaT Hamagy - e PyHHYBaHHS CHUCTEMH 3B’SI3KYy B
oMy abo okpeMux ii pparmentiB, To B mudpoBux ATC 1 cucremax mudppoBoi
nepenadi ganux SDH, PDH (paniopeneiiHux, KaOelbHHX, BOJOKOHHO-ONTUYHHUX)
HaWOUIbII BPa3JIMBUM €JIEMEHTOM SIBISIETbCS TporpamMHe 3a0e3NedyeHHs, SKe
niaaeTbesl Hamaay B mepmy uepry. llpu 1mboMy, 3aXUCTUBIIM MPOrPaMHE
3a0€3MeUeHHs] BI1J] HECAHKI[IOHOBAHOT'O BTPYYaHHs, 3 JOCTaTHHOK HMOBIPHICTIO
3a0e3MeuyeThCs MUTICHICTh MEPEK Ta 11 €JIEeMEHTIB.

OckiJIbku cydyacHe o0JaHaHHS LU(PPOBOIO 3B 43Ky 0a3y€eThCs HAa KOMIT FOTEPHUX
TEXHOJOTISIX, MNHUTaHHA 3albe3meueHHs 1HQOpMaliiiHOi  Oe3mekn  HANOUIbII
e(deKTUBHINIE MOXYTh OyTH BHpIIIEHI CHEMialiCTAMA 3 OOYMCITIOBAIBHOI TEXHIKH,
SIK1 MAIOTh BIJATIOBIAHUI TOCBI/I.

3aepo3u na abonenmcorkux ma 3’€OHy8anbrux niigx. CTOCOBHO aOOHEHTCHKUX,
3’ € THYBJIBHUX Ta MDKCTAHIIIMHUX JTIHIHN 3B’ 3Ky BUIUISIOTh:

- 3arpo3H BiJ BUMAJKOBUX i (BIUIMBIB) MOPYIIHUKIB;

- 3arpO3H BiJl 3JIOBMUCHHUX J1{ MTOPYIIHHKIB;

- 3arpo3u Oe3rerti.

ABapii MOXyTbh OyTH BUKJIMKaH1 BIUIMBAMU TEXHOTEHHOTO (pe3yJbTaTl 3eMIISTHUX
Ta OyaiBenbHUX POOIT B pailioHax KaOeJbHHX Tpac, po300 Ta 3JI0BMHCHOI
JMBEPCINHOT MISUTBHOCTI) YU MPUPOJAHOTO XapakTepy (mpomMep3aHHs Ta jaedopmarlis
kabemo y 3uMoBuiM Tmepion). IHdopmariiiiHa Oe3neka MATPUMYETHCS YITKOIO
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CTaHIApPTHOIO TUIAHOBOIO OPTaHi3alll€l0 PEMOHTHO-BIIHOBIIOBAJbHUX pOOIT Ta
IIPOTHO3YBAHHSAM PECYpPCiB, HEOOX1THUX ISl JIIKB1AAIlil HAC1IKIB aBapii.

B niniitHUX TpakTax, Ha iX eJeMeHTax MOPYIIHHUK MOKE YCHIIIHO 3/1HCHIOBATH
TpuBayMii mnpaktuyHO He BusBiassemuir HCJl no iHdopmalii 3a J0MOMOroro
CrieliayIbHUX 3acO0IB JOCTYMY JI0 aHAJIOTOBUX 1 ITU(POBUX KaHAJIB, 3/IIMCHIOBATH
BUBEJICHHS Ha 3alKC, NPOCIYyXOBYBaHHA a00 PETPAHCIALIID HECAHKI[IOHOBAHO
oJlepKaHUX JaHUX Ta MOBH. 3aXHUCT B TaKOMY pa3l 3JIHCHIOETHCS IUIAHOBUM
MaTpyTIOBaHHSAM (MIITUM YU MOTOPHU30BAaHMM) KaOCIBHMX Tpac Ta TOCHJICHHSM
KOHTPOJIIO B TEpIOJM BUPIMIEHHS BaXJIMBUX 3adad. YacTo 3acTOCOBYIOTH
mdpyBaHHs iHbOpMaIlii.

3aeposzu ingpopmayii 6 yugposux cucmemax nepeoadi. lludposi cucremun
nepeaBaHHs MaloTh BPA3IUBOCTI HA (PI3UYHOMY, KAHAJILHOMY Ta MEPEKHOMY PIBHSX
CTEKY MPOTOKOJIIB MEePEIABAHHS.

Ha ¢i3uunomy piBHi nopymHuk nparie HCJl ngo iHdopmariiinoi cdepu, sk
paBUiIO, NUISIXOM BCTAHOBJICHHS CIIELIaII30BaHOTO O0JaAHAHHS B KaHAJIM JOCTYILY
a6o B MaricTtpanpHi kaHamd. MoxnauBuii HCJl uepe3 koHcosi ympaBiiHHA a0o
aKTUBI3AIIE0  ‘3aKJIQIOK”, BIOPOBAHKEHUX B 00’€kTax 1UPPOBUX cCUCTEM
nepeaBaHHs. 3akKJIaJKM MOXYTh OyTH aKTHBI30BaHI 3a JIONIOMOIOK pajlOKaHaiB.
ITicns onepxkannss HCJl Ha piznuHOMYy piBHI aTtaka MOPYIIHMKAa MOXE PO3BHUBATHUCH
Ha KaHAJIBLHOMY 1 MEPEKHOMY PIBHSX CTEKa MPOTOKOJIIB.

Ha xananpbHOMYy piBHI HOpPYIIHMK MOXXE BHUKOHYBaTH [li Ha aKTHBI3aLiO
Bpa3JIMBOCTI BIAMOBIAHUX NPOTOKONIB. [lopymHuMK MoOXke oxaepkaTh IOCTYyH [0
iHpopMallii, aKTUBI3yBaTH ‘‘3aKiaaKy”’ (POPMyBaHHSAM CIELIATFHUX KOMaH[ B KaJpax
(koMipKax, KOHTeHHepax) nanux. KoManaum MOXyTh pO3MIIIyBaTHCh B 3arOJIOBKY, B
MOJIl JaHUX, B TOJI1 KOHTPOJIbHOI cymu. HeOe3neuHi ataku OJ0KyBaHHs MepeIaBaHHs
MOBIAOMJICHb, 0 MOXYTh OyTH peaji30BaHl HECAHKI[IOHOBAHUM (OPMYBAHHSIM
IPUKMET MEPEBAHTAXKEHHS, Ta SIKI BUKJIMKAIOTh MacCOB1 TOBTOPH Nepeaayl.

Ha mepexxHOMy piBHI aKTHUBI3YIOTBCS BpPa3JMBOCTI IPOTOKOJIB IIOTO PIBHA.
[Topymauk wmoxke otpumaty HCJI no iHdopmarii 1 mpoBecTH aTaku THUITY
0JIOKYBaHHsI MepejaBaHHsl, OJ0KYBaHHS JOCTYIY TOLIO.

2.3 3arajabHi noyoxenHsi 0e3nexku inpopmaniiHux pecypciB y
nporpamuo-kepoBanux ATC

2.3.1 Bumorun go 3abesneyeHHs iHhopmauinHoi 6e3nekn nporpamHo-keposaHoi LIATC
SIK CKINagoBOl YaCTUHU TeNeKOMYHiKaLinHNX Mepex

3rinHo 3akony “IIpo Tenexkomynikaii” B [JATC Ta TenekoMyHIKalIiHUX Mepexax,
noBUHHa OyTH 3a0e3neueHa iH(popmaliiiHa Oe3neka TEeNIeKOMYHIKAIIHHUX MEpex,
TOOTO 34aTHICTh TEJIEKOMYHIKALIHHUX MepexX 3a0e3meuyBaTH 3aXUCT B

- 3HUILEHHS 1H(pOpMaIlii;

- IepeKpydeHHS 1HDOpMAaIIii;

- O11okyBaHHs 1H(OpMAIIii;

- HECaHKII10HOBaHOT'0 BUTOKY 1H(OpMAaIIiT;

- MOPYIICHHS BCTAHOBJIEHOTO MOPSAIKY MapuipyTu3aiii iHdhopMmariii.

Heo0xigH010 YMOBOIO J1J1s1 3a0€31eueHHs iHpopMaliiitHoi Oe3MeKu €:
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- peamizamisi  CTaJIOCTI  TEJIEKOMYHIKAIIHHOI MepexXi, TOOTO  BIIACTHUBOCTI
TEJIEKOMYHIKAIIHHOT Mepeki 30epiraTd MOBHICTIO, a00 YacCTKOBO, CBO1 (DyHKIIT 3a
YMOBH BIUTMBY Ha Hei JeCTa0uII3yr0UuX YNHHUKIB;

- peasizallisi 3a0e3neUeHHsT HalIMHOCT1 TeICKOMYHIKAIlIHHUX MEPEeXK;

- 3axuCcT 1HdopMaIli CcUrHamsaiii, CHUHXpPOHI3alii Ta yHOpaBIiHHA By3JaMu
JOCTYIy, By3JlaMHd KOMYTaIlli, By3JlaMH HaJaHHS TOCIYr Ta TEJIEKOMYHIKAIllitHOO
MEpEXEI0 B IIJIOMY, sIKa MICTUTh BXKJIMBI1 JUIs MIAMPUEMCTBA BIIOMOCTI, TOPYILICHHS
IITICHOCTI, IOCTYIMHOCTI Ta KOH(D1ICHIIIMHOCTI SKUX MOXE TMPUBECTH 10 MOPATBLHUX
Yl MaTepiaibHUX 30UTKIB.

Peanizamis HeoOXigHMX YMOB iHQOpMaIliiiHOi Oe3meKu Mae MPOBOJUTHCH 3
ypaxyBaHHSAM iX TEXHOJIOTTYHUX OCOOJIMBOCTEH Ha OCHOBI €IMHUX CTAHIAPTIB, HOPM
Ta TMpaBWI, OCKUIBKM B 1H(QOpMAIIITHO-TEIEKOMYHIKAIHHIA Mepexi MaiTh OyTH
BU3HAUEH1 POJI1 Cy0 €KTIB CIY>KOHM 3aXUCTY.

3rigHo 3akoHiB Ykpainu “TIpo ocHoBM HamioHabHOI Oesneku Ykpainu”, “IIpo
TenekoMmyHikamii”’, “JIieH31MHUX yMOB MPOBOJKEHHSI MiSUIBHOCTI y  cdepi
TEJIEKOMYHIKAI{ ...” Ta 1HIIMX HOPMATUBHO-TIPABOBUX JIOKYMEHTIB OMEpaTop Y
chepi IIsUIBHOCTI 3 THUTaHb, TOB’S3aHUX 3 (POPMYBaHHSM, BHKOPHUCTAHHSIM Ta
3aXKMCTOM HaIllOHAIBHUX PECYpCiB Mae 3a0e3neunTH iHpopMalliiiny 0e3neKky B TaKux
HanpsMKax:

- YCTAHOBJIIOBATH CIELIAILHUNA PEXKUM JOCTYIY BIAMOBIAHO 0 3aKOHOAABCTBA Ha
00’€KTax TEIEKOMYHIKallild, a TaKOXX B OKPEMHUX CTPYKTYPHUX MIApO3Iiiax, e
nepenacTbesi, o0poOnsieThess abo 30epiraeThesi  iHpopmania 3 o0MexeHUM
JAOCTYINOM, 110 € BJIACHICTIO IEPKABH;

- BYKMBATH BIJIMOBITHO JI0 3aKOHOJABCTBA TEXHIYHUX Ta OpraHi3amiifHUX 3aX0/IiB 13
3aXUCTY TEJIEKOMYHIKAIIHHUX Mepex, 3aco0iB TeleKOMyHIKalid, iHjopmamii 3
o0MeKeHnM AOCTYIIOM npo oprasizaniro 71 (pyHKIiOHYBaHHS
TeJIEKOMYHIKaUIiHUX Mepe:k Ta iHgopmallii, 10 MepeIaeThLCA HMMH MepeKaMu
B 1HTepecax 3aJ0BOJICHHS NOTpeO HallloHAJbHOI Oe3MeKHu, OOOPOHM Ta OXOPOHH
IPaBOMOPSIKY;

- 3a0e31eyyBaT rOTOBHICTH TeJJeKOMYHIKANIHHUX Mepesk 3B’SI3KY 10 po00TH B
YMOBAaX HAA3BHYAHUX CUTyaliid, HAAZBUYAHMHOIO0 TA BOEHHOI0 CTaHY, Y TOMY
YKUCJIl MOKJIMBICTh OMOBIIIEHHS! CBOIX CHOKMBAUIB y LIUX YMOBAX, B3aEMOJIIIOUH TIPU
bOMY 3 HaIllOHAJIBHUM IIEHTPOM OIEPATUBHO-TEXHIYHOTO YIPABIiHHA MeEpexam
TEJICKOMYHIKaIiil YKpaiHu B TUTAHHSX, BIAHECEHUX [0 KOMIIETEHIIIT OTIepaTopa;

- BCTAHOBJIFOBAaTH HA CBOIX TEJIIEKOMYHIKAIIIHHUX Mepekax TeXHIYHI 3acolw,
HEOOX1H1 AJi 31MCHEHHS YMOBHOBaXXECHHUMH OpraHaMH ONEpPaTHBHO-PO3IIYKOBUX
3axo0/liB, 1 3a0e3neuyyBaTd (PYHKI[IOHYBAaHHS LMX TEXHIYHUX 3ac00iB, a TaKOX Y
MEXXaxX CBOIX IMOBHOBAXXEHb CTIPUSITH MPOBEJICHHIO OTIEPATHBHO-PO3NIYKOBUX 3ax0JIiB
Ta HEIOMYIIEHHIO PO3TOJIONICHHS OpraHi3alifHNX 1 TAKTUYHUX MPUHOMIB iX
IPOBEJICHHS BIAMOBIIHO /0 JAII0YOr0 3aKoHOAaBcTBa. Omeparop TeIeKOMYHIKAIlii
3000B’sA3aHUM  3a0e3medyBaTH 3aXMCT 3a3HAYEHMX TeXHIYHHX 3ac00iB Bia
HECAHKIIOHOBAHOTO I0CTYIY;

- 33JI0BOJILHATH BHMOTH CIIOKMBadiB I10JI0 30epe:keHHs KOH(iaeHmiiiHOCTI
inpopmamnii, ska crToCcyeTbcs  cHmOKMBa4a, 3a0e3redyyBaTd Ta  HECTH
BIJIMOBIAQIBHICTh 32 CXOPOHHICTh BIJOMOCTEM IIOAO0 CIOXXMBaya, OTPUMAHHUX IPHU
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YKJaJ€HHI JOTOBOPY, HAaJaHUX TEJEKOMYHIKAIIHHUX TOCIYr, y TOMY YHCIHI
HOMEHKJIaTypyu OTPUMAaHHS MOCIYT, iX TPUBAJIOCTI, 3MICTY, OIUIATH, MApUIPYTIB
nepeaBaHHs TOINO. 30KpeMa, IIiJI Yac aBTOMAaTH30BaHOi oOpoOku 1HQopmarlii mpo
a0OHEHTIB HEOOX1THO 3a0e3MeuyBaTH ii 3aXUCT BIJIMOBIAHO JI0 3aKOHY;

- 3a0e3medyyBaTy MijJ] 4Yac 3aMOBJICHHS Ta/a00 HaJaHHS TeEJIEKOMYHIKaIliHHUX
nocayr (ikcoBaHOTo Teae(OHHOTO 3B’SI3Ky 0e3NeKy TeJeKOMYHiKaliifHUX MoCcayr
Ta HaJaBaTH CIOXKMBAauyaM IOCIYTM 3a BCTAHOBJICHUMH TNOKa3HMKaMHU SIKOCTI Ta
3aXUIIEHOCT] TEIEKOMYHIKAI[ITHIX MOCIYT;

- 3a0€3MeUYNTH TAEMHUIIO 3B A3KY 3T1IHO 13 3aKOHOJIaBCTBOM, OXOPOHY Ta€MHUII
TeleQOHHUX PO3MOB, TenerpadHol 4M 1HIIOI KOPECHOHJEHIl, IO MEePEeaAETHCS
TeXHIYHUMHU  3aco0aMM  TENEKOMYHIKalii, Ta  iHdopmaniiiny  0Oe3meky
TeJeKOMYHIKalliHHUX Mepex;

- TOACPKYBATUCS BCTAHOBJICHOTO HOPMATHUBHO-TIPABOBHMH aKTaMU MOPSIAKY
mMapmpyTu3anii  Tpadika, 3a0e3nmeunTH pe3epBYBaHHS TEXHIYHUX  3acO0IB
TEJIEKOMYHIKaIlil, ¢parMeHTIB TEICKOMYHIKAIIMHUX MEpeX 1 albTepHATHBHI
MapmipyTd B pa3l  MOIIKOJKEHHS TMpU  HAA3BUYAMHMX  CUTyallsx Y
TeJIEKOMYHIKAIIHHIA MEepeki 3arajlbHOT0 KOPUCTYBAHHS;

- BKMBaTU 3axOJIB JJii HEJOMYUIEHHS HEeCAHKIiOHOBAHOI0 JOCTYIy [0
TeJIEKOMYHIKAUIHUX Mepe:x Ta iHdopMmamii, 10 NEePeJAETbCs HUMU MEPEKAMH.
3uaTTa 1HGOpMaIli 3 TEICKOMYHIKALIMHUX Mepek 3a00pOHEHO, KpiM BHMAKIB,
nependayeHnux 3aKOHOM.

3axoaum Ta 3aco0M 3aXWCTy TEIEKOMYHIKAIIMHUX Mepex Ta iHdopmarlii, 1o
[UPKYJIIOE HUMH, MarOTh 3aCTOCOBYBAaTHMCh Ha BCIX, 0€3 BHHATKY, eTamax ix
KUTTEBOTO ITUKITY:

- PO3pOOKM TEXHIYHOTO 3aBIAHHS YU TEXHIYHUX YMOB Ha CTBOPEHHSI, TEXHIKO-
poO0YOro MPOEKTyBaHHSA, OYIIBHHIITBA, 3AaBaHHA JO eKCIUTyaTallli, BJIacHe
eKCIUTyaTallii, BUBEJACHHS 3 €KCIUTyaTallli Ta yTui3allii;

- Ha eTamnax IMOTro/KeHHS 3ac001B TeJIEKOMYHIKAIIIH, sIKi MOXKYTh 3aCTOCOBYBATHUCS
B TEJICKOMYHIKAIIMHUX Mepexax. OIHUMH 3 KpUTEpIiB MNPUUHATTS PIIICHb €
3a0€3MeueHHs] HaAIMHOCTI Ta Oe3leku Mepex TeleKoMyHiKallid. Po3BuUTOK Ta
BJIOCKOHAJICHHSI TEJIEKOMYHIKallIMHUX MEpeX Ma€ MPOBOAUTUCH 3 ypaxyBaHHSIM
TEXHOJIOTIYHOI ITICHOCTI BCIX Mepex Ta iX iH(opmMmailiitHoi 6e3neku. JloroBopu Ha
MOCTauYaHHs TEJIEKOMYHIKAIIMHUX 3ac00iB Ta 00JaJHAHHS MalOTh BKIIOYATH B ceOe
BUMOTH 11010 1H(popmamiitHoi 6e3nexu LIATC;

- etanu OyiIBHHIITBA, PEKOHCTPYKLIT i MOAepHi3alii TeIeKOMYHIKalIHHUX MEPEK
HE MOBHHHI MPU3BOJUTH A0 3HIKEHHS HaAiiHOCTI Ta piBHA 3axumeHocTi LIATC.
[Ipoektu OyniBHMIITBA, PEKOHCTPYKIIIT Ta MOJIEPHI3allli TEIEKOMYHIKaLIHHUX MEPEX,
1 B TOMY YHCJl MPOEKTH KOMIUIEKCHHX CHCTEM 3aXHCTy 1H(opMaIli, MmiisaraioTb
EKCIIepTHU31 B TIOPSAIKY, BCTAHOBICHOMY 3aKOHOJJABCTBOM;

- Ha eTamll TEeXHIYHOI eKCIUTyaTallii TeJIEKOMYHIKAIIMHUX MEpeX OomnepaTopoM
TEJIEKOMYHIKAII 11 JIsUTBbHICTh TOBHUHHA 3A1MCHIOBATUCH TUIBKA 33 YMOBHU
HAssBHOCTI TMPOEKTHOI JOKyMEHTaIlii, po3po0JIEeHOI y BIAMOBIAHOCTI 10 HOPM
TEXHOJIOTTYHOTO MPOEKTYBaHHS Ta BUMOI KEPIBHUX HOPMATUBHHUX JOKYMEHTIB,
30KpeMa BHUMOT HOPMAaTHMBHHUX JIOKYMEHTIB cpepu TEXHIYHOro 3axucTy iH(opmarii
(T3I). Texniuyne oOCIyroByBaHHsI TEXHIYHUX 3aCO0IB TEJICKOMYHIKAIld Ta KaHaJiB
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€JIEKTPO3B’ 13Ky IMOBUHHE 3a0€3MeYyBaTUCh Y BIANOBIAHOCTI 10 HOPMAaTUBHUX Ta
TEXHIYHHMX JIOKYMEHTIB, YMHHUX Y c(pepi TeJIEKOMYHIKaIliH 1, 30KpeMa, HOpMaTUBHUX
nokymeHTiB cepu T3I.

O60B’s3koBuil T3I, cipsMoBaHO Ha 3a0e3MeueHHs] KOH(I1IESHIINHOCTI, IIJTIICHOCTI
Ta JOCTYHMHOCTI 1HQoOpMaIlii, ska IUPKYJIIOE€ B TEJICKOMYHIKAIIHHIN Mepexi Ta ii
CHUCTEMI YIPaBIIHHS, 31MCHIOETHCS 3T1JTHO 3aKOHOIABCTBA Y KpaiHU.

3rifHO 3aKOHOAABCTBA YKpaiHH B TEIEKOMYHIKAIliIHHUX Mepekax 3arajibHOTO
KOPHUCTYBaHHS, SIKI HaJalOThCsl CUCTEM1 YPSAOBOTO 3B S3KYy, HAIlIOHAJIBHIA CHUCTEMI
KOH(1ICHIIIITHOTO 3B’SI3Ky, OpraHaM 3 HaJ3BHYAWHUX CHUTYyaIlild, O0e3meku, 000poHH,
BHYTPIIIHIX cOpaB YKpaiHW B 1HTepecax 3aJ0BOJIEHHS NOTpeO HaIllOHaJIbHOT
Oe3neku, OOOpPOHHU, OXOPOHHU MPaBOMOPSAKY, 000B’si3koBui T3l cmpsiMmoBaHO Ha
3a0e3nedeHds] KOHQIIEHIIHHOCTI, IUTICHOCTI Ta JOCTYIMHOCTI iHdoOpMarii, 1o
LUPKYJTIOE B TEIEKOMYHIKaLIHHINA Mepexi Ta i cucTeMax ynpaBIliHHS.

[I{omo mopsaKy 3aXUCTy JAep’KaBHUX 1H(POPMAIIHHUX pecypciB, TOOTO iHGOpMaIlii,
sKa € BJACHICTIO JepkaBu Ta (a00) HEOOXITHICTh 3aXUCTy SKOI BH3HAYECHO
3aKOHO/IaBCTBOM, JIFOTh IMOJOXEHHSI HOPMATUBHO-TIPABOBUX JIOKYMEHTIB:

-B aBTOMATH30BAaHMX CHCTEMax TIOBHHEH 3a0e3MedyBaTUCS 3aXUCT BiX
HecaHkIioHoBaHoro aoctyny (HCJI) no nepxkaBHux iHGOpPMaIIHHUX pecypciB 3 OOKY
OyIIb-SIKUX MEpex nepeaadi JaHux;

- KoH(D1ACHINIHHICTh 1H(POpMaIlii, siKka € Aep>KaBHUMH 1HOOPMALIITHUMHU pecypcaMu,
M dYac TepeJaBaHHS MEPEeXer Iepenadi  JaHuxX 3a0e3mnedye  BIACHUK
aBTOMATU30BAaHOI CHCTEMH a00 OIepaTop MEpexki mepenaadi JaHuX 3a JTOTOBOPOM i3
BJIACHUKOM aBTOMAaTHU30BaHOI CHCTEMH;

- 3aXHUCT AepKaBHUX 1HPOPMAIIITHIX PECYPCIB y MEepexi Nepeaadl JaHuX MOBUHEH
3a0e3nevyyBaTucs BIPOBAKEHHSAM Ha KOXKHOMY 3 1i BY3JiB KOMYTAIlii KOMILJIEKCY
TEeXHIYHUX, KPUNITOTpa(IuHUX, OpraHizaliiHUX Ta 1HIIMX 3aXOJiB 1 3aC00IB 3aXUCTY
iH(opMallii, cipsIMOBaHMX Ha HEJOMYIIEHHS 11 0JIOKyBaHHA Ta/ab0 Moaudikalii;

- po3po0IIeHHs, BUPOOHUIITBO, BIPOBAKEHHSI Ta OOCITYrOBYBaHHS KOMILIEKCHOT
cuctemu 3axucty iHpopmarii (KC3I) 31iiCHIOETBCS OmepaTtopoM Mepexi nepeaadi
JAHUX CaMOCTIMHO 3a yMOBM HAsBHOCTI Yy HBOTO JIiIEH31i Ha TNPOBEIACHHS
BIJIMOBIAHUX BHUIIB poOIT, a00 CTOPOHHBOIO OpraHizalli€ro, sKa Mae JIIEeH31I0 Ha
POBEJICHHS JIaHUX BHUJIIB POOIT;

- IepeIaBaHHsl JepKaBHUX 1H(OPMALIMHUX PECYpCiB JTO3BOJISIETHCS TIIBKH Yepe3
BY3JM KoMyTamii, mo MarwTb arectaT BiamoBigHocti KC3I BumMoram i3 3axucty
1H(pOopMallii 3riTHO HOPMAaTUBHUX TOKyMeHTIB 3 T3I;

- M1 9ac MAKITIYeHHS 70 TI00aTbHUX Mepek aOOHEHTH MOBUHHI JOTPUMYBATHUCS
BUMOI' 3aKOHOJABCTBA WIOJ0 3aXHCTy JAEpXkKaBHUX 1HQOpPMAIIIIHUX pecypciB B
1H(pOpMaLIHHO-TEJIEKOMYHIKAIIIMHUX CUCTEMAX.

Cucrema iH(dopmamiifHOT Oe3lekr TOBHMHHA BHOPSAKYBaTH KOHTPOJb 32
KPUTHYHOIO, 3 TOYKH 30py IMiJMPHEMCTBA, 1HPOPMAIIIEI0, 3aCTOCYBaHHSIM HOBHUX
TEXHOJIOTiH, TMOMEepPEeIKEHHsAM TOJil, [0 MOXYTh MPHUBECTH A0 TOPYUICHHS
npane3aaTHOCT] TeJIEKOMYHIKALIMHUX cCUcTeM abo /10 30MTKIB BHACHIIOK MOPYIICHHS
1H(popMariiiHO1 Oe3MneKH.
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2.3.2 MeTa Ta npvHUMNM GisnbHOCTI
Loao 3abesneveHHs iHopmauinHoi 6e3nekn LATC

['onmoBHOIO MeTOr0 cuctemMu iH(MOpMaIiiiHoi Oe3nekn € 3abe3nmedeHHs] CTIHKOTO
¢dbyukiionyBanHs [IATC Ta Mepexi 3B’S3Ky, MOMEPEPKEHHsS 3arpo3 ix Oes3mer,
3aXMCT 3aKOHHUX IHTEPECIB MIANPUEMCTBA BiJ MPOTUIPABHUX I[OCSTaHb,
HEJOMYIICHHS KpaalkKku (DiIHAHCOBUX 3aC001B, pO3TOJIONICHHS, YTPaTH, CIIOTBOPEHHSI
Ta 3HMIICHHS CIIYKO00BOT (Ta ynpaBIiHCHKOT) iH(OopMallii, 3a0e3neueHHs] HOPMaJIbHOI
BUPOOHUYOT AISUTLHOCTI YCIX MiAPO3ALTIB 00’ €KTA.

Kpim Toro, meroro cucremu iHdopmaiiiiiHoi O€3rekn € MiABUIIEHHS SIKOCTI
HAJAHUX TOCIYT Ta TrapaHTii Oe3neku MalHOBUX IMpaB Ta 1HTEpeciB aOOHEHTIB. Y
TexHiuHOMY miaH1 Meta 3axucty LIATC nmonsirae y BUKOHaHHI HOpM, 3aXOiB Ta [iH,
CIpsIMOBAaHUX Ha 3amoOiraHHs IMKoaW 1/abo 30WMTKIB y pasi peamizaimii aTakd Ha
iHbopMalliliHy Oe3MneKy.

3axuct 3piicHioeTbess KC3I, sika ckiamaeTscss 3 MNPaBOBOTO, OpraHizaliiHO-
METOJIMYHOTO, TEXHIYHOIO, MPOTrpamMHOro, iHGOpMaIiiHOTO Ta MaTeMaTUYHOTO
3a0e3neyeHb, 110 3amo0iraloTh a0 CyTTEBO YTPYIHIOIOTH pealli3allito aTak.

lentpn komyTalii Ta iX BHHOCH pO3TAIllOBaHI HA HEBEJIUKUX TEPUTOPIAX 1
3aXMINAKOTHCS METOAOM “KPyroBoi 000poHu” (0ap’€pHUM METOIO0M).

JIiHii 3B’s3Ky, MaricTpaii MPOXOJsATh HE3aXHUIICHOK TEPUTOPIEIO 1 3aXUINAKOTHCS
IUISIXOM PO3MOIITYy MEXaHI3MIB 3aXHUCTy MO iX eleMeHTaMm abo ‘“‘KOMIeHCAIlliHUM
METOJIOM, MUISIXOM BCTAaHOBJICHHS BIANOBIIHMUX 3acO0IB 3aXMCTy B IIEHTpax Ta
MPUKIHIIEBOMY 00JIaIHAHHI.

Cranmiiine o6mamnanas [[ATC po3minryeTbcss Ha OXOPOHSEMOMY 00’ €KTi, e
IPOBOAUTHCS TOBHHM IUKI OpraHi3aliiHO-TEXHIYHUX 3aXO[IB 3 KOMIUIEKCHOI
1H(pOopMaIiiHOT 0€3MeKH MEBHOTO aTECTOBAHOTO PIBHS.

Obnagnanns nporpamHo-kepyemux ATC Ta inmoro obOmagnanas LATC wmae
IITATHY CHCTEMY 3axUCTy 1H(opMamiifHoi Oe3neku, 37aTHY 3a0e3nevyBaTH
3aXUIICHICTh PiBHS, KWW 3a0e31meuyeThest (HipMOIO-BUPOOHUKOM JAHOTO O0JIaHAHHS
3T1JIHO JIOTOBOPY HAa MOCTa4yaHHS.

TenexkoMmyHIKaIliiHI MEPEXi 3aXHUINAIOTHCA «PO3MOAUICHUM METo0M». KokHa 3
TEXHOJIOTTYHUX Mepexk MoBuMHHA MaTu cBoro BiacHy KC3I, moOynoBaHy Ha OCHOBI
MOJITUKA 3aXHUCTy 1H(QOpMAIIWHUX pecypciB B JaHIA Mepexi, iHTephencH SKux
MarTh 0yTH y3roxkenumu 3 KC3I posrisiaytoi [TATC.

Koxna [IATC noBunna matu KC3I, moOynoBaHy Ha OCHOBI IMOJITUKH 3aXHUCTY
iHopMariitnux pecypciB A BianosigHoro LIATC.

OCHOBHMMHM MPUHIMIIAMHU JiSUTBHOCTI 111010 1HGOpMaIiiHO1 O€3MeKH € TaKi:

- 3a0e3meueHHsl MpaB TPOMAJsH, CYCIUIbCTBA Ta JEpKaBU HAa BUKOPHCTAHHS
iHhOpMaLIHHUX TEXHOJOTIN 13 3a0€3MEUYeHHSM BHU3HAYEHOTO PIBHS 3aXHILEHOCTI
1HpOpMaIlii;

- neritumMHoCcTi — T3] mMOBMHEH 3AIMCHIOBATHCH 3TiITHO 3 BUMOTaMHU YHWHHUX B
VYkpaini HOpMaTUBHO-TIPABOBHX aKTiB Ta HOPMAaTUBHUX JOKYMEHTIB 110710 T3I;

- koMmuiekcHocti — T31 Mae 3aiiicHIOBAaTHCh KOMIUIEKCOM B3a€EMOIIOB’ SI3aHUX
OpraHi3alifHuX 1 IHKEHEPHO-TEXHIYHUX 3aXO0/IIB;
- MIHIMQJIBHOI JIOCTaTHOCTI — HEOOXIAHUW pIBEHb 3aXHUIIEHOCTI TMOBUHEH

AOCATAaTUCH ITPpU MIHIMaJIbHUX BUTpATax;
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- aJaNTUBHOCTI — B 3QJIEKHOCTI BiJi KOHKPETHUX BHUMOTI HAI[lOHAIbHOI Oe3neKu
MarTh 31ACHIOBATUCH 3MIHM MPIOPUTETIB B AisyibHOCTI moao T3l Ta BiAmoBiaHI
3MiHHU CTpaTerii 3a0e3rneueHHs Oe3MeKu;

- O6e3nepepBHOCTI — 3axoau moa0 T3l 3MIMCHIOITHCS Ha BCIX TEXHOJIOTIYHUX
eTanax HaJlaHHS MOCHYT 3B’ A3KY;

- CYMICHOCTI Ta 0€3KOH(IIIKTHOCTI 3aC001B 3aXHUCTY;

- CUCTEeMaTHUYHOCTI — MOCTIMHUN aHai3 3arpo3, 10 MalTh CYTTEBE 3HAYCHHS IS
KOPHCTYBaYiB Ta BIJAMOBIJHE MOMEPEIKYIOUe BIPOBAHKEHHS 3aCO0IB MPOTHUIIT IIHUM
3arpo3aM B Tiil Mipi, 3a SIKOi BUTpaTH Ha MPOTHUJIIO 3arpo3aM HE TMEpPEBUIIYIOThH
30UTKIB BiJ iX 3Q1HCHEHHS,;

- 30epeKeHHA AKICHMX T[IOKa3HHUKIB — TEXHIYHI Ta NporpamHi 3acobu, IO
BUKOPUCTOBYIOThCA Juisi 3abe3nedeHHs: T3I, He MOBWMHHI CYTTEBO TOTIPIIYBATH
OCHOBHI TEXHIYHI TOKA3HUKHU 3aCO01B Ta CUCTEM 3B’SI3KY;

- KOHTPOJIbOBAHOCTI - HasIBHICTh MOKJIMBOCTI MOHITOPUHTY €(EKTUBHOCTI 3aX0/I1B
moxo T3I;

- KEpOBAHOCTI B 3aJICKHOCTI B1JI BUMOT JI0 3aXHUIIEHOCTI 1HGOopMaIllii Ta MiHIMI3aIli
BUTpaT. Mae CTBOPIOBATUCH CUCTEMA YIPABIIIHHS KOMIUIEKCAMHU 3aC001B 3aXHUCTY, 110
JI03BOJISE€ 3IIACHUTH Oe3MepepBHUN KOHTPOJIb €()EKTUBHOCTI 3acO0IB 3aXHCTy Ta
HIATPUMKY HEOOX1THOTO PiBHS 3axXHUIEHOCTI 1Hpopmaliiiaux pecypciB HATC;

- MacIITabOBAaHOCTI — MOXJUBICTh Jierkoro HapouryBanHs KC3I ogHouacHo 3
posmupeHHsM emHocti LHHATC;

- aJIEKBaTHOCTI 3aXO0/1B 3aXHUCTy 1H(POpPMAIlT peaJbHIM Ta MOTSHLIHHUM 3arpO3aM.

3arajibHUM MPUHIMIIOM AisNIBHOCTI B cepl 1HPopMaIiiiHOT Oe3MeKkn € MaKCUMyM
€(eKTUBHOCTI 3a JOMYCTUMOTO pPHU3UKY HE HWXKYOTO BiJ 3a(iKCOBAHOTO, KOJHU
OTIEpaTUBHUI PU3UK € MIHIMAJIbHHUM.

KC3I peanizyioTe $K CyKymHICTh (PyHKLIIOHANbHMX mocayr 3axucty (DII3).
ITocnyru 3axucTy Ta MEXaHI3MH, IO 1X pealdi3yloTh, MOAUISIOTHCA HaA INTATHI 1
J0IaTKOBI (M03aITaTHi). ¥ CyKYIHOCTI 31 IITATHUMU J0JATKOBI MEXaHI3MH MMOBUHHI1
3a0€3MeUnTH 3a3HAYCHUHN Y TEXHIYHOMY 3aBJIaHH1 PIBE€Hb 3aXUIIEHOCTI iH(opMaIrii.

Ha erami mpoexkTyBaHHSI BUKOHY€TbCS OIliHKAa peanizoBaHux y LIATC mratHux
®I13 Ha BIAMOBIAHICTS HABEACHIN y TEXHIYHOMY MPOEKTI MOJIENI 3aXUCTy. BiaCyTHI
MOCJTYTH PeaTi3yloThCs 3a JIOTMIOMOI0I0 JOJAaTKOBUX 3aC00iB 1 MEXaH13MIB 3aXHUCTY.

JlomaTkoBi 3aCO0U pO3POOIISIOTHCS, KO PIBEHb 3aXUIIEHOCT] Ta PIBEHb rapaHTIN
3axunieHocTi HenoctatHii. KC3I LIATC noBunHa peanizyBatu Taki GyHKIIT 3aXUCTY
1HpOopMaIlii.

3arampHi TOCIYyTH OE3MEeKH TMOBHHHI HAJIaBAaTHCh HE3AIEKHO BiJ CKIALy 1
¢yukionansHux MoxiuBocTel LIATC Ha mpoTs31 BChOro iX *KUTTEBOro Hukiy. Lli
MOCIyTM TOBHHHI OyTH Y3rO/DKEHI y BCIX B3A€EMOJISAX MIJCUCTEM, OO €KTIB 1
cy0’extiB [IATC. Jlo ckinany 3aranpanx nociyr 6esnexu [[ATC maroTh BXOAUTH:

- mocJiyrd iaeHTudikaii Ta ayreHTUdIKaIiT;

- IOCAyra VYOpPaBIIHHSA JOCTYNOM, IO T[OBHHHA CHElU(IKyBaTU MHOXUHY
OPUITYCTUMHUX [IJI1 KOXKHOTO CyO’€KTa orepaii 3 KOXHUM O00’€KTOM 1 MOCTIAHMMA
KOHTPOJIb I0JIepKaHHS [IUX CrieudiKalliii;

- mocJiyra IUIICHOCTI, IO TIIOBMHHA 3a0€3MeUYUTH TOBHOTY, TOYHICTh Ta
JIOCTOBIPHICTH 1H(hOpMAIIT;
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- mocayra KOH(IACHIIHOCTI, M0 TOBWHHA 3a0€3MeYNTH HEAOCTYMHICTh Ta
Hepo3kpuTTsa iHpopmamii [IATC xopuctyBauam, IO HE MalOTh IS IHOTO
HEOOX1JHUX TOBHOBAKEHD,

- MOCyra JOCTYITHOCTI.

[Tocnyru 6e3nekn LTATC peami3yroThCs 3a JTOMOMOTIOKO ITAaTHUX Ta J0JaTKOBHX
MexaHi3MIB Oe3neku. PiBeHb 3axucty, sikuii Bu3HadeHo noitukor 6e3nexku [[ATC,
JOCSITAETEC  BUOOPOM MEXaHI3MIB O€3MeKH BIJMOBIAHOTO Kiacy, IO MOXYTh
MePETUHATHUCH.

3aKkoH BUMAara€ 3acTOCOBYBATH B TEJIEKOMYHIKAIIMHUX Mepekax JIHUIIe TaKi
3aco0M TEeNeKOMYyHIKaliil, $Ki MarTh MiATBEP/HKCHHS BIAMOBIIHOCTI YWHHHUM
HOPMAaTUBHUM JIOKyMEHTaM Yy cepl TeIEeKOMYHIKAIiil Ta TEXHIYHUM periiaMeHTaMm,
KpUTEpisiM 3a0e3meueHHs HallHHOCTI1, 0€3MeKH MEpEK TEIEKOMYHIKaIlii.

2.3.3 MNpioputeTn 3abe3neyeHHs iHpopmauirHoi 6e3nekn LUATC

[IpiopuTeTn paHK)yrOThCS y 3aJ€KHOCTI B1Jl BAXKJIMBOCTI 1H(POpMAaIlii Ta MiHIMI3aIli
30UTKIB BIJMOBITHO 3a HampsiMaMu 3a0e3nedeHHs 1HhopMarliitHoi 0e3neKkn, a TaKoXK
HalMEHII POpOOJIeHI B CHUITY CUTYallli 3 iHpopMaIliitHOI Oe3MeKoro, M0 CKIIalacs:

- 3B@XKAIOUM, M0 3TITHO HOPMATUBHO-TIPABOBUX JOKYMEHTIB nepedasaHis
0epAHCABHUX THPOPMAYITIHUX PecypCié 00360JIAAEMbCA TuLle Yepe3 8V3IU KoMymayii,
wo maroms amecmam gionosionocmi KC31 eumozam i3 3axucmy ingopmayii, skuil
Ha0aemuvCs 3a pe3yibmamam 0epiHcasHoi ekcnepmu3su 8 cpepi mexnHiuHo20 3axucmy
iHghopmayii, TPIOPUTETHUM € TipoBesieHHs pooiT o posropranHio KC3I Ha ITATC Ta
X aTecrars;

- 171 3a0€3MeUeHHS] KEPOBAHOCTI cUCTeMU 1H(OpMaIIiitHOT O€3IeKH, B 3aJIeKHOCTI
BiJI BUMOT JI0 3aXHIIEHOCTI 1H(popmaIlli Ta MiHIMI3aIlli BUTpAT, Ma€ CTBOPIOBATHUCH
cucmema ynpaeiinHs ingopmayilinoro bOe3nekor Ta KOMIUIEKCaMU 3ac001B 3aXHUCTY,
0 J03BOJIUTH 3IIMCHUTH HEOOXiAHUN Oe3nepepBHUNM KOHTPOJb €()EKTUBHOCTI
3ac001B 3aXHCTy, MIATPUMKY HEOOXIJHOTO pPIBHSA 3aXHUIIECHOCTI 1H(pOpMAaIIHHUX
pecypciB LHATC, Bu3HaueHHsI MEXaHI3My OI[IHKM CTYIEHIO BaKJIMBOCTI 1H(OpMaIlii,
PO3MipiB WUMOBIPHOT IIKOAM Yy Pa3i HECAHKIIIOHOBAHOTO JOCTYITYy 10 iH(OpMaIiiHux
pecypciB, TOPSIKY OIIHKKA Ta BUTpaT, MOB’S3aHUX 3 MPOBEIACHHSIM pOOIT 13
3a0e3neyeHHs! BUMOT 1HpOopMaIliitHoi 6e3eKu;

-B raiy3l 3B’S3Ky Ma€ aKTHUBI3yBaTHCh CTBOPEHHS CHCTEM 3aXHUCTy BiJ
HECaHKI[I0HOBAHOT'O BUKOPUCTAHHSI PECYpPCIB CHCTEM TEJIEKOMYHIKAIlli, pO3ropTaHHs
CHUCTEM 3amoOIiraHHs HECAHKI[IOHOBAHOMY JOCTYIy, OOpOThOM 13 IIaxXpailCTBOM 1
MOHITOPHUHTY SIKOCTI Ta piBHs 1H()OpMaIIiitHOT OE3MEKH MEPEeXK;

- CTBOPUTH Ta €(PEKTMBHO BHUKOPHUCTOBYBAaTH ONTHUMI30BaHI Mpodiil 3aXHUCTY,
aJIalTOBaHi 0 KOHKPETHHUX IiJIMPUEMCTB Ha OCHOBI anmpoOOBaHUX Ta aJalTOBAaHUX
METOIMK OLIHKU 1H(POPMAIIHHOT 0e31eKH;

- BUpOOUTH Ta OOTPYHTYBATH HEOOXIIHI OpraHi3alliifHi 3aX0/I1: CKJIaJ 1 CTPYKTYpPY
cykOu 1H(opMarliiiHoi Oe3reku, MakeT MOCaJAOBUX IHCTPYKIIH, 1HCTPYKII Aid B
HEIITaTHUX CHUTYaIlisiX, OOTPYHTYyBaTH HEOOXI1JIHI BKJIAJEHHS B 3aXUCT 1HQopMaIli,
OoOTpYHTOBAHO BHOpaTH amapaTHO-TIPOTpaMHi 3aco00M 3axuCTy iHpOpMaIlii y paMKax
€IMHOT KOHIIENI] OE3IeKH.
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- 3aIIPOBAIUTA  CHCTEMY YOpaBIiHHSA 1HQOpMAIIHHOIO 0e3MeKol y  BCIX
H1IpOo3/iaax MiAIPUEMCTBA.

XapakTepHuUM € 30UIBIICHHS MNPIOPUTETY 3aXUCTy BiAKpuTOi iH(opmarii. Tak,
KC3I By3ma goctymy no IHTepHeT mMae 3a0e3neuyBaTu peastizailifo BUMOT i3 3aXUCTY
IIJICHOCTI Ta JOCTYMHOCTI po3mimieHoi Ha WEB-CTOpPIHIII 3arajibHOJIOCTYITHOT
iH(opmMmarii, a TakoX KOH(IIESHIINHOCTI Ta HUIICHOCTI TEXHOJOTIYHOI 1H(opMarlii
WEB-CTOPIHKHU.

Crig 3ampornoHyBaTy IJIAaHU 3aXUCTY KOH(IIEHLIHHOI Ta BiIKpUTOi 1HGOpMaIii,
AKa TepefaeTbcs MEpEeKaMH 3arajbHOro KOPUCTYBaHHA, 3aXUCTy iH(opmarii Big
3JIOBMHUCHOTO CMOTBOpeHHS um 3HuileHHs, Bin HCJl mo Hei, ii komiroBaHHS a0o
HECaHKI[IOHOBAHOT'O BUKOPHUCTAHHSI.

2.4 3araabpHi HaNPSIMU AiSJIBHOCTI 00 3a0e3nevYeHHs iHGopMaliiiHOI
oe3nexku LHATC

2.4.1 l'onoBHi 3aBaaHHsA aisnbHoOcTI B cdepi T3l

["0710BHI 3aBJaHHS 1OJI0 OpTraHi3aliiHOro0, HOPMATHUBHO-IIPABOBOTO 3a0€3MEUEHHS
aistibHOCTI B cepi T3, sxi qyst HATC KOHKpETU3yIOThCS TAKUM YHHOM:

- PO3BHTOK 1 yAOoCKOHANIEHHs cuctemu 131,

- BOPOBA/DKEHHS 3aXOMIB IOAO MiHIMI3AIli MOMIIMBOCTI BIUIMBY 3arpo3
iHpopMallii, 1o nepeaaeTbes, 0OpoOIseEThCS Ta 30epiraeThCs B TEIEKOMYHIKAIIHHIX
MepeKax;

- BU3HAQUYCHHA MEXaHI3My OI[IHKMA CTYNEHIO0 BaXXIMBOCTI 1H(oOpMmarlii, po3MipiB
WMOBIPHOI IIKOJM Y pa3l HECAHKIIOHOBAHOTO JOCTYNY 110 iHdopMallii 3 00MeKeHUM
JOCTYIIOM, TOPSAKY OILIHKKA Ta BUTpaT, IOB’sA3aHUX 3 MPOBEAEHHSAM pOOIT 13
3a0e3neyenasa sumor 131;

- BUBHAUYCHHS TMOPSAJKY PpO3paxXyHKY 30UTKIB, fKI MOXYTh OyTH 3aBJaHi
KOPHUCTYBauy ab0 MoCTa4alIbHUKY MOCYT 3B’SI3KY B pe3yJIbTaTi peanizalli 3arpo3 1is
1H(opMallii 3 ypaxyBaHHSAM KaTeropii BiJIOMOCTEH;

- ceptudikaitis 3aco0iB 3B’SI3Ky HA BIAMOBIJHICTE BHMOTAaM 3aXHIIEHOCTI BiJl
BUTOKY 1H(OpMaIlii;

- aTecTallisi CHUCTEM Ta 3aco0iB TEXHIYHOTO 3axucTy iHpopmalii B yMoOBax
KOHKPETHOTO 3aCTOCYBAaHHS;

- 3a0e3MeueHHsl JIep)KaBHOIO HArisiy Ta KOHTPOJIO 3a JOTPUMAHHAM IPaBHII
BUKOPHUCTAHHA 3aC001B 3B’ SI3KY;

- BEICHHS  MOHITOPUHTY  piBHS  3axucty 1HQopmamii Ta  OJOKyBaHHs
HECaHKIIIOHOBAHOI'O JIOCTYIY /10 HEI 1 IJIaHyBaHHS aJ€KBAaTHUX 3aXO0JI1B pearyBaHHSA
Ha IHIUIEHTH 3 O€3IEKOIO;

- BEJICHHSI MOHITOPUHIY HOBHX IO/}, OB’ sI3aHUX 13 3aKOHOAaBYO-HOPMATUBHUMU
OpraHi3alifHUMKA 1  TEXHIYHUMM  acleKTamMu  3axucty  iHdopmamii  #
HECAHKIIIOHOBAHOI'O JIOCTYIY JI0 HEi, Ta MiATOTOBKA CBOE€YACHUX MPOIMO3HULINA 1100
BIIPOBA/XKEHHSI IEPEIOBOTO CBITOBOTO AOCBIAY;

- oprauizaiisi MiArOTOBKM Ta MEPENiAroToBKU 3 nuTanb 131 ¢axiBIiB 3B'A3Ky Ta
oci0, BigmoBigaiesHuX 3a 131;
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[lig yac cTBOpeHHS HOpMAaTUBHO-MeToaM4HOI 0a3u T3l ramysi Ta mianpueMcTBa
CHiJ 3MIMCHUTH: BU3HAYEHHS OCHOBHHUX HaNpsAMKIB cTaHmaptu3aiii B cepi T3I 1 1i
PIOPUTETIB; 301p, CUCTEMATHU3AllII0 Ta aHaJli3 BIJIOMOCTEH IIOAO0 CTaHy BITYM3HSIHOI
Ta 3apyODKHOI HOPMaTUBHO-MPaBoBOi 0azu B cdepi T3I; cTBOpeHHS] HOPMATHUBHUX
JOKYMEHTIB 3 muTaHb 13, TapMOHI30BaHUX 3 MIKHAPOJAHUMHU PEKOMEHIAIlISIMU Ta
cTtaHgapTaMu. MaroTh OyTH po3po0JIeHi:

a) CHUCTeMa KpHUTEpIiB OI[IHIOBAHHS 3axUIIEHOCTI 1H(OpMaIli s KOXHOro 3
enemenTiB Ta [IATC B nimomy;

0) TUIMIOBI METOJMKU OIIHKU €(PEKTUBHOCTI 3aXUCTy BIAMOBIIHO 0 PO3pOOIECHUX
KpUTepiiB 115 KokHOTO 3 eneMeHTiB Ta [IATC B mimomy;

B) METOJIMKH BU3HAYEHHS BUMOT J0 HOPMOBAHMX PIBHIB 3aXHUIICHOCTI iH(popmarrii
Ta PiBHIB JOBIPH 10 KOPEKTHOCTI peani3allii 3aXucry;

I) raxy3eBi HOpMaTUBHI JOKYMEHTH IIOJ0 MOPsAKY BeneHHs poOit 3 T3I, mopsaky
OIIHIOBAHHSI 3aXHUIIEHOCTI, cepTu(ikariii, aTecrarii TOIIO;

HeoOximgHo po3poOUTH HOpPMATUBHI, METOAWYHI 1 TEXHIYHI JOKYMEHTH 3
iHpopmariitnoi 6e3nexu LIATC Ta iX eeMeHTIB — KaHaJIB yIIpaBIiHHS, CUTHAJI3aIlli,
CHUHXPOHI3aIlll, CUCTEeM KOMYTallli, CUCTeM Iepenadi. Y CKJIaal IHUX JOKYMEHTIB
MOBHUHHI OyTH MOJEN 3arpo3, npodisii 3aXUCTy, IJIaHU 3aXUCTY, YIPABIIHHSA PIBHEM
3aXUIICHOCTI TOIIO.

2.4.2 'oNnoBHi HanpsiMK OiANbHOCTI i3 3abe3neveHHs iHpopmauinHoi 6e3nekn LIATC

['onoBHMMHU HampsiMaMH AiSUIBHOCTI 13 3a0e3mneueHHs 1H(opMaliiHol O6e3neKku B
HATC €:

- IUTaHYBaHHS Jis7IbHOCTI y cdepi 1HopMariiiHoi Oe3meku Ta MPOTrHO3YBaHHS
TEPMIHIB peajizallii 3ariaHOBaHUX 3aXO0/I1B;

- pO3pO0JIEHHST TPaKTUYHUX IMIAXOMIB [0 peam3aiii cucteMu 1HGOpMaIIHHOI
oesneku B IIATC B yacTuHi1 opraHi3aliiiHUX, MPaBOBUX, TEXHIYHUX, MPOTrPaMHUX,
€KOHOMIYHHUX, COI[1aJIbHUX aCIIEKTIB;

- OOTpYHTYBaHHSl JOLUIBHOCTI CTBOPEHHS, CTPYKTYpPH 1 3aBAaHb MiJIPO3JALIIB
iHpopmaniiinoi Gesmekn  LATC, sxi maroTh Oe3nocepeqHbo 3abe3nedyBaTu
BUKOHAHHS BCHOTO KOMIUIEKCY 3aBIaHb 3aXHCTy MEpEX TeIeKOMYyHIKalii Ta
1HpOopMaIlii;

- BCTAHOBJICHHSI KaTeropil CHOXXKHWBauiB 3a mpiopureTamMu 1HGopMmalii, 10
3aXUIIA€THCS, HOMEHKIIATYPOIO Ta PIBHSAMU SIKOCTI MOCIYT;

- po3po0JIeHHsT PUHITUITIB Ta 3ac00iB peasizamii CucTeMu 3a0e3MeUeHHS 3aXHUCTY
iHpopMallii Ha 3acajgax HOPMATUBHHUX JOKYMeHTIB cuctremu T3l Ha mporpamHo-
kepoBannx ATC 3arasbHOTO KOpHCTyBaHHsA, ramy3eBux KHJI cTtocoBHO
iHpopMmariiinoi Oe3neku B I[ATC, Mepexkax mepemadi, CHCTEMI YIpaBJIIHHS,
MDKHApOJHUX CTaHJApPTIB II0J0 MPOEKTYBaHHS Ta YIPaBIiHHSA 1H(GOPMAIIHHOO
oe3mnekoro [16];

- pO3pO0JICHHSI MPUHIMIIB Ta 3acO0IB ymnpaBiaiHHA 1H(OpMaIlIHOKW O0e3MeKOo B
HATC; 3abe3neunTy BOPOBAHKEHHS, EKCIUIyaTallil0 Ta KOHTPOJIb (DPYHKIIOHYBAHHS
3ac001B 3a0e3neueHHs 1HpOopMaliiftHOT Oe3MeKH, B TOMY YHUCII:

- KOHTPOJIIO IUJIICHOCTI MepelaHuX MOBIAOMIICHB 1 TOJIOCY B YMOBax peaisariii
3arpos;
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- 3aXMCTy BIJl AaKTUBI3allill MOPYIIHMKOM 3aKJIaJOK, BIPOBAKEHUX Y
iHpopmMmariitny chepy LHATC;
- 3a0e3nedyeHHss KoHpiAeHIIMHOCTI 1HpOpMaIi ymnpaBiaiHHA, Tapudikalii,

NIEPCOHAIBHUX JIAHUX TOIIO; 3aXKCT BiJl opymeHHs npane3natHocti LHATC;

- pO3pO0JICHHS HOPMAaTHBHO-METOJIMUYHUX JOKYMEHTIB 13 3axucCTy iH(opmailii B
Mepex1 CHHXPOHI3aIlil By3JIiB 3B’ sI3Ky 1 Mepexki curHamizarmii SS 7.

Psin acnekTiB 3a0e3nedeHHs iHpopmariiinoi 0e3neku [JATC mMaroTh BUpilTyBaTHUCh
Ha PIBHI YChOTO MiMPHUEMCTBA. 30KpEMa 11€ TaKi aClEeKTH.

3abe3neyeHHsT €QHOCTI €KOHOMIYHUX, TEXHIYHHX Ta OpraHi3amiiiHUX METO/IIB,
OLIIHHUX KpUTEpIiB Ta 3aco0iB BU3HAYEHHS JOCTOBIPHOCTI OIIHKH PIBHA
1HbopMaIiiHOT Oe3MeKH JJIs MiABUILEHHS €(PEKTUBHOCTI IISIbHOCTI MIAMPUEMCTBA.

dopMyBaHHA €IWHUX TOJITUKH Ta KOHIEMIli Oe3neku 00’ €KTiB MiIMPUEMCTBA,
METOJIMK PO3PaxyHKY Ta OOTPYHTYBaHHS HEOOXIAHHUX BUTPAT Ha 3aXUCT MIAPO3ALTIB
H1IPUEMCTBA.

Opranizaiis poOOTH 31 CTBOPEHHS Ta 3aTBEPIPKCHHS HOPMATHBHO-METOJIUYHOI
TOKyMeHTarii B cdepi iHpopmarliiiHoi Oe3mneku, oprasizailis podoTu 3 po3poOKu
METO/IiB, 3ac001B 1H(POpMAIIHHOT MIATPUMKH TMPUUHATTS PIlIEHb B €KCTPEMaIbHUX
CUTyalllsIX Ta IHIOUJEGHTaX 3 1H(oOpMaIliiHOW Oe3MeKow, aHamizy crnocoliB
BUpIIICHHS TIpo0JieM, OILIHIOBaHHSA Ta Yy3arajJbHEHHS OTpUMYBaHOI i1H(opmariii,
TEpMIHOBOMY pearyBaHHIO Ha IIBHUJIKI 3MiHU B CUTYaIIii.

[IporHo3yBaHHs Ta MIaHyBaHHS pO3BUTKY 1H(popmMariiiHoi 6e3nexu B LIATC.

[InanyBanHs 3axoniB iH(opMamiiiHOi Oe3meku 3 BpaxyBaHHSM HaIpPsIMKIB
PO3BUTKY 1H(POPMAIIHHO-TEICKOMYHIKAIIMHUX TEXHOJIOTIH.

B3aemoznis 3 nuTaHp iHpopMmamiiiHOI Oe3MeKM 3  MPOEKTYyBAJIbHUKAMH,
BUpOOHMKaMU Ta ToctadanbHukamu obmamHauHHsA [[ATC 3 merorw 3a0e3mnedeHHS
MPOEKTyBaHHs, ynpaBiiHHg Ta kKoHTpoito KC3I Ha BCix eTamax >KUTTEBOTO ITUKITY
LATC.

[Tomyk 1 BOpoBaKE€HHS METOJIB MOOYynoBH HaliiHuX cuctem 3axucty LHATC 3
MIHIMQJIbBHUMH BUTPAaTaMU Ha HUX.

BupimmTu crpareriyHi mUTaHHA 31 CTBOPEHHS MIJACUCTEMH  yIpPaBJIiHHS
iHpopmMmariiinoro 6e3nexoro [JATC.

Po3pobutu MeToauKy aHai3y pU3UKIB Ha OCHOBI SIKICHUX Ta KUIBKICHHX OI[IHOK
PHU3HKIB.

Po3pobuti  MOpSAAOK Ta METOAWUKH IHCTPYMEHTAJIBHOTO Ta EKCIEPTHOTO
nocaikeHHs eneMenTiB iHppacTpykTypu LIATC Ha HasiBHICTH Bpa3/IUBOCTEH.

2.4.3 ATecTauis KOMMMNeKCHoI cuctemn 3axmcTty iHpopmadii B LUATC.

Atecrariis cuctemu 1H$opmaliinoi Oe3neku enemeHTiB 1 [JATC B minomy
MOBHHHA MIATBEPKYBATUCh MPOEKTHOIO JOKYMEHTALI€0, IOKYMEHTaMHU II0J0
BBOJy B ekcrutyataniro oOnagHaHHs IIATC, ceprudikaramu Ha oOmagHaHHS 1
MPOBEIEHUMH €KCIIEPTH3aMH, Y TOMY YHUCIIi i MPOrpaMHOro 3a0e3MeueHHs, aHaIi30M
1 OIIIHKOIO MOKJIMBOCTEW TMOPYIIHMKIB LIOJN0 peamizauii 3arpo3 iHpopMamiiHini
6e3nerri, aHaai3oM iHpopmarliitHoi 3axumieHocTi enxeMeHTiB 1 LIATC y uinomy.

ATecTarlisi IpOBOAUTHCA Y BIAMOBITHOCTI 3 BUMOTaMU HOPMATHBHUX JOKYMEHTIB
cuctemu T3l mporpamuo-kepoBanux ATC Ta iHmmX. Po3poOiseTbecst mMOpsSAOK,
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3ajayi, i1 Ta MeToarKa arecraitii iHpopmariitHoi 6e3neku [[ATC Ha BiAMOBIAHICTS
peanizoBaHOMY TMNpO(UII0 3aXUCTy, TMOJITUII Oe3MeKH Ta 3asBICHOMY PIBHIO
iHpopmMmariiinoi Oesneku. [lpy 11bOMY AOLIUIBHO PO3POOUTH MPAKTUYHI ITAXOIH,
NPUHOMH, METOJIMKY aJICKBAaTHOCT1 OIIIHKH JIOCATHYTOI 3aXHIIEHOCTI, MIpH TapaHTii
oesnexu iHGopMmaniiHoro cepenonuia LIATC, mo 6a3yeTbcs Ha OIIHKAX, 3 SIKUMHU
MOHa JOBIpATH 1HPopMarttiiitHoMy cepenoBuiry [IATC.

[TapanenpbHO PO3POOIAIOTHCSA TMpaBHJIa Ta METOIOJOTIS MEPIOANYHOI TepeBipKU
BIJIMOBIAHOCTI ICHYIOUOTO pexuMy i1H(OpMaliiHOT Oe3neKku MNOoMTHIll Oe3mnexH,
atectauii IJATC Ha BIAMOBIIHICT, BUMOTaM CTaHAApTy OE3MEKH; MPOBEACHHS
aTecTallfHUX MEPEBIPOK Ha BCIX eTarnax >KUTTEBOTO LIUKIY CUCTEMHU 1H(POpPMAIIHOT
0e3MeKHr 3 METOIO OLIIHKU OTOYHOTO PiBHS O€3MEKH, MIIaHyBaHHs AIsUTBHOCTI B cdepi
1H(pOopMaLiiHOT Oe3MmeKu.

2.4.4 YnpasniHHS cucTemMoto iHhopmauinHoT 6e3nekn Ta EKOHOMIYHI aCnekTu

JlomiapHO pO3poOUTH MeToau 1 3aco0u 1HQOpMaIliiHOT MIATPUMKH Ta TOIIYKY
pIIIEHb B €KCTPEMAIIbHUX CUTYAIlISIX Ta IHIUACHTAX 3 1HPOPMAIIITHOIO 0€3MEeKOI0:

- KBaMi(ikoBaHE YTOUHEHHs, Kiacudikailis, TOYaTKOBUH aHami3 1H(popMallii 1m0A0
eKCTpEeMaJIbHOI CUTYAIIIT;

- BUBYCHHS TOTCHIINHUX JKEPEJ BAHUKHEHHS €KCTPEMaJIbHUX CUTYAaIIii;

- TOCII/DKEHHS OCHOBHUX HACIHIAKIB €KCTPEMaJbHOI CHUTYyallli Ta pHU3HKIB
aNbTEPHATUB MPUUHATTS PIIICHB 3 JIKBIAAIIT HACTIIKIB;

- OTPUMaHHS JOCTOBIPHOT 1H(POpPMAIlil KEPIBHUITBOM Ta OMEPATOPAMU y TOBHOMY
00cs131, HEOOXITHOMY 1 JOCTaTHBOMY JJISI CTPATETiuHO MPABWIHHOTO MPUHHSITTS
plllIeHb;

- aHaJI13, MOIIYK CIIOCOO1B BUPIIICHHSI BUHUKAIOUUX MPOOJIEM;

- BU3HAUYCHHs mNoTped Yy pecypcax, HEOOXIIHMX JJIs JIKBIJAIli HACIIJIKIB
IHIMJICHTIB 3 1H(QOPMAIIHOI0 OE3MEeKOI0.

BaxnuBuM y 1bOMy HampsiMi € po3poOKa METOAMK MPOTHO3YBaHHSA MOTPEd Y
pecypcax, HEOOXITHUX JIA JIKBiJaIii HACHIAKIB IHIMACHTIB 3 1H(GOPMAIIIHOO
0€e3MeK010, MOJICJIIOBaHHS Ta MPOTHO3YBAaHHS PO3BUTKY €KCTPEMANbHUX CUTYAIlil.

VY HanpsMi €KOHOMIYHHMX acCIeKTIB HaJeKHUTh PO3POOUTH CTpaTeriro MiHiMmizaii
BTpaT Ta BIUIMBIB peani3amii 3arpo3 iHdopMamiiiHiii Oe3merni Ha pe3yiabTaTH
JISUTBHOCTI  OllepaTopa, BCTAaHOBUTH B3a€EMO3B’SI30K Ta B3a€MO3AJICKHICTH MIXK
rOJIOBHUM KpuTepieM exkoHOMIuHOi epektuBHOCTI HATC — noxomamu, KpuTepisiMu
AKOCTI TOCIYT — BapTICTh, MIBHJKICTb, TOTOBHICTh Ta KpUTEPisIMHU 1H(GOpMALIHHOT
Oe3IeKHu.

Indopmarriitna 6e3rexa Biji MOXKIMBUX 3arpo3 MOPYITHUKIB MA€ MJIAHYBATUCh JIJIS
BCIX €TalliB >KUTTEBOTO IIMKJIY MOYMHAIOUM BiJ TMPOEKTHUX pPOOIT, OYyaIBHHUIITBA,
BBOJIy B €KCIUTyaTaIlito 1 BpoBajkeHHs, ekcruyataiii [HIATC, ii yrumizaii.

2.4.5 Po3pobka Ta BnpoBaaXeHHs KoMrnnekcy 3acobiB 3axucTty (K33)
Bid HecaHkuioHoBaHoro fgoctyny (HC[).

3acobu 3 enposadicenns K33 cnio pozdinumu na nepeunni ma ocnoswi. OCHOBHI
3acobu € o00oB’s3koBuMH, ko KC3I IIATC mnnaHyeTbcs aTecTyBaTh Ha
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BIJIMOBITHICTh BUMOTAM HOPMATHBHUM JIOKyMeHTaM Ykpainu y chepi T31. Ilepsunni
3aco0u BIpoBakyr0Thes Ha KOxkHINA [TATC. YV ixHiif ckiIag BXOISTh:

- cUcTeMa 3axucTy iH(dopMallii aBTOMaTH30BaHUX poOoUnx Micib. [{g cuctema mae
nonepemkyBatt  HCJ[ 3 pobGoumx wMicup omepatopiB. PexomeHmyeThes
BUKOPHCTOBYBATH IPOTPAMHI YH amapaTHO-MPOTPaMHI KOMIUIEKCH 3aXUCTy, KOTpi
nponuii ceptudikaiio Ha BiANOBIAHICTE BuMoram 3 T3I. Mae Oyru oOpaHo
ABTOHOMHUI YW MEPEKHUHN BapiaHTH KOMIUICKCY 3aXHCTY;

- 3ac00M nyONIOBaHHS, PE3EpBYBAaHHSA, pearyBaHHs, SKI CXEMHO-peaii3oBaHi y
KOMyTaIliiiHii cuctemi. Boru npusHaueHi ajis 3a0e3neueHHs HeoOX1HO1 HaIHHOCTI
KOMYTallIiHOT CUCTEMU, 3HIKEHHSI IMOBIPHOCTI BUHMKHEHHS 3arpO3JIMBUX CUTYAIIli
710 TIPUITYCTUMOTO PIBHS;

- KOHTpOJb curHamizamii BigkpuTTs obOnaananHa LIATC, skuii nmpusHaueHo AJs
KOHTPOJIIO (PI3MYHOTO JOCTYIy M0 BY3JiB OOJIaHAHHS, a TaKOX 1H(OpPMAIiHHUX
Marictpanei;

- KOMILJIEKT JJOKYMEHTAIIl1 3 OMUCaHHS KOMIUIEKCY 3aC001B 3aXHUCTY Ta iHTepeiciB
3axucTy. Jlo ckinamy MoOKyMeHTallii BXOAATh:

- OMKMCaHHS NPUHIMIIB MOOYA0BHU Ta (yHKIIOHYBaHH K33;
- MOJICIb 3aXUCTY;
- OIIMCAaHHsI MEXaHi3MiB 3aXUCTY TOIIIO;

- KepiBHUIITBO aamiHicTparopa Oesneku IIATC cTOCOBHO KOMIUIEKCY 3aco0iB
3axucTy. KepiBHUIITBO MOBHHHE MaTH OMHC KOHTPOJHOBAHUX (DYHKIIIH, THCTPYKLIIO
IOJI0 pereHepailii MporpaMHOTO 3a0e3MeUeHHs, OIUCAHHS CTapTy, TECTYBaHHSI,
BimHOBIeHHs K33 Ta poboTH 13 3acobamu peecTpairii.

OcHogHni 3axo0u BOPOBAKEHHSI KOMIUIEKCY 3aco0iB 3axucty Big HCJl matots
MPOBOAMTUCH HA BCIX €Tamax >KUTTEBOTO IUKIY CHUCTeMH 1H(OpMAIiiHOT Oe3MeKH.
Mae OyTH BCTaHOBJIEHO MOPSIOK MPOEKTYBAaHHS 3ac001B 3aXHCTy 1H(pOpMALlii, KUt
nependadae Ha KO)KHOMY €Talli JKUTTEBOTO UKy (OpMYBaHHS I[UICH Ta MPUAHSITTS
pilieHp moao iHdopMaliitHoi Oe3nexku. MaroTh 3A1HCHIOBATUCH aHalll3 CyO’ €KTIB
JOCTYIy Ta iXHI MOTEHIINHI MOXJIuBOCTI moa0 3aiiicHenHs HCJI, po3poOneHHs
crieHapiiB BBy Ha [13, K110 y HhOMY iCHYIOTH 3aKJIaJIKH.

Ha xo>kHOMY eTarii IpOBOAUTHCS OIIHIOBAHHS O€3MEKH CUCTEMH, CYTIPOBOI)KYBaHE
rapaHTisMH, ski 0a3yloTbcsi Ha (QopMaTbHUX Yd HehOpPMaTbHUX JOBEJIEHHSIX
JIOCTATHOCTI (DYHKIIIHA Oe3meKH.

Ilocrioosnicms pobim i3 6npPOBAONCEHHS KOMNIEKCY 3aX00i8 Ul 3aco0i8 3axucmy
Taka:

- oocrexenns LIATC 1 mepexi 3B’ s13Ky;

- po3po0Oka ctparerii 3axucty [IATC;

- BUOIp METOAIB Ta 00JIaJHAHHS 3aXUCTY;

- po3poOKa METOIUKH OLIIHKH €(PEeKTUBHOCTI 3aXUCTY;

- OOTpyHTYBaHHSI 1HBECTHIIM B 1H(dOpMaliiiHy Oe3lneKy — PpO3paxyHOK
€KOHOMIYHOTO €()eKTy B pe3yJIbTaTi MIPOMIOHOBAHUX 3aXO0/IiB;

- po3po0Ka HOPMATUBHO-METOJUYHUX JTOKYMEHTIB (MpOo(dUIB 3aXUCTy, MOJITHKU
Oe3MeKH, TIaHIB 3aXUCTY Ta KOMIUICKTY 1HCTPYKIIIM MepCOHAIY);

- CTBOPEHHSI LICHTpa yIpaBJiiHHs 1H()OpMalliitHOIO 0e3neKoro (LIEHTpa pearyBaHHs).
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Bnpoamxenns cucremu 6e3nexu [IATC 1 mepexi MOke BUKOHYBATUCH TTOETAITHO,
CIoYaTKy Mo ‘“M’sSKoMy”’, a ToTiM ‘“KopcTkoMmy’ creHapisMm. Ilpu “M’saxomy”
CIIEHapiI0 OyAyeThCsl 3aXMCT MEPEXKI Yy TOUKaxX CHPSKEHHs ii 3 1HIIMMH MEpeKamu,
BBa)KaIOUH, 110 3arPO3U MEPeXk1 BUXOATh 330BHI, BIaCHI 3aCO0U € JPY>KHIMHU.

[Ipu “>xopcTkOMY” CIIEHApil0 3arpo3a MOKE€ BUXOJUTH 3 YCIX HANPSIMKIB, Y TOMY
YUCJHI 1 BIJl BHYTPIIIHIX €JIEMEHTIB MEpPexKi. 3axrucHa 000J0HKAa MOXKe OyTH ITpopBaHa
1 araka Moxke OyTH MpoBeJeHA Ha BY3JIM, 110 HE MalOTh TOYOK CHPSDKEHHS 13
30BHILIHIMHU MEpEeKaMH.

[Ipu po3pobnenHi Ta Moaudikamii NPOrpaMHOrO 3abe3MeueHHsT HEOOX1THO
JTOTPUMYBATHUCH TTPaBUII O€3MEKU:

- po3pobnieHHst mporeAypu Momaudikaiii komy, 1o nepemxdadae 000B’SI3KOBE
TECTYBAaHHSI KOXKHOI Bepcii mporpaMHOro 3a0e3neueHHs;

- CYIIPOBOJI)KEHHS MIOYATKOBOTO KOJIy Ha CEpBEPI Ta 3aXUIICHE TIEPECUIIAHHS JIUIIIS
00’ €KTHOTO KOJY;

- ineHTU(dIKaLISA pe3ePBHUX KOMIH TOIIIO;

- HaJlaHHS PEKOMEH/IAII} 11010 YCYHEHHs HACHIIKIB MPU peatizailii mporpaMHoOro
3aKJIa/IeHHs Ta CTPATETii 3aXUCTY MPHU aKTUBAIIIl TAKKUX 3aKJIaJICHb.

BaxxnuBoro yactunorw po6otu 3 BrpoBamkeHHsa KC31 [LTATC € po3pobka MeTOIHK,
IHCTPYKIII Ta HAcTaHOB pOOOTH 3 aHami3y pHU3HKIB 1HGOpMAIIHHOI Oe3IeKH,
IIPOEKTYBAHHIO Ta CYNPOBOKEHHIO CUCTEMHU 1H(MOpMaIiiiHOT Oe3neKku, K1 MOBUHHI
TI03BOJISITH:

- MPOBOJUTH KIJIBKICHY OLIHKY MOTOYHOTO pIBHA O€3MeKH, 3aJaBaTH IOMYyCTHUMI
piBHI PHU3HKY, PO3pOOJSATH IUIaH 3aXOIB 13 3a0e3ledeHHs HEOOXIAHOTrO piBHS
O0e3nexkn Ha OpraHizaliiHO-yIpaBIiHCHKOMY, TEXHOJOTTUHOMY Ta TEXHIYHOMY
PIBHSIX;

- PO3paxOBYBATH Ta EKOHOMIYHO OOIPYHTOBYBATH pO3Mip HEOOXIAHHUX BKJIAJEHb Y
3a0e3reueHHs O€3MeKu Ha OCHOBI aHai3y PHU3UKIB, IMOPIBHIOBATH BUTpPATH Ha
3abe3neueHHs 1HpopMalliiHoi O0e3MeKu 3 MOTEHIIMHUMU 30MTKaMU Ta MMOBIPHICTIO
1X BUHUKHEHHS,

- BUSIBIISITA Ta MPOBOJUTU OJOKYBaHHS HaWOLIbII HEOE3MEYHUX BPa3IMBOCTEH 10
3/11MCHEHHsI aTaK Ha Bpa3iuBi iHGOpMalliiH1 pecypcH;

- BU3Ha4YaTu (DYHKI[IOHAJBHI BITHOCHHU Ta 30HU BIAMOBIIAIBLHOCTI MPH B3a€EMO/II]
I1pOo3/111B Ta 0ci0 13 3a0e3nedeHHs 1HpOpMaIIiHOI 0e3NeKH;

- CTBOPIOBATH MaKeT OpraHizaliiHO-pO3MOPAIU0i JOKyMEHTalli 3 iH(popmaiitHo1
Oe3mneKu;

- pO3pO0IIOBAaTH Ta Y3TOKYBAaTH MPOEKT BIPOBAHKEHHS KOMILJIEKCIB 3aXHUCTY 3
ypaxyBaHHSIM PO3BUTKY 1H(POpPMAIIHHUX TEXHOJIOT1H;

- 3a0e3rmeyyBaT MATPUMKY Ta CYINPOBODKEHHS BIPOBAIKEHOTO KOMILIEKCY
3aXUCTY B 3MIHIOBaHMX YMOBaxX poOOTH MiAPO3ALITY.

MeToan4HO-THCTPYKTUBHA YaCTUHA POOOTH Ma€ 3aBEPIIMTUCH PO3POOKOIO MPaBHII
Ta METOJOJOTIl TEepPIOAMYHOI MEPEeBIPKH  BIAMOBIAHOCTI ICHYIOUOTO PEKUMY
iHpopmMmariiiinoi Oe3neku momituil Oe3neku, atecrtanii [[ATC Ha BIAMOBIIHICTH
BUMOIaM CTaHAapTy Oe3NeKH; MPOBEJAEHHS aTeCTallliHUX MEPEeBIPOK Ha BCIX eTamnax
KUTTEBOTO IUKIY CHUCTEMHU 1HQPOpMAIIAHOI OE3MEeKU 3 METOH OI[IHKH MMOTOYHOTO
piBHS O€3MeKH, TJIaHyBaHHS AISTILHOCTI B cdepi iHpopMalliitHoT 6e3MeKHu.
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BaxxnuBum € BUpoOIeHHS MPAKTUYHUX MIIXOA1B, IPUHOMIB, METOAMKHU a/1€KBATHOT
OIIIHKM  (aKTUYHOI 3axXHUIIEHOCTI, MipU TrapaHTii Oe3neku 1HGOPMAaIIHHOTO
cepenopuma [IATC, mo O0a3yeTbcs Ha OIIHKAaX, 3 SKAMH MOXHa JOBIpSTH
iHopmMmartiitnomy cepenopuiy [HATC.

JIOoCATHEHHSI TIOCTaBJICHHUX 3a]lad HEMOXJIMBE Oe3 BHPOOJEHHS Ta OOTPYHTYBaHHS
HEOOX1THMX OpTaHi3alliiHUX 3aXOiB: CKJIaAy 1 CTPYKTYpH CIYy»KOu iH(opmariiiHoi
Oe3neKy, NakeTy MOCaJOBUX IHCTPYKIIIA Ta i B HEMTATHUX CHUTYyaIlisXx,
OOTpyHTYBaHHs HEOOXIHMX BKJIAJeHb B 3axucT iH(opmarllii, oOrpyHTOBAHOTO
BUOOpY amapaTHO-IPOTpaMHUX 3aco0iB 3axHCTy 1HpopMalii y pamKax €IuHOi
cTparerii Oe3meku, opraHizamisi MIATOTOBKH Ta TMEPEeMiIrOTOBKH TEPCOHATy Ta
¢axismiB 3 mutanb T31.

KpiMm Ttoro, HeoOxigHa po3poOKa AESIKUX HAYKOBOEMHUX NHUTaHb, TaKUX SK,
METOJMKA aHai3y PHU3WKIB HAa OCHOBI SKICHMX Ta KUIBKICHUX OIIIHOK PH3UKIB,
MOPSIZIOK Ta METOJIMKA IHCTPYMEHTAIBHOTO JOCIIPKEHHS €JIEMEHTIB 1HDPaCTPYKTypH
IHATC Ha HasBHICTh BPa3JIMBOCTEH, METOJAMKA PO3PAaXyHKY 30UTKIB, SIKI MOXYTh
OyTH 3aBJaHl CHOXXHMBA4deBI a00 MOCTAYaJIBLHUKOBI MOCIYT B pe3yJbTaTi peaiizarlii
3arpo3 TOIIIO.

2.5 Oprasxizauis Ta nopsaaAoK TexHiuHOro 3axucrty ingopmanii B HATC

Jlns yenimmaoi TexHiyHo1 ekcrutyartaiii KC3I na [IATC 3 gocsrHeHHsSM 3aaHOTo
PIBHS 3aXHUILNEHOCTI IHPOPMAIIHHUX PECYPCIB Ta PiBHA TapaHTIH 3aXUCTY HEOOX1THO
MpaBWIIbHO opranizyBatu 3axoau 3 T3I Ha Bcix monepeanix eranax cropeHHs: KC3I,
30KpeMa Ha CTafisx moOyA0BU Ta 37aBaHHs B €KCILTyaTallilo.

2.5.1 Opranizauia T3l Ha cTagii nobyaosu LATC

3axoau Ta 3aco0M 3axXMCTy TEJIEKOMYHIKAIIMHMX Mepex Ta iHdopmarli, o
[IUPKYJIIOE HUMH, MalOTh 3aCTOCOBYBAaTHCh Ha BCiX, 0€3 BHHATKY, eTamax ix
KUTTEBOTO IUKIY: PO3POOKM TEXHIYHOTO 3aBAaHHS YW TEXHIYHUX YMOB Ha
CTBOPEHHS, TEXHIKO-pOOOYOro MPOEKTYBaHHS, OyAIBHUIITBA, 3/1aBaHHSA [0
eKCIUTyaTallii, BIacHE eKCIUTyartallii, BUBEJACHHs 3 eKcIUTyatanii Ta yrumizauii. [lpu
IbOMY:

- Ha eTarax IMMOTO/KEHHS 3aC001B TEIIEKOMYHIKAIlIH, sIKI MOKYTh 3aCTOCOBYBATHCS
B TENEKOMYHIKAIIMHUX Mepexax, OAHUMH 3 KPHUTEpiiB MNPUUHATTSA pILICHb €
3a0e3neyeHHs HaIIHHOCTI Ta OE3MEKN MEPEXK TeIEKOMYHIKaIliH;

- PO3BHTOK Ta BIOCKOHAJIICHHS TEJICKOMYHIKAI[IHHUX MEPEX Ma€ MPOBOJUTUCH 3
ypaxyBaHHSIM TEXHOJOTIYHOI LIJIICHOCTI BCIX MEpEX Ta ix iHpopMaliiHOI Oe3neKu.
JloroBopr Ha MOCTauyaHHS TEJIECKOMYHIKAlIMHUX 3aco0iB Ta oOJiaJlHAHHS MAalOTh
BKJIFOYATH B ce0€ BUMOTH 111010 1H(OpMaIiitHOT O€3IeKu;

- OYZIIBHUIITBO, PEKOHCTPYKINS 1 MOJEpHI3allisl TEJICKOMYHIKAIIHHUX MEpex He
MOBUHHI MPU3BOAUTH JI0 3HMKEHHS 1X HAIIMHOCTI Ta piBHSA 3axuiieHocTi. [IpoekTu
OyIIBHUIITBA, PEKOHCTPYKIIii, MOJICPHI3allli TEJICKOMYHIKAIIMHUX MEPEXK, Ta MPOCKTH
KOMIUIEKCHUX CHCTEM 3axucTy i1Hdopmallli MiIsaraloTh €KCHepTH3l B MOPSJKY,
BCTAHOBJICHOMY 3aKOHOJABCTBOM. PoOoua JoKyMeHTaliss Ma€e MICTHUTH JeTajlbHi
pimeHHss 1oa0 peamizamii TexHigHoro mpoekty KC3I, momo 3abe3nedeHHs
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JUTST  TECTYBaHHS, TIPOBEACHHS IYCKOHAJIATO/KYBAIBHUX pPOOIT, TIPOBEICHHS
BunpoOyBanp KC3I.

Ha cranii noOymnoBu IIATC mnpoBoauthCcsi OOCTEXKEHHS IIOIO 00 €KTa
iHpopMaIiiiHOT JISVIBHOCTI Ta CTBOPIOIOTHCS JTOKYMeHTH i noOymosu KC3I
00’ekTa:

- TexHI4YHe 3aBaaHHs Ha npoekTyBaHHa KC31 00’ exTa;

- pobounii a6o TexHIYHO-poOoumit poekT Ha cTBopeHHst KC3I 06’ ekra.

2.5.2 OpraHizauis T3l Ha cTagii BBogy B ekcnnyartauito LLATC

IIpu npoBeneHHi poOIT 13 BBEACHHS B JII0 Ta OIIHKM 3aXUINEHOCTI iH(dOpMallii B
TEJIEKOMYHIKAIIHHIM cCuCTeMi BUKOHYIOTbCS pobotu, nependaueni HJ[ T3I 3.7-003-
05 [17], 13 nepeBipku KC3I Ha BiAMOBIIHICT, BUMOTaM HOPMAaTUBHUX JOKYMEHTIB 3
T3I. Ilpu migkiIrO4YeHHI JO0 00’ €KTIB TEJICKOMYHIKAIIMHUX MEpeX Ta oOJaTHaHHS
IHITMX ONEPaTOPiB CKIATAIOTHCS B3a€EMHI BHMOTH JIO 3aXOJiB 3aXUCTy Ta IMOPSJKY
3aXUCTy 1H(QOpPMAIIHHUX PECYpPCIB Y IIIO30BUX TOUYKAX IMIJKIOYEHHS 1HIIHUX
omepaTtopiB. B3aemni BuMoru no iHdopmamniiftHOT Oe3NneKH TelIeKOMYHIKaIIHHUX
cucteM 0hOPMIISIOTHECS IOPUIUYHO JTOTOBOPAMU 3 IHIIMMMHE OTIEPATOPaMU Y MOPSAKY,
BU3HAYCHOMY 3aKOHOJIaBCTBOM.

2.5.3 OpraHizauig T3l Ha eTani TexHi4HOT ekcnnyaTauii LATC

3rilH0O 4YMHHOI HOpMaTUBHO-TIpaBoBOi ©Oa3zu T3l jus opranizamii poOiT 13
ctBopeHHss KC3I B HATC (uu ans rpynu LHATC) ctBOproeThes ciayk0a 3axuCTy
1H(opMalrlii Ta TPU3HAYAIOTHCS BIOBIIAJIbHI OCOOH.

Opranizariis Ta 3a06e3mned4eHHs AisUIbHOCTI B cdepi iHbopmarttiiHoi 6e3nexku [TATC
MIPOBOJIUTHCS HE BIJIOKPEMJICHO, a B TICHIM B3a€MO/IIi 13 BCiMa CITy)k0amu, skl MarOTh
BIIHOIICHHS 0 TEXHIYHOI EKCIUTyaTarii TeJIeKOMYHIKAIlIHHUX Mepex 1, 30Kpema,
[HATC. Cxema B3aemomii cimyx0 HaBenmeHa Ha puc. 2.3. CxeMmoro mependavdacTbes
(GyHKIIOHYBaHHS Ta B3a€EMOJIS BIAMOBIAHUX CIOyk0 Ha piBHAX [eHepanbHOT
aupekiii, perionanbaux neHTpis T3I, dimiit Ta 6e3nocepentubo B LIATC. Posrasinemo
aCMeKTH OpraHizaIlli JiSIBHOCTI, sIKI MalTh OyTH chOpMOBaHI J0JATKOBO abo B
CKJIaJll ICHYFOUHX.

B cucremi TexHiuHOi ekcruryaraiii 1 TexHiuHoro oOcnyroByBaHHs (TE 1 TO),
nopsii 3 MiJICHCTEeMaMM 3a0€3MEeUeHHs SIKOCTI, HaIIHHOCTI 1 CTaJOCTI MeEpex,
CTBOPIOEThCS TiJicucTeMa 1H(OpMaIliiHOI Oe3MeKu MepeX TeJeKOMYHIKalii Ta
HATC. Ilincuctema BUKOHYE TakKi PYyHKIIII:

- CTBOPIOE 1 3a0e3mnedye BUKOPHUCTAHHS CHCTEM MOHITOPUHTY TEJICKOMYHIKAIlIH,
BOJI3 Ta 1meHTpiB Mepexi Il BUPILIEHHS  KOMIUJIEKCHOTO  KOHTPOJIIO
TEJIEKOMYHIKalliii, BHUSIBJICHHS HECAHKI[IOHOBAHOTO JOCTYNy Ha (PI3UYHOMY piBHI,
MEpEKHOMY PiBHI Ta Ha PiBHI HaJaHHs MOCIYT, JOKaIi3allil NopylIeHb Y HaWKOPOTIII
CTPOKH;

- ctBoproe 1 miaTpumye ¢yukmionyBannsi KC3I B IIATC y BiamoBimHOCTI A0
JepKaBHUX 1 raJly3€BUX HOPMATUBHUX JTOKYMEHTIB.
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I'enepanibHa qUpEKIIis

T ITPUEMCTBA
Binzin 3axucry HenaprameHt HenaprameHt Hentp
iH(popMaLiitHIx iHpOpMaIiHHHUX Ta TEXHIYHOT ynpasiminas | |HITY
: MEePCTIIEKTUBHUX eKcIuTyaTarii MepexamMu |
pecypciB = ) \
TEXHOJIOTIH Mepex 3B’ 3Ky 3B’S3KY
4
PerionansHi
LEHTPHU
T3I I'pyna | I'pyna | I'pyna
3MI KMIII | TM3K
v v
Cnyx0a 3axucry / \
indopmarii v i V\A il
] ITincucrema Ib Ilincucrema Ib [Tizcucrema
- HMincucrema Ib | pysyip noctymy B cHCTEMI ynpasninns 15
pyna B KMIII 710 TnTepeT TEiTO LIATC B CHCTEMI
3axucty 130/1 YIIPaBITIHHS
/’/ : \\\ /,,’ i \\\\ /,,’ i \\\\
A 4
AIMIHICTPATOPH | | A nvinictpaTopu Ilepconan i
6esnexu LIATC LHATC oneparopu
IHATC

Pucynok 2.3 — Cxema opranizariii Ta 3a6e3neuenns T3] [IATC ta mepex

Ilosnauennsn: 3MI — 3axuct moBHOI iH(popmarii; KMIII — xopropatuBHa Mepeka nepenadi
iHdopmarii; HIIY — namionanmbHmii neHTp ymparminHs; Ib — indopmamiitna 6e3neka; B3O —
iHpopmanig 3 oomexxeHuM poctynom; T3I — Texuiunuit 3axuct iHpopmanii; TE 1 TO — Texniuna
eKcrutyaTarisi i TexHiuHe oOcmyroByBanHs; TM3K — TenexkomyHikaliiiHa Mepexka 3araJbHOTO
kopuctyBanHs; LIATC — nuudpoBa aBromarnyHa TeneoHHA CTAHIIS.

I'pyna T3I y cknani Ciy>x6u 3axucty iHbopMallli KOOpAUHYE 1 KOHTPOIIIOE POOOTH
13 3a0e3neuennsa iHpopMmaniiiHoi O6e3neku LIATC Ta TenekoMyHIKAIIHUX MEpex,
Kepye poOoTtoro  ammiHictpatopiB  Oesmeku  I[[ATC, wamae Meroawuny,
IHCTpYMEHTAJIbHY 1 TEXHIYHYy JIONIOMOTY Yy 3a0e3MedyeHHl 3aXHUCTy KOMEPIiHHO1
TaeMHUII mianpueMctBa, rorye [IATC no aepkaBHOT eKCHEpTH3U Ta arecTallli Ha
BIJIMOBIAHICTh BUMOTaM 3 1HPOpMAIIHHOT OE3MEeKH.

B IIATC 0608B’s13ku 3abe3neueHHs iHGopMalliifHoi 0e3neku Ha poOoUYrX MICIISIX
MOKJIQJIal0ThC Ha BCIX, 0€3 BUHATKY, MPAIiBHUKIB B MEXaX O3HAUCHHX Yy iX
MOCAJ0BUX THCTPYKIIISIX:
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- anMmiHicTpatopu Oe3meku 3abe3neuyroTh (¢yHkuionyBanus KC3I HATC 1
KOHTPOJIFOIOTh CTaH 1HGOpMaIiiHOI Oe3MeKn 1 poOOoTy aJMiHICTPAaTOPIB MEpPEex 1
CHUCTEM Ta EKCIUTyaTalllHHOro TepcoHamy. Y THUTaHHAX i1HGOpMaliifHoi Oe3neku
aJMIHICTpaTOpy Oe3MeKH MiANnopsAKOBaHi 1 3BiTyr0Th Ciy»k01 3axucty iHdopmarrii. Y
TEXHOJIOTIYHUX 1 BUPOOHWYHUX MUTAHHAX aIMIHICTpaTOpu OE3MEeKH IMiANOPSIKOBaHI
kepiBHuUTBY [IATC.

AnMiHicTpaTopr O€3IMeKH, B 3aJIEKHOCTI Bif 00cAry poOOTH, MPHU3HAYAKOTHCS
IITATHAMUA a00 CyMIIaroTh 11 OOOB’SI3KM 3 IHIIMMH O00O0B’si3kamMu. 3a00pOHEHO
cyMimaTy (yHKIIT agMiHiCTpaTopa Oe3MeKH 1 aAMIHICTpaTopa MEpeki YU CUCTEMH,
00 11e MOX€e CYTTEBO 3HU3UTH piBeHb 1HPopMarlliiiHoi 0e3neku HATC;

- aIMIHICTPATOPH MEPEXK Ta CHUCTEM 3a0€3MedyroTh Mpare3gaTHICTh 00JagHaHHS
HATC Ta inpopManiitHOi Oe3MeKkn B MeXaxX CBOIX MOBHOBAXEHb.

[ItaTHW eKCIUTyaTalifHUN TIEPCOHANl JOMATKOBO JO CBOiX (DYHKIII BHKOHYE
3aX0J1 1 poOOTH 13 MIATPUMAHHS 1HPOpMAIIIIiHOT OE3MEKH Ha CBOTX pOOOYMX MICIISX 1
B 3aKpilJIeHOMY 3a HUMM oOmaaHaHHl. [[i ¢GyHKINT BiAMIYarOTBCS Yy MOCAIOBUX
THCTPYKIIIAX 1 Y OKpeMHUX IHCTPYKIIIAX 3 1HGOpMaIlIifHOT Oe3MeKH.

2.5.4 OpraHizauis ynpaBniHHS iHbopmauinHoto 6e3nekoto

Jnisa 6e3nocepeHboi opraHizaiii podoTH 13 3abe3nedeHHs iHpopmaliiftHoi 6e3nexu
(Ta/abo 3axucty iHpOpMallli) B CTPYKTYpl yNpaBiIiHHSI MEpeKaMu TEICKOMYHIKalin
Mae OyTH CTBOpEHa ciy:k0a ympaBmiHHS 1HGOpMAIliitHOI Oe3MeKor0, sKa TMOBUHHA
3a0e3MeYnTH BUKOHAHHS BCHOTO KOMILJIEKCY 3aBJaHb 3aXUCTy TEIEKOMYHIKAIlIHHUX
Mepex Ta iHdopmarlii. BkazaHii ciyx01 miaAnopsaKoBYOThCS rpynu iHGopMaiiitHot
oesneku, mo crtBoproioThes Ha LJATC (i/abo B cTpykTypi MicieBoi TenedoHHOT
MEpPEXi 3araJlbHOTO KOPUCTYBAaHHs), B 3aJady SKUX BXOJIUTh KOMIUICKCHE
3abe3rneueHHs iHopMaliitHOT O€3IeKH.

VYnpasniaas 1HGopMaIliiHOW 0€3MeKO0 MPOBOAUTHCS HA YCiX eTamax >KUTTEBOTO
IIUKJTY: TJIAaHYBaHHS, CTBOPEHHS M eKcIuTyartarlii cuctemu iH(opMaiiitHoi Oe3IeKu.
Ha cragii TexHiuHOi eKCIUTyaTalii CHCTEMH METOI0 MPOLECY YIpaBIiHHI
iHbOpMaLlIiHOIO OE3MEeKOI0 € OIIHIOBAHHS €(QEKTUBHOCTI CTBOPEHOI CHCTEMHU
3axucty iH(popMaiii W BUPOOJEHHS MOJATKOBHX YTOYHIOIOUMX BUMOT JIS
TOPOOJITHHSI CUCTEMH 3aXHCTy 3 METOI0 3a0e3reduyBaHHS i aJ€KBAaTHOCTI 3a 3MIHH
YMOB (DYHKITIOHYBaHHS: XapaKTEPUCTHK CHUCTEMH, OINpPAalbOBYBaHOI 1HQoOpMaIii,
(G13MYHOTO CepeoBHINA, MEPCOHANY, MPU3HAUEHHS CUCTEMH, MOJITHKU Oe3neKu
TOIO. YTpaBiiHHS 1HQOpMaliitHOIO 0e3MmeKkor0 6a3yeThCsl Ha MPAKTUYHHUX MPaBUIIAX,
KOTp1 IPYIYIOThCS B TaKl CKJIa/I0BI:

1) 3araibH1 OJIOKEHHS 3 yIIPaBJiHHS 1HHOPMaLIHOK OE3MEeKOI0:

- IIOJIITHKA OE3MEKH;
- Oprasizaris 3axXucTy;
- kacudikarlisi pecypciB Ta iXH1A KOHTPOJIb;

2) Oe3neka nepcoHaiy, ¢iznyHa Oe3neka i 0e3nexka HaBKOJIUIIHBOTO CEPEIOBUIIA;

3) aaMiHICTpYBaHHS KOMIT FOTEPHUX CUCTEM Ta O0UYMCIIIOBAIIBHUX MEPEK;

4) ynpaBiiHHS JOCTYIIOM JI0 CHCTEM;

5) po3poOsTHHS ¥ CynpOBOIKEHHS 1HPOPMAIIIHHUX CHUCTEM;

6) NIaHyBaHHS 3aXUCTY:
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- IIJIaHyBaHHs Oe3nepebiiftHoT poOOTH MIANPUEMCTBA;
- BUKOHAHHS BHMOT.

3aBnaHHs ~ ympaBiiHHS — iHGOpMaliiiHOW  OE3MEeKOI0  PO3B’A3yIOThCS 13
3aCTOCOBYBaHHSM 3ac00iB KOHTpOIt0. KiTto4oBrMH € Taki 3ac00M KOHTPOJIIO:

- IOKYMEHT IIPO MOJITUKY 1HGOPMAIIMHOT 0e3eKH;

- po3m0/1iJT 000B’SA3KIB 11010 3a0e3nedyBaHHs 1HGOPMaIIMHOT 0e3NeKH;

- HAaBYaHHS ¥ MIJITOTOBKA MEPCOHATY JI0 MIATPUMYBAaHHS PeXUMY 1H(POpMAIIHHOT
Oe3mneku;

- IOBIIOMJICHHSI TPO BUIMAJKU MOPYITyBaHHS 3aXUCTy UM 1HIUJEHTH B CUCTEMI
Oe3mneku;

- 3acCO00M 3aXUCTY BiJI BIpYCiB;

- TIpolIecC TUTaHyBaHHs O6e3nepediitHol poOoTH MiAIPUEMCTBA,;

- KOHTPOJIb 32 KOMIIOBAaHHSM MPOrpaMHOT0 3a0e3MeUeHHs, 3aXHILEHOTO 3aKOHOM
PO aBTOPCHKE MPAaBO;

- 3aXHUCT JOKyMEHTAIIi1 MiANPHUEMCTBA;

- 3aXHUCT JIaHUX;

- BIAIIOBIIHICTH ITOJITHUII O€3IEKH.

Peasnizaniis 3aco0iB ynpapiiHHS 0e3nekor0 B iH(opMalliliHiil 1HQpacTpyKTypi He
MOBMHHA 3aBa)KAaTHU I1HIIIM BUPOOHWYINA AISTILHOCTI. BUTpatn Ha cuUCTEMY 3aXHCTY
iHopMmarii ciig NpUBECTH y BIANOBIIHICT, 3 IIIHHICTIO 1HoOpMaIli, sKa
3aXUIIAETHCA, ¥ THIMX 1H(HOPMALIHHUX PecypciB, MiaBaHHI PU3UKOBI, @ TAKOXK 31
30UTKamMu, M0 iX MOXe OyTH HAaHECEHO MiAMPUEMCTBY depe3 3001 B CUCTEMI 3aXHCTY.
Tomy B mpolieci ympaBiiHHS MalOTh OLIHIOBAaTHCh PU3UKHU MOPYLIYBaHHS O€3MEKH.
J1J1st OIIHFOBAHHS PU3HKIB CITiT:

- BU3HAUYaTH ¥ aHAII3yBaTH MOTCHIIIMHI 3arpO3H, SKUM ITIIaI0ThCS KOMIT IOTEPHI
CUCTEMHU, Ta IXHI BPa3JIMBOCTI;

- pO3TJIAaT 30MTKH, KOTPl MOKYTh HAHECTH MISUTBHOCTI MiANMPUEMCTBA CEPHO3HE
nopyuryBaHHs iHQopMaliitHoi Oe€3leKr, 3 ypaxyBaHHSIM MOXJIMBUX HACIIIKIB
NopyuryBaHHS KOH(PIASHIIIMHOCTI, IIUTICHOCTI ¥ TOCTYITHOCTI 1H(OpMaIrii;

- pO3TIIAAATH peajbHy WMOBIPHICTh TAaKOTO TOPYITYBaHHS 3aXHCTY BiJl CYTTEBHX
3arpo3 3a HassBHOCTI 3aCO01B KOHTPOJIIO.

O1iHKa PU3HUKY 3aJIC)KUTh Bl TAKMX YNHHHKIB:

- XapakTepy BUpOOHUYO1 iHPopMallii Ta CUCTEM;

- BUPOOHUYOT METH, JIJIs sIKOT 1H(OpMaIlisi BUKOPUCTOBY€ETHCS;

- CepeoBuIIIa, B AIKOMY CHCTEMa BUKOPUCTOBYETHCA i CKEPOBYETHCS;

- 3aXHUCTY, 3a0€3MeYyBaHOT0 ICHYIOUUMHU 3aC00aMH KOHTPOJIIO.

Ycnimze 311HCHEHHS cucTeMHU 1H()OpMaliifHOT 0e3MeKH BU3HAYAE€THCS TaKUM:

- 3a0e3neuyBaHHs 0€3MEeKN Ma€ IPYHTYBATHUCS HA BUPOOHUYHUX IUIAX 1 BUMOTax;

- (pynkuii ynpaBniHHs 6€3MEK0I0 Ma€ B3SATH Ha ce0e KEPIBHUIITBO MMiANPUEMCTBA;

- OLIIHIOBAHHS PU3HWKIB TOPYIIyBaHHS Oe3meku, 3arpo3 1 crabkocrei
iHpopMaIIiHUX pecypciB Ta PIBHSA IXHBOI 3aXHUIIEHOCTI Ma€ IPYHTYBaTHCS Ha
IIIHHOCT1 ¥ BaXJIMBOCTI IIUX PECYPCIB;

- O3HAMOMJIEHHSI 3 CHCTEMOI O€3MEeKH BCIX KEPIBHHKIB Ta  PSAJIOBUX
CIIBPOOITHUKIB MiANPUEMCTBA;

- BUBYAHHS CIIBPOOITHUKAMH MOJIITUKY Ta CTaHIAPTIB iH(OpMaIiitHOT O€3IeKu;
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- BpaxyBaHHA KOHKPETHHX 1H(OpMalIHUX TEXHOJOTIH, (PyHKILIH MianprueMcTBa
Ta BUPOOHUYOTO YU OOUMCIIIOBAILHOTO CEPEAOBHUIIIA.

3riIHO 31 CXEMOIO MapIIpyTH3allli BUKIMKIB HEOOX1THO Mepe10adyuTH MOKIIUBICTh
anpTepHaTUBHOTO Buxoay Jo TM3K iHmmx omeparopiB, KOHTPOJIOBATH
MpaBWIBHICT, Mapiipytu3aiii Tpadika, omnepatuBHo iHbopmyBatu HILY, iHmMx
orepaTopiB TEJIECKOMYHIKAIIM B3a€EMO MPHUEAHAHUX MEPEK CTOCOBHO CHUTYaIlil, SKi
HpU3BENTN a00 MOXYTh NMPU3BECTH 10 MPUIMHEHHS 00CIyroByBaHHS Tpadika Ta mpo
HAJ3BUYAHI CUTyallll, Yy TOMY YHWCJIl CIPUYMHEHI aBapisiMH, MOXKEKAMU TOIIIO,
BUKOPHCTOBYBATH TEXHIYHI 3aco0u Ta oOJaJHaHHS TEJIEKOMYHIKalllid, y TOMY YUCIi
AK1 TpU3HA4YeHI i 00Ky OOCSriB Ta TMPOBEACHHS PO3PaxyHKIB HaJaHUX
TEJICKOMYHIKALIMHUX TMOCIYr, SKI MAaloTh JOKYMEHT TMpO  MiATBEPIKCHHS
BIJIMOBIAHOCTI BUMOTaM HOPMATHBHHMX JOKYMEHTIB Yy c(epl TeleKkoMyHIKaiiil Ta
iHpopMaliiHoi Oe3meKu, AOTPUMYBATUCS TEXHIYHUX BHMOI Ta BHUMOT 3
1H(popMariiiHO1 Oe3MneKH.

2.5.5 lNoBHOBaxeHHs Ta BignosiganbHICTb Cy0’ekTiB B3aEMOBIOHOCKH
npu peanisauii 3agay 3abesneyeHHs iHpopmauinHoi 6e3nekn B LUATC

Cy0’exTH B3a€EMOBITHOCHMH TMpU peaiizaiii 3amaad iHdopMaliiHoi Oe3neku B
HHATC, npaBa Ta MHOBHOBa)XEHHS IOCAJOBHX OCIO, BIAMOBIIAIBHICTh CYO’€KTIB
B3aemMoBiIHOCUH 1 LIATC npu peamizamii 3agad 1HGoOpMaIiiHOi OE3MEKH MaloTh
BIJINIOBI1aTH YMHHUM HOPMATUBHO-TIPABOBUM JIOKYMEHTAM.

Oynkiii Ta nopsagok podotu “CnyxOu 3axucty iHbopmalii” B MiApO3aiIax
nianpueMctBa ciia BuzHavatu 3rigao HJI T31 1.4-001-2000 [18].

[IpaBa 1 000B’s3KM aJAMIHICTpaTOpiB O€3MEKM BU3HAYAIOTHCS HAKa30M Ta
THCTPYKIISMHU, 3aTBEPA>)KEHUMHU KEPIBHUKOM IT1ITPHUEMCTBA.

2.6 llpukiag kommiekcHoi cucremu 3axucty ingopmanii HATC tuny EWSD

PosrnsgHeMo mpakTHYHUN TPUKIA] KOMIUIEKCHOI CHCTEMH 3axHUCTy iH(opmarii
(KC3I), sixa peanizye GyHKIIOHATBHUHN KJac mociayr 0e3neku 0a3oBoro piBHs (FC-1).
Taka KC3I 0a3yethcsi Ha mTaTHUX 3acobax 3axucTy iHbopmarii i moxe OyTu
BrpoBapkeHa y I[ATC nuisixom Jeskoi peopraHizaili CHCTEMH TEXHIYHO1
eKCIUTyaTaLll Ta JOJaTKOBUX I103aCUCTEMHHUX 3aC001B 3aXHCTY.

2.6.1 OCHOBHI NOSNTOXXEHHSI KOMMJIEKCHOT CUCTEMM 3aXUCTY iHbopMaLil cTaHuil

KommnekcHa cucrema 3axucty iHdopmarii (KC3I) cTBOproeTbes 3rigHO MakeTa
HJ cucremun T3I Ha nporpamuo-kepoBanux ATC 3aragpHOro KOPHCTYBAHHS
[8...18].

Hudposi komyTamiitai cucremu (UKC), sik mpaBuio, OCHAIIYIOTHCS IITaTHUMU 1,
pu HEOOX1THOCTI, TOAATKOBUMHU Mo3amTaTHuMu 3acobamu T3I, siki mpu ixHBOMY
CIIJIBHOMY BHUKOPHUCTAaHHI1 YTBOPIOIOTH KOMNIEKC 3aco0i8 | MexXamizmié 3axucmy
(K3M3), sxi 3abesneuyroTh MNOTPIOHMM pIiBEHb 3aXMIIEHOCTI 1H(OpMAaIIMHUX
pecypciB LIKC, To6To cripomoxkHocTi cuctemMu T31 mpoTUCTOSTH BIIMBaM 3arpo3.

Ha cranii nmpoekTyBaHHS 3aMOBHHMKOM PO3POOISETHCA MIAPO3iA TEXHIYHOTO
3aBaaHHs Ha OyaiBHUITBO [IKC 3a Ha3zow “Bumoru no T3I y HKC”, Texniunuii Ta
pobounii mpoektu. Ha crtanii po3poOku pobodoro mpoekty cucremu 131 y IIKC
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BuKoHaBleM po3pobiserbest K3M3 y LIKC, sk B3aemonoB’s3aHuil HaOip 3aco0iB 1
MEXaHI3MIB 3aXHCTy, IO pealli3yloThb OOpaHy MOAENb 3axXucTty. Modenv 3axucmy
PO3pOOIISIETBCS Ha CTa/il TEXHIYHOTO IMPOEKTYBAHHS SK B3a€MOIIOB’s3aHUM HaOIp
(YHKITIOHATBHUX MOCTYT 3aXUCTY 3 HEOOXITHUMU PIBHAMU €(PEKTUBHOCTI 1 CTIMKOCTI
peanizalii MuX MOCIHyT, 3a SKUX 3a0e3Meuy€eThCs 3aJlaHUil y TEXHIYHOMY 3aBJaHHI
piBeHb 3axuIlieHoCTI iHbopmarliitaux pecypcis B LIKC.

[Mpuxnan cmpyxkmypu 131 ¢ [[KC niogano Ha puc. 2.4, ne BUIU 3a0e3neUYCHHS
cuctem T3l moxani 3 pi3HOIO TMMOKUHOIO AeTanizanii. Ha pucyHKy € Taki mo3HauYeHHs:
TC — texnonoriune cepenosuine; OI13 — pyHKITIOHATBHI TOCTYTH 3aXUCTY.

®II3 € nHabopoMm eneMeHTapHUX (YHKI[IH, BUKOHAaHHS SKUX Y CEpPEAOBHIII
excrutyatarii [IKC no3Bosisie MpoTHCTOATH TIEBHIN MHOXKHWHI 3arpo3 i iHpopMaitii.

3acobu TBI B LIKC cknamarothes 13 cyKynHOCTi bi13uyHUX, TeXHi‘-IHI/IX i
CUCTEMHU OpraHi3alliifHO-TEeXHIYHUX Ta OpraHi3aliiHO-aJIMIHICTPATUBHUX 3axomB,
CHUCTEeMHM JIIKBIJAIil HACTIAKIB peani3oBaHuX 3arpo3 s iHdopmamii Ha ATC;
cuctemu ynpasiinHs 3acobamu T3I. ITincucremu 3axucty B LIKC kmacudikyroTbes
3a cnoco0aMu 3IMCHEHHS 3arpo3 1 B CYKYITHOCTI MOBUHHI 3a0€3MeuyBaTH peati3allio
Ha MPaKTHUII 00paHOi MOJIENIl 3aXUCTY 3 HEOOXITHUMU TapaHTISIMU.

[IporpamHi migcucTeMH 3axUCTy 3a0e3MedyroTh peaiizaililo  BHU3HAYCHOI
HOMEHKJIaTypu (yHKIioHATBHUX Tocayr 3axucty. ®II3 B LIKC 3aificHiOOTECS 3a
JIOTIOMOTOI0 KOHKPETHHUX 3ac00iB 1 MEXaHi3MiB, IO TOIISIOTHCS Ha INTATHI Ta
J0JJaTKOBI.

HrtaTHi 3aco0u 1 MexaHi3Mu 3axXUCTy 1H(opmalii 34e01IbIIOr0 BXKE 3aKJIaJeH] B
apXIiTeKTypy CyHacHUX [HKC abGo B cucreMy iXHbOI TEXHIYHOI EKCILTyaTallii.
JlonaTkoBi 3aco0M 1 MeXaHI3MU 3aXHUCTy p03p06H}IIOTBC$I i 3aCTOCOBYIOTECS Y
BUITaJIKaX, KOJIM IITaTHI HE 3a0€3Me4yI0Th HEOOX1THOTO PIBHSI 3aXHIIIEHOCTI.

Homenxnamypa wmamnux ®@I13 cknadaemocs 3 hyukyii 3axucmy:

- BIJl HECAHKI[IOHOBAHUX BIUJIMBIB Yepe3 MITaTHI 3aCO0M JTOCTYIY;

- BIJl TO3AIITaTHUX BIUIMBIB 4Yepe3 IITaTHI OCHOBHI a00 J0JAaTKOBI MPOrpamHi
1/a6o texniuni 3acoou 1IKC;

- BlJ] MO3aIlTaTHUX BIUIMBIB HA MapaMeTpu cepenoBuiia excruryaraiii LIKC;

- Bl BIUIMBIB 3 BHUKOPHUCTAHHSIM MO3AIITATHUX MPOrPAMHUMH 1/a00 mporpamHo-
TeXHIYHUMH 3acobamu Ha mnporpamu, gaHi 1 nponecu B IIKC, mo BcTaHOBIEHI B
npoteci 11 eKCIuTyaTallii; BiJ] BIUIMBIB 3aKJIaJHUX MPUCTPOIB 1 MPOrPaMHUX 3aKIaI0K;

- Bl BIUIMBIB TMO3AaIITaTHUMHU TEXHIYHUMHU 1/a00 MPOrpaMHO-TEXHIYHUMU
3acobaMM Ha eNeMEHTH ycTaTKyBaHHS B mpoueci ekcruryaraunii [{KC; Bim BUTOKIB
iHpopMarlli Yepe3 KaHaIM TOOIYHUX EJEKTPOMArHiTHUX BHUTOKIB Ta HaBOJAOK
(ITEMBH);

-BlA BUTOKIB 1H(opmamii uyepe3 KaHalIM TOOIYHUX aKyCTO-EIEeKTPUUHUX
NEePETBOPEHb; BIJ SKICHOT HEAOCTAaTHOCTI 1H(OPMAIIHO Bpa3MBUX PEKUMIB,
dbyukI# 1 mocayr, mo HagatoTbes LIKC ta Big 3601B 1 BiamMoB y pooori LIKC;

- BIJI 3arpo3 y cucteMax 30epekeHHs iHpopmariii Ha Qi3UYHUX HOCISX.
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Cucrema T31 B LIKC
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Kpim toro, B mratai ®II3 Bxoastes PII3 mikBimarii HacTiAKIB peai3oBaHUX
3arpo3 st inopmariii B LIKC Ta ynpasninas 3acodamu T3I.

TexHiyHl MIACUCTEMH 3aXHUCTYy BKIIOYAKOTh 3acO0M MIATPUMKH HAIIHHOCTI,
apXiBYBaHHS MPOrpaM Ta JaHUX, PEMOHTO3AaTHOCTI Ta PE3E€PBYBAHHSI.

CucteMa (i3WYHUX 3aXO0JIB 3aXMCTYy BKIIOYAE 3aCO0M YKPIMJIEHOCTI 00’ €KTa,
OXOPOHH TEPUTOPIi, 3aCOOU 3aXUCTY Bl CTUXIMHUX JIUX TOIIIO.

CucrteMa oprasizamiiiHO-TEXHIYHUX 3aXO0JiB, IO 31MCHIOETHCS Ha BCIX CTaJisIX
xutTeBoro nukiny [[KC, moBuHHA 3HU3UTH PiBHI KUTBKICHOT 1 SIKICHOT HETOCTATHOCTI
koMroHeHTiB 1 Beiei LIKC y migoMy 10 MOXIHMBHX 1/a00 IPUITYCTUMHUX 3HAYECHbD.

Cucrema NiKBiAalii HACHAKIB peasi3oBaHUX 3arpo3 Ui 1H(opMarlii, mo sBIsE
co00I0 CYKYMHICTh MPOTPaMHO-aNapaTHUX 3ac0o0iB 1 BIAMOBIAHUX OpraHi3amiiHuX
3ax0/11B, MOBUHHA 3HU3UTHU PIBEHb BTPAT BiJl peai30BaHUX 3arpo3 ajs iHpopmalii 10
MOKJIUBUX 1 (a00) MPUMTYCTUMHUX MEX.

Cuctema ynpapminHa 3acobamu T3 moBuHHa 3abes3rneuyBatu Oe3nepepBHUM
ekcrutyaraiiii. Pecypcu, mo mos’s3ani 3 T3, BkItouarOThes B 00’€KTH JIOCTYNY 1,
OTK€, NOTPEOYIOTh 3aXUCTY.

CucrtemMa oprasi3aiiiiHo-aIMiHICTPAaTUBHUX 3aX0J11B Pa30M 3 IHIIIMMHU CUCTEMaMU
3aXHUCTy 3a0€3Meuyr0Th TapaHTii 3aXHUCTy 1HGOPMAIIMHUX PEeCcypCiB TEXHOJIOTTUHHUX
cepenoBun crBopeHHss Ta ekcruryaramii IIKC. Ii rapanTtii HeoOXimHi s
BU3HAUEHHS PIBHIB JOBIPH 0 KOPEKTHOCTI pO3pO0OK, peamizalliii Ta ekciutyartarii
cuctem T3I B LIKC. Ominka piBHIB JOBipY BUKOHYEThCs BianoBigHo no HJ T31 3.7-
002-99.

Cucmema 2eapanmiti 6KIIOYAE N’AMb ACNEKMi8 3a0e3neuenHs 3aXUWEHOCH
IHhopmayii 8 MexHOI02IYUHOMY CepedosUWi CMBOPEHHs Ma eKChyamayii cucmem
1311 [IKC y yinomy:

- rapaHTii 6e3MeKH cepeIoBUIIa MePCOHATY;

- rapaHTIii CTaHAapTU3AIlll TEXHOJIOTIYHOTO CepeI0OBUIIA;

- rapaHTii 3a0e3Ne4YeHHs] CIOCTEPEKHOCTI 1 KEpPOBAHOCTI TEXHOJIOTIYHOTO
CEpEeIOBUIIIA;

- rapaHTii 3a0e3neueHHs KOH()1ISHIIIHHOCTI 1 IIUTICHOCTI 1H(QOpMaILITHUX PeCypCiB
TEXHOJIOTTYHOTO CEPEIOBHUILIA;

- TapaHTii IKOCT1 IOKYMEHTAIlIi.

Koxen acnekT nerami3yeTbCsi HA KOHKPETHI BUMOTH. Tak, HEOOXiIHO BHKOHATH
HU3KY BUMOT 710 O€3MEeKH CepeIOBHINA TEPCOHATTY:

- BUMOTH JI0 CHCTEMH OpTaHi3allii mpart;

- 10 KOHTPOJIIO CUCTEMU OpraHi3arlii mparii;

- 10 TIOBEIIHKU TEPCOHANy Ta KOHTPOJIO MOBEAIHKM MEPCOHAIy B poOouuid Ta
HepoOoumil yac.

Jlns onepikaHHS TapaHTiM 3a0€3MeUeHHs SIKOCTI CTaHAapTH3allli TeXHOJIOTTYHOTO
cepeioBUIlla HEOOX1JHO BUKOHATH BUMOTH:

- J10 TOBHOTU OXOIUJIEHHS CTaHAApTaMU €JIEMEHTIB CEPEIOBUIIIA;

- 10 TTIMOWHY OXOIUJIEHHS CTaHAapTaMHU TEXHOJIOT1H POOOTH B CEPEIOBHIIIL;

- J1O piBHSI 3HAYUMOCTI Ta B3a€EMOY3TOJIKEHHS.
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Jlnisa 3a0e3neueHHs TapaHTiil sIKOCTI TOKyMeHTalli He0OX1JHO BUKOHATH BUMOTHU:
70 TIOBHOTH JOKYMEHTaIlli, J0 PIBHS JeTaiizailii omucy cepenoBuia 1/abo
TEXHOJIOT1H, /10 BIpOTiAHOCTI 1H(popMaIlii, 110 MICTUTHCS B JOKYMEHTAII1l Ta J0 SIKOCTI
odopMIICHHS TOKYMEHTAIi.

3a/10BOJIEHHST BUMOT JO CIIOCTEPEKHOCTI 1 KEpOBAHOCTI TEXHOJOTTYHOTO
cepeloBUIla Ta KOH(MPIASHIIHHOCTI 1 MUIICHOCTI 1H(GOPMAIIHHUX PECypcCiB
TEXHOJIOTIYHOTO CEpPEe/IOBHINA JO3BOJISE peanizyBatd oOpaHuil (GyHKIIOHATBHUN
npodie BuMor a0 3axuineHocti inpopmarii B LIKC.

BiamoBimHO 10 MPUHITMIY MiHIMAIBHOI JOCTaTHOCTI, CHCTEMAa 3aXUCTy TTOBHHHA
OyTH CIpPOEKTOBaHA TAKWM YWHOM, 00 3iHCHIOBANACS MPOTUMIS TUIBKA THM
3arpo3am, IO MarTh CYTTEBE 3HAUCHHS AJi1 3aMOBHHKA cucteMu 131, 1 TIIbKH B Ti
Mipi, y K1 HEOOX1IHO HEHUTpai3yBaTH Y MOCIA0UTH, 3MEHIIIUTHA HACIIIKU MPOSIBY
TaKUX CYTTEBHX 3arpo3, /Ui TOTO 1100 BTpaTH BiJ IXHIX MOJIMBUX peajizaliid He
MIEPEBUILMIA TPAHUIHO MPHUITYCTUMHX PiBHIB.

Ha cramii TexXHIYHOrO TPOEKTYBaHHA PO3POOISIETHCS MOJETh  3aXHUCTY
iHpopmMmariitnux pecypciB LHIKC. BuGip Mozeni 3axucty sBiisie co000 pillieHHs 3a7a4i
3 MiHIMI3alli pPecCypCiB 3axUCTy NpH 3a0e3ledeHHI HAaBEACHOTO B TEXHIYHOMY
3aBJlaHHI PiBHS 3axuieHocTi iHpopmartiitnux pecypciB LIKC. V pesynbprari pimeHHs
BU3HavaeTbes cykynHicTh OII3 nms peanizamii K3M3 B cuctemi T3I.

Hns Bnepmie crBoproBaHux L[KC cmowatky BUKOHYeThCS BUOIp CHCTEMH 3
orysiioM Ha peanizoBani y Hiid PI13 Takum unHOM, 11100 MiHIMI3YBaTH BapTICTh POOIT
13 CTBOPEHHS JAOJAATKOBUX MEXaHI3MIB 3aXHCTY, SKIIO B I[bOMY BHHHKAE 1MoTpeda. Y
CYKYITHOCTI 31 IITATHUMH JI0JIATKOBI ME€XaHI3MH MOBUHHI 3a0€3MeUNTH 3a3HAYCHUN Y
TEeXHIYHOMY 3aBIaHHI piBEHb 3axuIileHocTi iHpopmamii. HeobxiqHo BUOpaTH Taky
CUCTEMY, LITaTHI 3acO0M 3aXHCTy SKOi HAWOUIbII MOBHUM YMHOM pEajizoByBaid O
OTPUMaHy 3a pe3yJibTaTaMU TEXHIYHOTO MPOEKTYBAHHS MOJENh 3aXUCTY. SIKIO THI
HKC Bxe oOpaHO, TO BUKOHYEThCSI OIliIHKAa peasi3oBaHuX y Hiil mratHux PII3 Ha
BIJIMOBIAHICTh HABEACHIN y TEXHIYHOMY MPOEKTI MOAEII 3aXucTy. BiacyTHi mociayru
peanizyrThes 3a JOTIOMOTOI0 TOAATKOBHUX 3aC001B 1 MEXaHI3MIB 3aXHCTY.

AHaJIOTIYHO, JUISI INTAaTHUX OpraHi3amifHO-TEXHIYHUX 3aco0iB 1 3axoiB
(MepemyCKHUI PEeKUM, OXOpOHA TEPUTOPIi, MPOTHUITOKEKHA CUTHATI3AIIis, KIIiMAaTHKa
TOIIO) TMPOBOAUTHCA OIlIHKA JOCTaTHOCTI PIBHSA 3aXUILIEHOCTI, $KI BOHU
3a0e3neuytoTh. J[ogaTKOBI 3ac00M PO3POOISIOTECS, SKIIO PIBEHb 3aXHUIIEHOCTI Ta
piBEHb TapaHTIiil 3aXUIIEHOCT] HEAOCTATHIM.

Jlis 10aTKOBUX 3aC001B Ta MEXaHI3MIB 3aXHUCTY BPAXOBYETHCS IOBHUN KUTTEBUN
LUKJT: TIONIYK “‘ClIa0KUX Micllb’, TPOEKTYBaHHs, CTBOPEHHS, OIliHKa a00 TecTyBaHHS,
aTecTallis, CympoOBOKCHHSI, €KCIUTyaTallisl.

2.6.2 [Hbopmauiq, aka nignsrae 3axucTy

s ATC 3 nporpamMHumM ympasiiHHIM (HU$poBuX) mia iHopMmaliero aboHEeHTa
pPO3YMI€TbCA pPO3MOBa, a TaKOX IOCTYNOBO 30iJbIIyBaHAa YacTKa BHUCOKOSKICHUX
ayJio Ta BiJI€O-MOBIAOMIICHb, TEKCTY, JAHUX T4 HOBUX 1HTEPAKTUBHUX MOCITYT.

Kpim inpopmarii abonentiB B ATC 3 mporpaMHUM yHOpPaBIiHHSAM IUPKYJIOE Ta
30epiraeThCsl TEXHOJOTIYHA 1H(POpMaIlis 3 OOMEXEHUM JOCTYNOM, MpaBuja JOCTYILY
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70 SKOi BU3HAYAIOTHCS YMHHUM 3aKOHOJABCTBOM. BoHa mijyisirae 3axucTy 1 10 Hel
BITHOCUTBCS:

- 1aH1 CUCTeMHU TeXHIYHOTro 00ciayroByBaHHs ATC;

- naHi npo koHirypaiito ATC;

- iHdopMartis 6a3u JaHuX, siKa 3a0e3nedye MpoIec BCTAHOBJICHHS 3’ €/THAHb;

- iHdopMaris 6a3u JaHUX YIPaBIiHHS T0JATKOBUMU MTOCTYTaMH;

- nporpamue 3abe3neueHdss ATC.

- JaHH1 YIIPaBJIIHHS MEPEXKEIO;

[linnsraroTh 3aXWCTy HaA 3arajlbHUX 3acajax 1 JOMOMIXKHI Buau iH(OpMaIii,
OCKUIBbKHU (PYHKIIIOHATBbHI BY3JIH, 10 IKUX BOHA HAJIEKUTh, iIHTerpoBaHi B ATC:

- iHopmarlis mpo KaTeropii abOHEHTIB;

- iHpopmarrist 001Ky BapTOCTI HAJaHHSA MTOCIYT 3B’ A3KY;

- iHopmarlist 00Ky Ta KOHTPOJIIO T€IE(POHHOTO HABAHTAKEHHS;

- iH(dopMallis PO AKICTh HaJaHHS MOCTYT;

- i opmMaris moso aii nepconany ATC;

- 1aH1 PO CTaH anapatHoi Ta nporpamuoi yactuau ATC;

- JTaH1 1010 MIXKCTAHIIHOI CUTHATI3a1l].

KondineHmiitHictb, MUTICHICTh, JOCTYHHICTH Ta KEpOBaHICTh 1HGOpMaIIii
a0OHEHTIB  3a0e3MeuyyeThCcsl I[UISXOM  HAJaHHS IOCAYr 3B’S3Ky 3TIHO 3
HOPMATUBHUMU JJOKYMEHTAMHU Taiy3i 3B’ 3Ky.

2.6.3 3arposu iHdopmauii

KC3I mae mportuaisitu 3arposzam iHdopMmamiitnum pecypcam LHATC, y mepenik
AKUX BXOJSTh:

- JIJaBUHOTIO/II0HE 3pOCTaHHSA KIJTLKOCTI TeJIe()OHHUX BUKIIHMKIB;

- HECAHKI[IOHOBAaHE aJIMIHICTpAIll€l0 ormeparopa 3B’S3Ky KOPUCTYBaHHS 3 OOKY
“TIHpOBUX"~ aOOHEHTIB MOcayramu, 1o HagaTecs [IATC EWSD;

- HECAHKI[IOHOBAaHE KOPHUCTYBAHHS 1HIIMMH ONEpaTOpaMH 3B’SI3KYy MOCIYraMu, 1110
HanaoTeca HATC EWSD 3a paxyHOK MOpYIIEHHS IUMHU ONEpaTOpaMM yroj 1010
nopsiaky orutaty st Tpan3utHuX [IKC mibkcranmiitHoro Tpadika;

- HecankuionoBanuit noctyn (HCJI) no nactynuux nporpamuux eiaementiB LIATC
EWSD:

- o omnepartiitnoi cuctemu (OC);
- IO IPOTPaMHOTO 3a0€3MEYCHHS KOPUCTYBava;
- 1O IPOTPAaMHOTO 3a0€3MEUYCHHS CUCTEMH TEXHIYHOT €KCILTyaTaIlii;
- 10 creliaii30BaHuX MporpaM yIpaBiIiHHS 3’ €THAHHSIMU;
- HCJ1 no nactynmuux moayiiB uu mjacuctem [JATC EWSD:
- 10 TEXHOJIOTTYHUX 0a3 JaHUX, 1110 PO3MIIICHI HA KOMYTallIMHUX MOTYJISX;
- 10 CHCTEeMHOro TepMmiHany abo APMy, mo mnpuegHaHo abo Moxe OyTu

PUEHAHO 0 MIJCUCTEMHU YIPABIIHHS;

- 10 MOJIEMHOI JIiHIT TOCTYMy 10 MOAYJIA TEXHIYHOI eKCILTyaTarlii;
- 10 (hi3uyHMX HOCIIB iH(OpMaI] 13 TPOrpaMHUM 3a0€3MECUCHHSM;
- IO CTaHIIIITHOTO KPOCY;
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- aKTHBI3allld 3aKJIaJHUX MPHUCTPOiB 1 (ad0) MPOrpaMHUX 3aKIATO0K, IO
BCTAHOBJICHI B €JEMEHTaxX MIJCUCTEeMH YIPaBIIHHSA Ha TepeAeKCIuTyaTaliiHux
cTajiax xutreBoro nukiny LHATC;

- aKTHBI3AIliS HEIITATHUX JOAATKOBUX BUAIB 00ciyroByBanHs (JIBO).

3arpo3zam MOpOTUCTOATH (PyHKIIOHAIBHI mociyru 3axucty (PII3), sxi ABIAIOTH
co0010 B3a€MOTOR’sI3aHUN HAOIp BUKOHYBaHUX Yy cepefoBuill ekcruryaraiii [IATC
eJeMeHTapHUX (PYHKIIH, 110 J03BOJISE MPOTUCTOSITH MEBHIM MHOXHHI 3arpo3 Jyis
1HpOopMaIlii.

2.6.4 WTaTtHmin komnnekc 3acobiB Ta MexaHi3MiB 3axucTy,
peanizoBaHuin y UMPOBIN KoMyTauinHin cuctemi Tuny EWSD

HImamnuii  komniaexc 3acobie ma mexanismie 3axucmy (K3M3), saxuit
peanizoBano y mudposiit komyramiiHii cuctemi (LIKC) tTuny EWSD, cknamaetbest 3
¢byakuionaneHux mnocayr 3axucty (®PII3), kokHa 3 SKUX NPOTUCTOITH MEBHIN
MHOHHI 3arpo3. Y cykynHocTi ne Ti ®II3, ski mpoTUCTOATH TUM JECSATH BUAAM
3arpos, ikl HaBeJleH1 B po3a. 2.1.3.

®II3, mo namaroThcsi mrTaTHUM K3M3, HaBegeni y Ttabn. 2.1. Uurtau moxe
BIIEBHUTHCH, 1110 HABEJACHUN KOMILUIEKC MPOTUCTOITh YCIM BUJAM 3arpo3, HaBeICHUM
y po3x. 2.1.3.

[TpuiinsTa 1OCUTH CKIagHA cucmema nosHavensv wmamuux DII3 3a donomoeoro
mepmié NJOBUIbHOI JOBXUHHU.

[Tepuuii cumBoN TepMy — JiiTepa @ € 3aroJI0BKOM TEPMY.

Hacrynni asi mudpu € komom migcuctemu LATC, sxi HaBeneni Ha puc. 2.1 1
BIJIPI3HAIOTHCA 32 PI3HUMHU TEXHIYHUMH KaHaJlaM{ BUTOKY, CHEI[lalbHUX BIUIMBIB Ta
HC/I.

Pemta cuMBOJIIB TEpMy € MOCTIAOBHICTh 3MICTOBHUX CKOPOYEHB, IO TOETHAHI
MK CO0O0I0 CHeliaibHUMU po3MexyBadamu (/), sSIKi pa3oM 13 TpboMa MONEpPEAHIMH
CUMBOJIaMU YTBOPIOIOTh y KOHTEKCTI kKoa DI13.

3MICTOBHI CKOPOUYEHHS CKJIAJIAI0THhCS 3 TPhOX CEMAaHTUYHUX YACTHH:

- CKOpOYEHHS JJIs MO3HAaYeHHs JiH (Tpu OyKBH);

- CKOPOYCHHS JIJIS TO3HAYEHHS MICIlb 1 (a00) mpeaMeTiB po3risiay (181 OyKBH);

- CKOPOYCHHS JIJIsl YTOUHEHHS J1i, MICIb Ta IPEAMETIB pO3TJisny (o/1Ha OyKBa).

3a netaynsimu ckopodeHsb Bijncmiaemo g0 HJI T31 2.5-001-99 [9].

Hanpuknan, ckopouenns @01/PJO/’H/AJNIC o3nayae:

@ — 3aroyI0BOK TEpMY;

01 — migcucTemMa 3aXHMCTy BiJ HECAHKI[IOHOBAHMX BIUIMBIB CYO’€KTIB JOCTYITY
yepe3 IITaTHI TepMiHAIM OOCIYroByBaHHS 1 INTaTHI aOOHEHTCHKI MPHUKIHIEBI
IIPUCTPOT;

P10 — po3mexxyBaHHS JOCTYILY;

JI’H — noBipue Ta MaHAaTHE;

AJI — aboHeHTChKa JTiHis 800 a0OHEHTChKHI MPUKIHLIEBUNA TPUCTPIi;

I1C — nmocnyra.

Le#t ko1 03HaUa€ — BUKOPUCTAHHS 3MIIIAHOI CTpATErii yIpaBIiHHS JOCTYIIOM, 110
3aCTOCOBYETHCS 3 OOKY TENEPOHHUX KOMYTATOPIB 1 MPHUKIHIIEBUX AO0OHEHTCHKUX
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npucTpoiB A0 cepBicHux ¢y 1 mocayr LIKC, mo i HaBeneHo y nepuiomy psaKy
Tabm. 2.1.

B pesynbrari peanizamii mrataux ®I13 nporpaMHUME 4u anapaTHUMH 3acO0aMU
MEXaHI3MIB 3aXHCTY, JOCITAEThCS MEBHUM PIBEHBb CTIMKOCTI KOxkHOTO 3 DII3, sikmit
rapaHTYEThCS MOCTAYaTbHUKOM.

Tabmuns 2.1 — OyHKIIOHATBHI TMOCIYTH 3aXUCTY, $KI HAJalThCAd IITATHUM
koMmiuiekcoM 3axucty LIKC tuny EWSD
Crnenudikarii ®I13 HailimenyBanns ®I13
1 2

1. JlauHomoOAi0HE 3pOCTaHHS KUIBKOCTI Telne()OHHUX BHKIIUKIB

BuxopucTranHs 3MimaHoi cTpaTerii ynpasimiHHS JOCTYIIOM, 1110
®01/PAO/I’H/AJINIC 3aCTOCOBYETHCS 3 OOKY TeNe(OHHUX KOMYTATOPIB 1 MPUKIHIIEBUX
a0OHEHTCHKUX MPHUCTPOIB 10 cepBicHuX pyHKii 1 mocayr HIKC

BuxopucTranHs 3MimaHoi cTpaTerii ynpasiiHHS JOCTYIIOM, IO
3aCTOCOBYETHCS 3 OOKY MOHITOPIB 00CITYyrOBYBaHHSI 1O IPOTpaM,
JAaHUX, TIPOIIECIB Ta MPUCTPOIB miacucTemMu ynpasiinas [[KC

®01/P1O/" H/MONIINC
K

MapxkyBanns indopmariitnux pecypcis HKC y pasi Bukopuctanss

D01/MPK\I"H\PP\I .
3MIIIaHUX MPABUI

D01/AYI\CK Aynut (KOHTpOIB il cy0’ €KTiB) y migcucteMi ynpasiinasa LIKC

2. HecankiionoBane aaminictpartieto Biracauka [IKC kopuctyBanHs 3 00Ky “TIHBOBUX
aboHeHTiB mociayramu, o HajgaoTeess LUKC EWSD

DO1/AHIJI/TIP\AJI Amnaui3 nportokoumiB ieHTUdikanii i aprenTudikanii abonentis LIKC

Aymut (KOHTPOJIb it aDOHEHTIB) Y MiICUCTEM] KOMYTaIlii

POVAYIMATL a0OHEHTCHhKUX KaHaliB 3B’ 513Ky [IKC

BuxopucTtanHs 3MimaHoi cTpaTerii ynpasiiHHS JOCTYIIOM, IO
O01/PAO/I'H/AJTINIIC 3aCTOCOBYETHCS 3 OOKY TeIe(OHHUX KOMYTATOPIB 1 MPUKIHIIEBUX
a0OHEHTCHKUX MPHUCTPOIB A0 cepBicHuX pyHkii 1 mocayr HIKC

AHaJi3 TICTUHTIB TPOTOKONIB ieHTH(IKaIli i aBTeHTH(IKAITi]

®01/AHJI/TTP\CK . . ; o h
(epeBIpKU ICTUHHOCTI) KOpUCTYBauiB nijcucreMu ynpasiaiHHsa LIKC
dO01/AY]I\CK AyauTt (KOHTpOJB 11 cy0’ €kTiB) y miacuctemi ynpasiinas [[KC
©01/BSIB/TI\HK Busnenns, cnrHanizgqiﬂ i peCCTpauiﬂ cripo6 HCJI (na Tepminan
aJIMiHICTpaTOpa 1 MOPYITHUKA)

3acTocyBaHHsI iHIUBITyallbHUX 3aCO01B BUSBICHHS

®02/BAB/O\HK\AJ\A HECaHKI[IOHOBAaHOTO KOPUCTYBAHHS aHAJIOTOBOIO aOOHEHTCHKOIO
niniero [HKC

3acTocyBaHHS 1HIMBIAyaJbHUX 3aC001B BUSBICHHS
D02/BAB/O\HK\AJI\\ HECaHKI[IOHOBAaHOTO KOPUCTYBaHHs MU(PPOBOIO aOOHEHTCHKOIO
I niniero LIKC 3a nomomororo mratHoro uu$poBoro abOHEHTCHKOT0

MPHUKIHIIEBOTO MPUCTPOIO

3. HecaHK11il0HOBaHE KOPUCTYBAaHHS 1HILIUMH OIEpaTOpaMu 3B’ sI3Ky MOCIyraMH, 1110 HaJal0ThCs
HKC EWSD, 3a paxyHOK NOpPYILEHHS LIUMU OIIEPaTOPaMU YroJ U100 MOPSIAKY OIJIaTH s
tpan3utHux LIKC MmixcraHmiiHoro tpadika

D01/BJIIK\O/ briokyBanns 00’ exTiB noctymy mpu crpo6i HCJI

D@O01/PAO\OANC Posnonin 06’ extiB noctymy Mixk cy6o’ekramu [IKC
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Crenundixkarii ®I13

HailimenyBanns ®I13

1

2

4. HecankuionoBanwuii noctyn (HCJI):

4.1. HCH no omnepamiitaoi cucremu (OC) LIKC EWSD;

4.2. HCJI mo mporpamuoro 3abe3neueHHs kopuctypaua [[KC EWSD;

4.3. HCA no mporpamHoro 3a0e3nedeHHs TexHiunoi excruryatarii [IKC EWSD;
4.4. HC/I o crerianizoBanux nporpam ynpasiins 3’ eqaannsm LIKC EWSD

DO01/BUK\3P’ 3M\IT3\ILI

Buxmouenns 3 onepartiiitnoro cepenosuma [IKC 3aco6iB po3poOku
Ta HaJIaroJKEHHS POTpaM, a TAKOXK 3aC001B CIIOCTEPEKEHHS Ta
Moudikallii 00’ €KTHOTo KOy Iporpam

[TepionnuHi mepeBipku MTICHOCTI 3aco0iB 6a3u 3axucty [IKC,

@01/TCT/T\LIJI\33 .. .
BKJIIOUAIOYU KOHTPOJIb IIUTICHOCTI CUCTEMHU PO3MEKYBaHHS JIOCTYITY
OO1/TCT/T\LIJNKD\IT3’ [epionnyHi nepeBipKyu HiIICHOCTI KOH(DIryparii mporpamMHo-
T3 TexHIYHUX 3ac00iB [IKC
©01/BSIB/TJI\HK BusBnenns, curnamisanis 1 peectparis cnpod HCJI (Ha Tepminan

aZIMIHICTpaTOpa 1 HOPYIIHUKA)

®05/MOH\IT3’ T3\3B\I1L]

HasBHicTh 3ac00iB MOHITOPUHTY ITPOrPaMHO-TEXHIYHUX 3aC001IB
IIKC Ha npeaMeT BUSBJICHHS MMO3AIITaTHUX BIUIMBIB Ha MPOrpamMH,
nadi i npouecu Ha LIKC

O10/ITTANI3\]

Peanizariist 3axucTy BiJl MOKIIMBOCTI 3aBaHTAKEHHS MO3aIITATHOTO
MIPOTPaMHOTO 3a0e3TeUCHHS

3. HCJI 1o TeXHOJIOTIYHUX

6a3 maHux, 0 po3MimieHi Ha komyTatiitaux moaysix IKC EWSD

®01/P10/JT H/MONIINC
K

BukopucranHs 3MilIaHoi cTparterii ynpaBiiHHS JOCTYIIOM, 1[0
3aCTOCOBYETHCS 3 OOKY MOHITOPIB 0OCITYyrOBYBaHHSI IO IPOTpaM,
JTAHMX, MIPOLIECIB Ta MPUCTPOiB migcucTeMu yrnpasiinag LIKC

DO1/1I3JI\C3 [30msmis cucremanx 3aco0iB LIKC

DO1/I3T\PP\T [3omsmist 6a30BUX 3aF:06lB LIKC, T00TO CTaHIIHUX pecypciB
CITUTLHOTO KOPUCTYBaHHS

DO1/PAO\OINC/] Poznoxin 06’ exTiB goctymy mixk ¢y’ ekramu [IKC

®01/BSIB/TITIHK Busnenns, curnamisanis 1 peectparis cnpod HCJI (Ha Tepminan

aJIMIHICTpaTOpa 1 NOPYIIHUKA)

6. HCI no cucremHoro Tepminany abo APMy, sikuii mpueaHano abo Moxe OyTH MPHETHAHO J10
nigcucremu ynpasmiaas [[KC

®01/1I3JI\C3 [30msmis cucremuux 3aco0iB LIKC
D01/I3T\PP\T [305ms111151 Ga3oBUX 33906113 HKC, To6TO cTaHIIHHUX PECypCiB
CHUIBHOTO KOPUCTYBaHHS

@O01/PAO\OANC Posnonin 00’ extiB noctymy Mixk cy6’ ekramu [[KC

B01/AHII/IIP\CK AHa:JIIS JCTHHTTB IPOTOKOMIB II[e'HTI/I'(blKaLlll i aBTeHTI/I('blKaLIll
(mepeBipKu ICTUHHOCTI) KOpUCTyBayiB nijgcucremu ynpasiinas [HKC

DO1/AYI\CK AynuT (KOHTPOJIb il cy0’ €KTiB) y mijgcucteMi ynpasiinas LIKC

®01/BSIB/TITI\HK BusiBnenns, CHTHAJII3AIIA 1 peecTparis cripo6 HCJI (na Tepminan

aJIMiHICTpaTOpa 1 MOPYITHUKA)
B03/TIB/33\LIM\EY 3axuCT JiHii 3B S3KY MUISTXOM 3aCTOCYBAaHHS 3aXUCHHUX MPUCTPOIB Y

KPUTHYHUX CICMCHTAX YCTAaTKYBAHHSA

7. HCJ1 no moaemHoi JiHii goctymy 10 Moayins TexHigHoi ekcruryatanii HKC EWSD

®01/PJ10/JT H/MONTLI\C
K

BuxopucTtanHs 3MilIaHoi cTpaTerii ynpasiiHHS JOCTYIIOM, 1110
3aCTOCOBYETHCS 3 OOKY MOHITOPIB 00CITYyrOBYBaHHS IO IPOTpaM,
JAHUX, TIPOIIECIB Ta MPUCTPOIB mifcucTemMu ynpasiinas [[KC

DO1/AHJI/TIP\AJI

Amnauti3 npoTokouiB iieHTudikanii i aprenTudikanii abonentis LIKC

DO1/AYAJI

AyauT (KOHTPOJIH Tiif aDOHEHTIB) y MiICUCTEM] KOMYTaIlil
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Crnenudikarii ®I13 HailimenyBanns ®I13

1 2

a0OHEHTCHhKUX KaHaJiB 3B’ 513Ky [IKC

[TinTprMKa 3ac06iB MOHITOPUHTY IPOrPAaMHO-TEXHIYHUX 3aC001B
®02/MOH\3B\IT3’ T3\ IIKC Ha mpeameT BUSBICHHS MO3AIITATHUX BILTUBIB Yepe3 IMITATHI
3aco0u

3axuCT JNiHi} 3B’ A3KY IUISIXOM 3aCTOCYBaHHS 3aXUCHUX MPHUCTPOIB y
KPUTHYHUX €JIEMEHTAX YCTaTKyBaHHs

DO3/IIBI/33\HM\EY

8. HCJI mo ¢i3munnx HOCIiB iHpopMarlii i3 mporpamaum 3ade3neueHnsm [[KC

HasBHicTb 3ac001B MepeBipKu aBTEHTUYHOCTI (IIIJIICHOCTI) €TAIOHHUX

PTI/KTPALINSS Koniit 06’ ekTHUX MoayiB 6a3u 3axucty LIKC

@1 1/KTP\LUII3 HaﬂBnlchI, 33(’3061B MePEBIPKU aBTCHTHIHOCTI (III7TICHOCT1) €TaTOHHUX
Komiil 00’ eKTHUX MOAYIIB porpamuoro 3abesnedyenns [IKC

®11/PIO\DH Po3mexxyBaHHS ITpaBUII 10OCTYIy 110 iH(opMmarlii, 30epexeHoi Ha

(hI3UWYHUX HOCIAX

®11/KTP\OH KonTposns inpopmaii, 36epexeHoi Ha Gpi3HIHUX HOCIAX

9. HCJ no cranmiinoro kpocy HIKC EWSD

3axuCT JNiHi} 3B’ A3KY IUISIXOM 3aCTOCYBaHHS 3aXUCHUX MPHUCTPOIB Yy
KPUTHYHUX €JIEMEHTAX YCTaTKyBaHHs

OO3/IIBI/33\HM\EY

HasBHicTh 3ac00iB MOHITOPUHTY ITPOrPaMHO-TEXHIYHUX 3aC001IB
DO4/MOH\I3 T3\3B\EY LHKC na mpeaMmeT BUSBICHHS BIUIMBIB MTO3aIITATHUMHU 3aC00aMHU Ha
esieMeHTH ycraTtkyBaHHs LIKC

BusiBieHns 1 peectpailist cmpod HECAHKITIOHOBAHOTO JOCTYITY 110
€JIEMEHTIB YCTaTKyBaHHS

®10/BAB\HK\EY

HasiBHiCTh MeXaHIYHUX 3aC00iB, 0 OOMEXKYIOTh (DI3UUHUIN JOCTYII
OI0/TITI\WM/PE\EY no enemeHTiB ycratkyBaHHs LIKC (Hepo36ipHi 30BHI madu, 3aMKOB1
OPUCTPOT 1 T. 1H.)

10. AkTHUBI3aIlis IPUCTPOIB:

10.1. AxTHBIi3a1lis 3aKIaJHUX IPUCTPOIB 1 (a00) MporpaMHUX 3aKJIaI0K, 1110 BCTAHOBJIEHI Ha (y)
eJIeMEeHTaX IMJICUCTEMH YIIPaBJIiHHS Ha MEePEACKCILTyaTalliiHUX CTalisIX KUTTEBOTO 1Ky [IKC
EWSD;

10.2. AxTuBi3allisi HEIITATHUX JOJATKOBHX BHJIB 0O0ciyropyBaHHs (JIBO)

OO6/KTP\LIJI\33\3K/TI3’ KoHTpons misicHOCTI 3ac001B 3aXUCTY BiJ mporpamMHux i (a6o)
T3 TEXHIYHUX 3aKJIaJHUX MPUCTPOIB

HasBHiCTh 32c00iB MOHITOPUHTY ITPOrPaMHO-TEXHIYHUX 3ac001B
DO6/MOHNI3’ T3\3K/IC IIKC Ha mpeaMeT BUSBICHHS 3aKJIaJHUX MIPUCTPOIB, a TAKOXK

CUTHAJIIB, IO 1HIIIIOIOTH TXHIO aKTUBI3aliI0

HasiBHiCTH KOHCTPYKITIT, IO YTPYIHIOE MOXIJIMBICTh YCTAaHOBJICHHS

O10/IITI\T3\3K 3aKJIQAHUX MPUCTPOIB (MiHIMAIbHUN BUIBHUHE MPOCTIpP, KOMIIAyH/IH,
3amnasHi KOXKYXH 1 T. 1H.)

®10/BKP/T13/M Bukopucranas MOyIbHOCTI IPOTPaMHOTO 3a0€3MeUCHHS

B03/TITP\TP [TigTpuMKa onTUMaNbHOT TGMHGII);IZ}(/“J[)H HaBKOJIMIIHBOTO CEPEIOBUIIIA

B03/HTP\EII BusBnenss i peectpartis BII[XI/IJEIIZBC napamMeTpiB eHepronocTayaHHs

PiBeHb CTIMIKOCTI MeXaHI3My 3axXHUCTy, sSKuil peanizyroTb ®PII3 crocoBHO cripod
Horo 0e3mocepeHbOro 3JI0MY, MO3HadaeThbesl ojaHieo mudpor Bia 1 mo 3. Ilpu
IIbOMY:

1 — mo3Havae MiHIMaJIbHUH (6230BUI1) PIBEHb CTINKOCTI MEXaHI3MIB 3aXHUCTY;
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2 — mo3HAYa€E cepeHii PiBEHb CTINKOCTI MEXaH13MiB 3aXHUCTY;

3 — mo3HayYa€ BUCOKUN PIBEHb CTIMKOCTI MEXaH13MIB 3aXHUCTY.

Cnemnudikamis OII3 (piBHA cTiiKOCTI MexaHi3My 3axucty) Ha ATC — ne omuc
TeXHIYHUX BHMOT, TOKa3HUKIB (PYHKIIIOHYBaHHS, HOPMYIOYHUX Ta OOMEXKYIOUHUX
YMOB, SIKUX CJiJ] JOTpUMYyBaTucs B mpoiieci peamizaiii 1iei I3 (poro Mexanizmy
3aXHCTY), SKIIO OIlIHKAa PIBHSA 3axuileHocTi iHdopmaliiaux pecypciB ATC
BUKOHYETHCSI 200 Oy/1e BUKOHYBATUCS BIJIMOBIIHO /10 BUMOT.

2.6.5 “Cnabki micusa” cuctemMm TeXHIYHOMo 3axMCTy iHOpMaLiHUX pecypciB
y UKC tuny EWSD

3naiineni mig yac mpoektyBaHHsS KC3I «cmabki Micisi» CHCTEMH TEXHIYHOTO
3axXUCTy 1H(QOpMAIIHUX pecypciB y udpoBiil komyTaiiHid cucrteMi tuny EWSD
Ta 3aco0u HeNTpami3anii «cIabKuX Miclib» HaBeAEH1 y Ta0u. 2.2.

Cnabke micye y 3axucmi — cepTU(hIKOBaAaHUN KaHaJl MOKJIMBOI peasizaliii 3arpos
g iHQOpPMAaIIHUX pecypciB, MEXaHI3MU 3aXUCTY ISl MPOTHU/III KOTPUM Yy CHUCTEMI
T3I BiacyTHi.

Tabmums 2.2 — «Cnalki MiCIsl» CHCTEMH TEXHIYHOTO 3aXHUCTy 1H(pOpMaIiiHuX
pecypciB y HKC tuny EWSD

3axoau Juis HeHTpatizarii

XapakTEPUCTUKHU CIIAOKOT0 MICIIS .
P P 1 “cnabkoro micust”’

1. TepMmiHanm TEXHIYHOTO OOCIIyTOBYBaHHS Ta
ekcrutyaranii LIKC siBisie co0010 nepcoHaabHHA
KOMIT FOTEP, KU MOKE OyTH YKOMITJIEKTOBAHO

HasBHICTH IbOTO MPHCTPOIO HA/IAE 3MOTY 3aBaHTAXKCHHS
y CUCTEMY I03aIITaTHOTO MPOTPAMHOT0 3a0e3NeUeHHS ,
SKe MO>Ke OyTH BUKOPHCTAHE MOPYIIHUKOM 3 METOIO
CTBOPEHHS 3arpo3 iHpopMaIiitHuM pecypcam

IPUCTPOEM JJIsl YUTaHHA iH(pOpMaIlii 3 30BHIIIHIX HOCIIB.

Buxmouatu 3 koH}irypartii
TepMiHaJIa TEXHIYHOTO
00CITyrOByBaHHsI Ta €KCIUTyaTalii abo
3aXUIATH BlJl MOXKIUBOIO
BUKOPUCTAHHS IPUCTPOT JUTS YUTAHHS
MO3AIITaTHOTO MPOTPAMHOTO
3a0e3MeyeHHs

2. TepmiHamy TEXHIYHOTO OOCIIYTOBYBAaHHS Ta
eKCIuTyaTallii MoXyTh OyTH MIAKIIOUYEH] 32 TJOTIOMOTOI0
MOJIEMIB uepe3 3arajibHy Telle()OHHY MEPEexXy, 1110 Hajae
3Mory nucraniiiHoro oociyropyBanHs LIKC. Taka
MOYJIMBICTh MOK€E OYTH BUKOPHCTaHA IMOPYIITHUKOM 3
METOIO CTBOPEHHSI 3arpo3 iHhopMaIliiHUM pecypcam

He 3anumatu 6e3 HeoOXigHOCTI
MIIKJIFOYEH] 10 TePMiHAIIB MOJIEMHU Ta
CJIIIKYBATH Ti/1 4ac CEaHCIB
nucTaHiiiaoro oociyropyBanss [[KC
3a HAasIBHICTIO IIOBHOBAXXEHD
KOPHUCTYBayiB

Bunom y 3axucmi — ceptudikoBaHWi KaHaT MOXKIMBOI peaiizamii 3arpo3 Jyis
1HGOpMaLIHHUX pecypciB, MEXaHI3MHU 3aXHUCTY AJIs MPOTUAIl KOTpuM y cuctemi T3
NPUCYTHI, ajie mepedyBaloTh y HEMPAIIOI0UOMY CTaHI.

[IpuknagoMm «cimabkoro Micisg» B 3aXUCTI Moxke Oytu moaudikaiis 3 OOKy
MIJICUCTEMH YIPABIIHHA TOPSAAKY (a0o0 yMoOB) po0OoTu 1H(OpMaIiHHO-BPA3IMBUX
pexuMiB, QYHKINA 1 mociayr, mo HaxaroTbes ATC, 3 MeTow peaizallii 3arpo3 Ha
macuctemi KA3JI cranmii.

Jlns 3a0e3nedeHHss KOPEKTHOCTI (ToOTO, CIYIIHOCTI) peaiizailii CTBOPEHOTO Ha
ATC xomruiekcy 3aco0iB 1 MEXaHI3MIB 3aXUCTY, BCl BHUSBJICHI «CJIaOKi MICIsI» Ta
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BUJIOMHU y 3aXUCTI MOBUHHI OyTH HeWTpanizoBaHi. B mporeci arectanii cucremu T3I
Ha ATC npoBoaaTbCst poOOTH 3 aHaAJI3y Ha BIJICYTHICTh «CIA0KUX MICLb» Y 3aXUCTI.

3axoau Ui HeWTpamizaiii «ClIaOKuX MICIb», Yy JaHOMY BHIIQJKy MarwTh OyTH
peali30BaHUMHU MTO3aCUCTEMHUM METOJIOM.

2.6.6. 3aranbHi 3axo04m 3aXMCTy B KOMMSEKCHIN CUCTEMI 3axXMCTy iHpopmaLii
B LUKC tuny EWSD

Kommnexkcha cucrema 3axucty iHdopmanii (KC3I) ckimamaerbes 13 mITaTHUX
(cmemianbHUX) 3axoAiB Ta MexaHi3miB 3axucTy (K3M3) Ta 3aranbHux 3aco0iB
3aXHCTY, SIKI peani3yloThCs Yy OyIb-AKId CUCTEeMI 3aXUCTY 1 qonoBHIOWOTH K3M3 1o
¢dyukiionansHo noBHoi KC3I.

Bumorn 1o cucreMu TEXHIYHOTO 3axWCTy, sika peam3yerbes Ha [[ATC,
GOpMYIOThCS HACTyHUM YWHOM. BIiAMoBIZHO [0 NPUHIUIY MIiHIMAJIBHOI
nocratHocTi (HZ T3I 1.1-001) cuctema 3axucty moBHHHA OyTH CHpPOEKTOBaHA TaK,
o0 3a1dCHIOBaNACs MPOTUIIS TIIBKKA TUM 3arpo3am, 10 MalOTh CYTTE€BE 3HAUCHHS
IUIA JIEp’KaBU, OIEpaTopiB €JIEKTPO3B’sI3Ky Ta aOOHEHTIB, 1 TIABKKM B TIH Mipi, y
KOTpiii HEOOX1IHO HEHUTpai3yBaTH (MOCIA0UTH, 3MEHIIIUTH) HACTIAKU MPOSBY TaKUX
CYTTEBUX 3arpo3 Juid TOro, 100 BTpaTH BiJ IXHIX MOXIMBHUX peami3amiii He
MIEPEBHILNIA TPAHUYHO JOMYCTUMHUX PiBHIB.

HATC, six nmpaBuii0, OCHAITYETHCS IITATHUMU 1, IPU HEOOX1THOCTI, 1I0JaTKOBUMU
(mozamraTHuMK) 3acobamu  T3I, ski Tpu IXHHOMY CHITBHOMY BHUKOPHCTaHHI
YTBOPIOIOTh KOMILJIEKC 3aco0iB 1 MexaHi3miB 3axucty (K3M3), mo 3abesneuye
NOTPiOHUY PIBEHb 3aXHUIIEHOCTI ii 1HGOPMAIIHHUX PEeCypCiB.

Mogenb 3axucty € (QyHKI[IOHAJBHO MOBHOIO, TOOTO y MOJENi 3aXUCTy BIJICYTHS
xoya O OoJHA CyTTeBa 3arpo3a, i sikoi He Oyna O opraHizoBaHa MPOTUAIS 3a
nomoMororo xoua 0 oxHiei DI13 um 3aranbHOTO MEXaHI3MY 3aXHUCTY.

3anumaHHs 0risi caMOKOHMPOIIHO

1. Ha mo cripssMoBaHO TeXHIYHHUHN 3aXUCT 1HGOpMAIIii?

2. TlosicHITh y3araJibHEeHYy MOJIEb IHPPACTPYKTYypH IIU(PPOBOro By3jia KOMyTAIlii 3
MO3UIIIN TEXHIYHOTO 3aXUCTY 1HPOopMaIlii.

3. [TosCHITH CTPYKTYpHY CXEMYy CTaHIIMHOI YacTUHHU mporpamMHo-kepoBaHoi ATC
3 mo3uiin T3I.

4. [IpokOMEHTyHTe OCHOBHI 3arpo3u iH(pOpMaliitHUM pecypcaM By3Jia KOMYTaIlii.

3. OnuIiTh TUIOBY MOJIEb MMOPYIIHHUKA.

6. Sxi moxnuBi 3arposu iH(opmaniiinuMm pecypcam LIATC Big mpuegHanux
TEXHOJIOT1YHUX 3arpo3?

7. SIk1 MOKJIMBI BapiaHTU Hamaay Ha MEPExXi 3B sI3Ky?

8. OnuIIiTh 3arpo3u, siKi peani3yroThCA Yepe3 CUCTEMY CHTHAJTI3aIli].

9. Onuuiite  3arpo3d, IO  peali3yloThCs 32  JONOMOIOK  CUCTEMHU
[IEHTPaII30BaHOTO yIPaBIIHHA.

10. OnuuriTh 3arpo3u Ha a0OHEHTCHKUX Ta 3’ €IHYBAJIbHUX JIHISIX.

11. ChopmyntoiiTe BUMOTM 110 3abesnedeHHs  iHGOpMaIIiHOI  Oe3neKu
nporpamHo-kepoBanoi ATC.

12. SIxa meTa misIbHOCTI 111010 3a0e3neueHHs iHdopmMartiitHoi 6e3neku [JATC?
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13. TlosICHITH MPUHIMIHN AISUTBHOCTI 111010 3a0e3neueHHs 1H(opMaliiHoi Oe3nexu
LATC.

14. Sxi € npioputeTn 3abe3neueHHs iHdopMmaiiitnoi 6e3nexu [TATC?

13. Sxi € rosioBHi 3aBaaHHs AissbHOCTI B cdepi T3I?

16. [TosACHITH TOJIOBHI HAMpsIMKH MiSUTBHOCTI 13 3a0e3nedeHHs 1H(opMariiHoi
oesmexu IJATC.

4. JIns 4oro 1 K IPOBOJAUTHCS aTecTallis cuctemMu 3axucty iHpopmariiii B [IATC?

18. SIk BUKOHY€ETbCS yIpPaBIiHHSA CUCTEMOIO 1H(POpMaLiifHOT 6e3nekn?

19. SIki 3acobu BOpPOBaKEHHS KOMIUIEKCY 3acO0iB 3aXHCTy € MEPBUHHUMHU Ta
OCHOBHUMHU !

20. Slka mocHiAOBHICTH POOIT 13 BIPOBAIKEHHS KOMIUIEKCY 3aXO[iB il 3aco0iB
3axXucTy?

21. IosicHITH OpraHi3aiio TEXHIYHOTO 3aXUCTy iH(popMalii Ha cTaaii moOya0BU
LHATC.

22. [loscHITH OpraHizaiil0 TEXHIYHOrO 3aXHUCTy 1H¢opmallli Ha cTajii BBOIY B
excrutyararito [IATC.

23. [losAcHITH opraHizallil0 TEXHIYHOrO 3axucTy iHdopmMallii Ha cTajli TeXHIYHO1
excruryararii [JATC.

24. HaBemiTh cxemy opradizamii  Ta 3a0esnmeuenHs T3 IIATC Ta
TEJIEKOMYHIKAI[IHHUX MEPEeK.

3 PEAJIIBALISI MEXAHI3MIB 3AXUCTY IHOOPMAIIIT
B IPOI'PAMHO-KEPOBAHUX ATC

Jlami y uboMy po3iii po3rIsSAa€ThCI KOHKPETHUM MPUKIIaJ peastizallii MeXaHi3MiB
texHiyHoro 3axucty iHopmarii B LIATC tuny EWSD.

3.1 Po3noaia 3apa4, pynkuii Ta Mexanizmi 3axucty ingopmanii HATC tuny
EWSD

3 Touku 30py iHdopmariiHOi Oe3neku 1dpoBl ATC po3mIsaAaroThCs KOMILIEKCHO
pa3oM 13 CHUCTEMOIO 1i yNpaBmiHHS Ta 1i 3B’SI3KAMH 3 MEPEKCI0 Ta HABKOJMIIHIM
cepenoBuiieM. Cucrema ympaBmiHHs cTaHmii EWSD craHiii € CKJIAQIHOIO CHUCTEMOIO, il
CIIPOINIEHAa CXeMa TIOKa3aHa Ha puc. 3.1. YmpaBimiHHA CTAHINEI0 MOXKE 3IMCHIOBATHCH
Oe3nocepeTHbO 3 1l TePUTOpIi 1 BIIIAICHO 3 TICHTPA YIPABIIHHI MEPEKEI0. Y 000X BHITAIKaX
VIIPaBIIHHS 3/1MCHIOETBCS 4Yepe3 TeNeKOMyHIKaliiHi iHTepdeiicn. Cucrema ynpaBIiHHS
BKJIFOYa€ B ceOe Mepexy rmepenadi gaHuxX (y Mekax CTaHIlii Ta/abo y Mekax MICIeBOl
TeneKoMyHiKalliiiHoi Mepexi), JIOM nentpa ynpasninas mepexero Ta JIOM BignaneHoro
YIIPABIIIHHS MEPEKEIO.
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NetManager (OS
ger (05) Binmanene 3’ eqHanfs

225 25

\KnieHTM I+1J11€HTH

LAN LAN

3axuct 3aco0iB OA&M
ISDN . .
%125 TCP/IP < | 3axuct 3aco0iB y Mepexi
Byzmm
EWSD MexaHi3Mu 3a0€e31eueHHs
3axucty EWSD

Pucynox 3.1 — Po3noain ¢pyHkiii 3axucty mix By3iaom EWSD
1 CHCTEMOIO YIpaBIiHHSA

Jns  ynpaeminas ctaHuii EWSD uepe3 Mepexy mepeqadi JaHUX —3arajibHOrO
KOPUCTYBaHHSI BHUKOPUCTOBYIOTBCSI MEpeXHI TpoTokom X.25 (32 HEOOXIJHICTIO
peanizytotbesi uepe3 ISDN) ta/abo TCP/IP. Tlpotokon TCP/IP BUKOPHUCTOBYETHCA B
koHpirypauii EWSD PowerNode abo Standalone STP (aBronomuuit STP). Y upomy
BUIIAJIKy BUKOPUCTOBYeThCS 1HTEpdeiic TCP/IP nporecopa MP.

OA&M (Operations, Administration, and Management (or sometimes
Maintenance) — excrutyaraiisi, aAMiHICTPYBaHHsI, MEHEPKMEHT a00 MiATPUMKA) — 1€
3araJlbHUNA TEPMiH, IO OINHKCYE TMPOLECH, [ii, 1HCTPYMEHTH, CTaHAAapTH TOIIO,
3aJIydeH1 JI0 eKCIuTyaTallii, aAMIHICTPYBaHHS Ta MEHEPKMEHTY YM IMIJITPUMKH SIKOi-
HeOyap cuctemMu. SIK TpaBUiio, BOHA BUKOPUCTOBYETHCS 3 KOMIT IOTEPHUMHU
MEpEeKaMH Ta KOMIT IOTEPHHUM arlapaTHUM 3a0e3IeUeHHSIM.

NetManager - Bkiwoyae B cebe aAMIHICTpyBaHHS 0a3W JaHUX MapIIpyTU3allli
MepexeBux eneMmeHTiB EWSD (ctBopeHHs "MapuipyTy" Ijis MpOXOpKeHHsS Tpadiky
B1JI BIIIIpaBHHKA JI0 OJIepKyBaya), aamiHicTpyBaHHsA 6a3u manux OKC 7 MepexHux
€IEMEHTIB, KOH(ITypyBaHHS €JEMEHTIB BYy3Jla KOMyTalii Ta mnepudepiitHux
IPUCTPOIB; aaMIHICTpyBaHHS aHainoroBux, ISDN, H323, VoDSL a0GoHeHTIB,
takcooniB, YATC, mepex poctymy, aOOHEHTCHKHX CEpBICIB Ta oOJagHaHHS,
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yIOpaBIiHHSA aBapiiHUMH cuTyalisiMu. [Iporpama BHKOHY€ MOHITOPHHI CTaHy BCIX
enementiB. EWSD, BuBojasiun Ha MOHITOp aBapii 3 kiacu@ikalli€ro 3a CTyNEeHEM
KPUTUYHOCTI (warning, major, critical), mpu HbOMY CYNPOBOKYIOUYH 3BYKOBHM
CUTHAJIOM HEMIATBEpKeH1 aBapii. Takoxk 703BOJISIE B PEXKHUMI peaIbHOTO Yacy
pearyBaTd Ha aBapiiiHI cUTyallli, TUM CaMHUM MIHIMI3ylOUYd Yac HEIOCTYITHOCTI
CepBiCy, KEpyBaHHs KOPUCTyBa4aMH Ta 30ip CTATUCTHKH.

[HIm ckopoyeHHsT Ta YMOBHI TO3HAYEHHS TOAAHI y Po37. «YMOBHI IMO3HAYECHHS Ta
CKOPOYCHHSI» B KIHI[I HABYATLHOTO ITOCIOHMKA.

3ayaui 3a0e3neyeH s 3aXUCTy Peati3yloThCsl 32 JOMOMOTOr0 (PyHKLIH 3axucTy. DyHKii
3aXUCTy PpEaTi3ylOThCS MEXaHI3MaMU 3aXWUCTy, a MEXaHI3MH 3aXUCTy peali3yloThCs
NPUKJIAAHIME TIPOrpamMaMH 1/a00 anapaTHUMH (TEXHIYHUMH) 3aCO0aMHU.

OyHkIi 3a0€3MeueHHs 3aXKCTy, 10 BUKOPUCTOBYIOTBCS MMiJ] Yac eKCIUTyaTallii By3JIiB
EWSD y BIIKpUTHX KOMIT IOTEPHUX MEpeKax, MOAUISIOTHCS Ha TaKl KaTeropii:

- MEXaHI3MU 3a0e3reueHHs 3axucty B EWSD;

- 3aXHCT AaHuX y Mepexi (IP-3axuct B Mepexax TCP/IP);

- 3aXUCT 3ac001B OA&M, 1110 PO3ITISIAETHCS B IHIIIOMY HABYAJIbHOMY MOCIOHHUKY.

Posrnsnemo nmokiannime crnerudikamii  GyHKIIA KOXHOI 3 KaTeropi Ta
MEXaHI3MIB 3aXHUCTy 3a YMOBH BHKOPUCTAaHHs B CHUCTEMi YIpPaBJiHHS CTaHIIEHO
onepartiiiHoi cucremu Windows NT.

3.2 ®yukii Ta MexaHi3Mu 3a0e3ne4yeHHs 3axucty B EWSD

JInst BUpIIICHHST KOMIUIEKCY 3a7a4 3axucty B EWSD peanizytoTh HacTymHi (yHKIIT
3aXHCTY:

- 3ax¥CT (yHKIIOHYBaHHs By3nia EWSD;

- 3aXHCT (DYHKITIOHYBaHHS 3 BUKOpUCTaHHSIM MML;

- 3aXHCT (DYHKITIOHYBAHHS 3 BUKOPUCTaHHIM (3

- aJIMIHICTpaTUBHA Tiporpama Jyist MMI-KomaH;

- 3aXHUCT CIEIIABHUX MPOrpam;

- 3aXUCT (paiiiB.;

- 3aXUCT M1 Yac nepeaayi (aitis.

3.2.1 3axucTt pyHKuioHyBaHHSA By3na EWSD

Koxna 3 QyHKLIH 3aXHUCTy By3/ia peai3yeThCs 3a IOTIOMOIOI0 MEXaHi3MiB 3a0€3MeUeHHSI
3axucty EWSD, 1110 CKTaJaf0ThCS 3 TAKAX KOMITOHEHTIB:

- 3aXMUCT JOCTYITy A0 cucteMu B NetManager,

- 3aXHUCT JIOCTYIIY JI0 CUCTEMH B MepexxHOMY By3ii EWSD;

- 3aXHUCT JOCTYIIY JIO IaHUX;

- TIEpEBIpKa CIIOCTEPEIKHOCTI;

- BUBEJICHHS aBapiiHKX 3BITIB.

3axucm oocmyny 0o cucmemu 8 NetManager. 3aXucT JOCTYIy JI03BOJISIE 3arI00ITTH
HECAHKIIOHOBAHOMY BIJIKPUTTIO ceaHCIB y NetManager. B 0OCHOBy peamizallii 3axucTy
JIOCTYITy TIOKJIa[IeH] MEXaHI3MH 3a0e3MeUYeHHsI 3aXUCTy, BU3HAYEHI B OIEpalliiHid cCUcTeMI
Windows NT.

Hwxue wHaBemeHi OCHOBHI crnerm@ikailii MexaHi3MIB 3a0€3MEeYeHHs] 3aXUCTy B
NetManager:
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- IloBHOBaXKeHHS afAMiHICTpaTopa B oneparliiiHiii cucremi Windows NT BCTaHOBIIOIOTHCS
iz yac iHctaysii NetManager 3a TOIOMOTOKO aBTOMAaTUYHOTO MPU3HAYEHHS IMEH TpyraM
xopuctyBauiB Windows NT. KopuctyBaui, siKi BIIHOCSTBCA JI0 Tpynu "AJMIHICTPaTOpU
ENM" ("ENM Administrators") cucremu NetManager, MalOThb TOBHOBaKCHHS
aJIMIHICTPaTOpIB KOXKHOTO KOMITIOTEpa B orepaiiiHiidi cuctemi NetManager. 1'pyna
kopuctyBauiB "Anminictpatopu ENM" nomeny NT € 4YacTUHOIO JIOKQJIBHOI TPYId
aJIMIHICTpaTopiB Ha BCiX KoM totepax NetManager. Yci xopuctyBaul NetManager
npusHayatoThes Tpymi "Kopucrysaui ENM" ("ENM Users") nomeny Windows NT.

- IlepBicHe mpU3HAYEHHS TOBHOBWKEHb aIMIHICTpAaTOpa B OMEpalliiiHiil cucTemi
NetManager BUKOHY€ThCA M1 Yac iHCTasLI NetManager 3a TONOMOTOIO CTICHIATIbHUX TPYI
kopuctyBauiB NetManager (Ha BiIMIHY Bin rpynu KopuctyBadiB Windows NT).

- IM’s1 kopHCTYyBaya, M SIKUM BUKOHYETHCS IHCTAISALIIS 1 1M’sI KOPUCTYBa4a, BU3HAUCHE
gk "ApmiHictpatop ENM" B mpolieci 1HCTaNSLl, aBTOMAaTUYHO JAOJAIOTHCS JI0 TPYMHU
kopuctyBauiB "Anmiictparopu ENM" NetManager.

- AIMiHICTpaTop TMpHU3HAYAE BCl 1HII MMOBHOBAXKEHHS IIIIXOM aMIHICTPYBAHHS TPYII
KopucTyBauiB NetManager.

Ha crmemudiuniii i1 KopucTyBauya OCHOBI TPU3HAYAIOTHCS TUIBKK  MPOTrpaMHi
NetManager:

- KOPUCTYBaul PEECTPYIOTHCS B OIEepalliiHii cucteMi mij vac ix peectpauii y Windows
NT. KopuctyBaui MOXKYTh 3BepTaTUCS JI0 BCIX Nporpam 1 Mepexuum Byznam EWSD, ski iM
OyJ1 MpU3HAYEH] aIMIHICTPATOPOM.

- MEXaHI3MK  3a0€3MEUeHHsT 3aXWCTy JIOCTYIy Uil MepexHux By3miB EWSD
BIITIOBIIAIOTh  AHAJIOTIYHMM  MeEXaHi3MaM  BimnoBimHOi Bepcii EWSD. Anminictparop
NpHU3HAYae TpaBa KOPUCTyBaya MEPEXKHOTO By3a rpymi KopuctyBauiB NetManager. [lpu
NpPU3HAYCHHI TpaB KOPHCTyBaua MEPEXKHOIO BYy3lla 32 OCHOBY O€pyThCS MapaMeTpH,
BCTaHOBJICHI B 0a31 JaHOTO BY3J1a.

- iHopmalris, MoB’si3aHa 3 JOCTYNOM JI0 MepekHUX By3niB EWSD, 30epiractecs B
3aK0J10BaHii (hopMi B LIEHTpaJTbHIN 0a31 JAHUX CUCTEMH 3aXKCTY B orepalliiHii cucremi. s
1H(pOpMaIlis aBTOMATUYHO BUKOPUCTOBYETHCS JIJIsI HAAHHSI JIOCTYITY JI0 MEPEKHUX BY3JIIB
EWSD. Tlin yac Hamxo/pKeHHsT 3 MepexHoro Byzna EWSD 3anmurty Ha 10 iH(OpMAIlio
npotiec KoHbirypyBaHHsi NetManager aBTOMaTUYHO 3MIHIOE TApOJIi HAa JIOBUIBHIN OCHOBI.
Ile mno3BoJsIE YHMKHYTH 3aKiHUEHHS TEpPMiHY Jii TapojiB 1 3armolirae IMOBTOPHE
BUKOPHUCTAHHS TIApOJIiB, TNPHAOAaHMX '"HE3aKOHHUM IUIIXOM", JUIi HECAHKI[IOHOBAHOTO
JOCTYITY 10 CUCTEMH.

3axucm oocmyny 0o cucmemu 6 mepedxcrhomy ey EWSD. 3axuct moctymy A0
CHCTEMH 3aro0irac HeCaHKI[IOHOBAaHE BIJKPUTTSI CEAHCIB B MepexXHUX By3nax EWSD. Jlns
peai3ariii 3aX|UCTy JOCTYITY 0 CHCTEMH BUKOPHCTOBYIOTHCS HACTYITHI 3aCO0M:

- imeHTudikamis  iHimiatopiB. EWSD  knmacuikye — BUIIANEHHMX ~— OMEparopiB,
MPUCTPOI/Tporiecopy a00 3aCTOCYBAaHHSA SIK 1HILIaTOpiB. KOoXXKHOMY 1HIIIIATOPY MPHUCBOIOETHCS
IHIUBITyTbHUM  11eHTudIKaiiiHid  kon. Llet kon moBWHEH OyTH BBENEGHMH JUIA
imeHTr(IKALIi 1HIIIATOpa ITi/T Yac BIAKPUTTSI CEaHCY;

- ayTeHTU(IKAITis 32 TOTTOMOTOr0 TIaposTr0. KoykeH 1HIIiaTop MpoXoauTh ayTeHTHU(IKALIIO
3a JIOMOMOI'OK TEPCOHAIBHOIO Maposst. J{is KoxkHoro ineHtudikaropa iHiuiaTopa MOXKe
OyTH BHOpaHUH 1 pU3HAYCHNH Oy/1b-sIKWii TIapoJib. i1 3anobiranHs "BUKpaaeHHs ' apoJiB
1 1X HECaHKI[IOHOBAaHOTO TIIOBTOPHOTO BHKOPHUCTAaHHS MOXJIMBA iX Tiepenada 3
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BUKOPUCTAHHSIM TIPOIEAYp IWHAMIYHOTO TmdpyBaHHS (3ammdpoBaHuii Mapoib), 3a
JIONIOMOTO0  SIKMX TIapoJib HIM(GPYETHCS Pa3oM 3 TOTOYHMM YacoM JI0OU 1 JIESIKHM
BUIAIKOBUM YHCJIOM. Y BHIIQJIKY "BUKPAJICHHS'" MapoJisi BIH HE MOXKE OyTH BUKOPHUCTAHUI
MOBTOPHO JIJ1s1 OTPUMaHHsI (HECAHKI[IOHOBAHOT'0) AOCTYITY JI0 CUCTEMH.

[Tponexypu inenTurdikartii Ta ayreHTH(IKALI TOKa3aH1 Ha puc. 3.2.

Inentudikarop MML 1) Inentudikarop inimiaTopa + napoJb MML
KOpuCTyBada 2) InenTudikaTop KopucTyBada +
+ mapoJib 3amKMppoBaHUi Napob
—P
Q3 Q3

1) InenTudikaTop KopucTyBaya +
3amm(poBaHU apoIIb

FTAM 2) InenTudikartop iHimiaTopa + napoib FTAM
FTP FTP
FT-NTA 1) InenTudikaTtop iHiniaTopa + napoib FT-NTA

2) Inentudikatop KopucTyBada +
3amuGpoBaHUN MAPOITh

Bignamenui
orepaTop

NetManager EWSD

Pucynok 3.2 — I[poueaypu ayreHTrdiKariii

3axucm oocmyny 0o Oanux. 3aXUCT JOCTYMy A0 JaHUX 3aro0ira€ HECAHKIIOHOBAHE
BUKOHAHHS KOMAaHJI 1 HECAHKI[IOHOBaHUM JOCTYI J0 CHCTEMHHUX PECYpCIB, HAPHUKIAJ O
(aitiB. 3aXUCT JOCTYITY J0 TAaHUX Peali3yeThCsl HACTYITHUMU 3ac00aMu:

- ipU3Ha4YeHHs 703B0J11B HA MML komaHm 11 11eHTU(IKaTOpiB KOPUCTYBAiB,
nporpam Ta puCTPOiB;

- IPU3HAYCHHSI JI03BOJTY Ha JIOCTYII JyTsl BUKOHAHHS (Q3-oriepartiif;

- 3aXHUCT (haiiiniB pH OTPUMAHHI JOCTYITY 0 HUX.

Ilepesipxa cnocmepescnocmi. J1is1 3a0e3neyeHHs IEPEBIPKHU CIIOCTEPEKHOCTI MOYKITBA
ABTOMATHYHA PEECTpALlisl HACTYITHUX JTIH:

- BIIKPUTTS CEAHCY;

- BBEJICHHSI KPUTUYHHX OTICPalTiif;

- TOCTYTI J10 (haiimiB.

[lepeBipka 0YEBUIHOCTI JA03BOJISIE TIPUHAMATH PIIIEHHS 1 pOOUTH BUCHOBKHU 3 MPHUBOIY
BUKOHAHUX a00 3pO0JeHHX CIPOO0 HEMPaBUJIBHOTO BUKOPUCTAHHS TOBHOBAKEHb MICIIS
HACTaHHS TIO/Tii, 1110 JIO3BOJISIE BYKUTH BIIMOBITHUX 3aXO/IIB 3 BITHOBJICHHS 3aXHCTY.

Busedenns asapitinux 36imia.

[Ipo ¢akTy NOTEHIMHOTO MOPYILIEHHS 3aXUCTY, HAIIPUKJIIAJ, CIPo0a BIAKPUTTS CEaHCY 3
BUKOPHUCTAHHSIM HEJIMCHOrO mapoJisi abo orieparlii, BIIXWICHI BHACIIIOK HEIOCTaTHOCTI
npaB JIOCTYITy, INEPEJAlOTHCS TMOBLIOMIICHHS Y BUIVISII aBapiiHUX CHUTHAIB, a TaKOX
3IIACHIOETHCSI 3aIMC BIMOBIHOT 1H(OpMaItii y dhaiin peecTpartii.
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3a5ie)KHO BiJ] TUITY MOPYILEHH MpaB AOCTYITy JI0 CUCTEMH a00 MOPYILEHHS JOCTYITY 0
JTAHUX MOXKYTb POOMTHUCS HACTYIIHI JIii 3 BITHOBJICHHS CHCTEMH 3aXHCTY:

- Tepe/ava aBapiiHuX CUTHAJIIB OTepaTopy CUCTEMH;

- OJI0KyBaHHSI IPUCTPOIB / TIPOLIECOPIB;

- 610KyBaHHSI 11eHTH(IKATOPIB KOPUCTYBAYiB;

- 3aBEPIIICHHSI CEAHCY.

3.2.2 3axucT pyHKUiOHYBaHHSA 3 BUKopucTaHHam MML

3acobu 3axucTy (DYHKITIOHYBaHHS 3 BUKOPUCTaHHSIM MML CKIIQNAOTHCS 3 HACTYITHHX
KOMITOHEHTIB:

- 3aXHUCT JIOCTYITY JI0 CUCTEMH;

- 3aXUCT JIOCTYITY JIO JIaHUX;

- TIEpEBIPKa CIIOCTEPEIKHOCTI;

- BUBEJICHHS aBapiiHUX 3BITIB.

3axucm docmyny 0o cucmemu. 3aXUCT JOCTYITy JO CHUCTEMH 3arlo0ira€ BCTAHOBJICHHS
JoKaTbHUMH KJTieHTaMu  NetManager, THIKITIOYCHAMHI JI0 KOOPAWHAIIMHOTO TPOILIECOPY
EWSD, HecaHKIIIOHOBaHMX [IaJOTOBHX CeaHCiB mpu BukopuctanHi MML. 1la ¢yHkiis
peaTi3yeThCs 3a TIOTTOMOTOFO TAKKX 3aCO0IB:

- imeHTU(dIKaIls KOpUCTyBauiB. ImeHTudikatop KopucTyBaya MICTUTH Bin 4 10 8
cumBoItiB. Bci imeHTH(IKaTOpH KOPUCTYBadiB, sIKI BUKOPUCTOBYIOTBCS B OJHOMY BY3II,
TIOBMHHI MaTy OJTHAKOBUI PO3MIp, 3HAUCHHS SIKOTO BU3HAYAETHCS MPU CTBOPEHHI MEPITIOTO
ID. Moxe 6ytu ctBopeHo 110 400 ineHTr(hiKaTopiB KOPUCTYBAYIB;

- ayTeHTUQIKAIlS 32 JOMOMOror mapoio. [laponb - 1ie CHMBONBHUN PSIOK, IO
CKJIaTa€eThest 3 4 - 24 CUMBOJIIB, IO TIPUBJIACHIOETHCS BUKIIFOUHO OJJHOMY KOPHCTYBA4eBi i
BiIOMUM TUThKK HoMy. [laposi moBUHHI CKIagaTuCs MpUHAMMHI 3 4 CUMBOJIIB Ta MICTUTH
NpUHAUMHI OFMH HU(GPOBUIA CHMBOJI, OJIMH CHEIIaTbHAN CUMBOJI 1 OZIHY OYKBY.

PesepBHa kormist BCiX iAeHTH(DIKAIMHUX 1 ayTeHTU(DIKAIAHUX AaHUX 30€piracThCs y
daitmi, mo He € crnenuiuHUM U1 KOHKpeTHOI reHepaiii. lle 3abesnedye moctiiiHe
MIATPUMAaHHS aKTyalbHOCTI IMX JaHWX HE3aJeKHO BiJ FeHepallli HaBITh MICIIS aBapiiiHOTO
TIOBEPHEHHSI JI0 TOTIEPEAHBOI TeHepallii B pexkiMi on-line.

3axucm oocmyny 00 Oanux. 3axXWCT IOCTYITy JI0 JAHUX 3ario0irac HECAHKI[IOHOBAHE
BUKOHaHHS MML xomann. Jlns peamzaiii 1€l (QyHKIIi BUKOPUCTOBYIOTHCSI HACTYIIHI
3acO0H:

- KJIacM TOBHOBaXeHb it MML xomaHn. MML xoMaHau 3rpyloBaHi B KIIacH
MOBHOB2)XEHb BIATOBITHO [0 peanizoBaHuX HuMHU QyHKUisiMA. IcHye 50 kmaciB
MOBHOB)XEHb. AJMIHICTpYBaHHS KiaciB 2 - 49 Mo)ke BHUKOHYBATHICS BUIMOBIAHO IO
KOHKPETHUX BUMOT KOpHcTyBada. Kiac moBHOBakeHb | € KilacoM 3a 3aMOBUYBAHHSM 1
MICTUTE BCl MML xomauau. Y Kjaci MOBHOBAKEHD S0 MICTATHCS TI KOMaH/IA, SIKI HEOOX1/1H1
JUISL TATPUMKH TOCTIMHOI poOoTu cuctemu. i Kiacu MOBHOBaKEHb HE MOXYTh OyTH
3MIHEHI OTIePaTOPOM.;

- MOBHOB&KEHHs. [IOBHOBa)KEHHS - II€ Tpyma, IO CKIANAETHCS 3 JCKUIBKOX KIIaciB
MOBHOBa)keHb. CaMe 11l IOBHOBAKEHHS MPU3HAYAIOTHCS MPUCTPOSIM 200 1eHTU(IKaTOpam
KOpI/ICTyBa‘-IlB Icaye 51 moBHOBakeHHs. /s 3amoGiraHHsT BUBEACHHS CHCTEMU 3 JIAIy B
pe3ysbTaTi BBEICHHS KOMaHJ| OMepaTopoM nepez[6aqu0 Tpu (PIKCOBAHI MOBHOBAYKEHHS.
[ToBHoBakerHst "0" He MICTUTH OyAb-SIKMX KJaciB IOBHOBaKEHb, MOBHOBakeHHS 1"
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MICTHUTh KJ1ac TIOBHOBaKeHb 1 st Beix komans. [loBHoBaxkenHs "SYSOUT" Mictuth Kitac
noBHoBaXeHb 50. Pemra 48 moBHOBaKeHb MOXKYTh OyTH BH3HAU€HI JOBUIHHO IIUISIXOM
NPU3HAYEHHS KJIaciB MOBHOBa)KeHb. [IpUHIMITM MpU3HAYEHHS MOBHOBAKEHb LTIOCTPOBAHI
puc. 3.3:

- aIMIHICTPYBaHHS TpaB J0CTyIy AnMiHICTpyBaHHA MML nipaB J103BOJISIE MPU3HAYATH
MOBHOBAXCHHSI KOPHUCTYyBauya Ta TMOBHOBAKEHHS IMPUCTPOIB Ta MOBHOBAKEHHS IPOTPaM.
[ToBHOBa)KEHHSI KOPUCTYBaya BH3HAUa€ KOMAHIM 1 MPOrpaMu, sIKi J03BOJICHO BUKOHYBATU
JIAHOMY KOHKPETHOMY KOPHCTYBady. [ToBHOBaYKEHHSI TIPHCTPOIB Ta MPOTPaM BU3HAYAIOTH
KOMaHIIM, SIKI JIO3BOJICHO BHKOHYBaTH cHcTeMi NetManager abo 3aCTOCYBaHHSIM
BIJIIAJICHOT'O TIPOLIECOPA;

- Bepudikariist pas it MML komanz J{iist BCix KOMaH1 BUKOHY€EThCS BepU(iKaIlis 1pas.
[lepmr HDK OOpOOISITH KOMaHIy, CHCTeMa TEpeBIpsi€, YW JIO3BOJICHO 1i BUKOHAHHS IS
JIAHOTO KOHKPETHOTO KOPHUCTyBaya i mprcTporo. HaGip 103BoIeHNX KOMaH]] BU3HAYAETHCS
Ha TT1/ICTaBl TOBHOBAKEHb KOPUCTYBAYiB Ta IMMPUCTPOIO i YaC BIKPUTTS CEAHCY ;

- Bepudikauis npaB mis COFIP-3apnanb. COFIP-3aBnanHs MOXYTh OyTH CTBOpEHI
TUIBKM B JIAJIOTOBOMY ceaHcl. J{1 KOMaH/y, sika BUKOPUCTOBYETHCS TIPU CTBOPEHHI 1IMX
3aB/IaHb, TAKO)K BUKOHYETHCS BepH(IKallisi 1pas, 1 1151 KOMaH/1a MOe OyTH BUKOHAHA TLJIbKU
B TOMY BHINAJKy, SIKIIIO BOHAa BKJIIOYEHA B IMOBHOBaXKEHHs ceaHcy. lle >k mpaBuiio

BITHOCHTBCS 1 IO THX KOMaHJI, sIKi BUKOHYFOTBCSI 3a JIOTIOMOIOO TIPOIIeCOpa KOMAaHTHHMX
daiini (COFIP).

Komanga 1 ... 1521 1522

Kiac
MOBHOBaXE€Hb

IToBHOBa)KEHHS T XXXXX' 'sysout'

Pucynok 3.3 — [ Ipu3HaueHHs1 KOMaH]1 IOBHOBAKEHb

CrpyKTypa MOBHOBaKEHb CEAHCY NTOKa3aHa Ha puc. 3.4.
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Habip Bcix komaH

Makcumansae mosHoBakeHHs CT Boot abo
MMOBHOBAYXEHHSI ITPOIIECOPA, SKE ITOB’ I3aHO 3 MPOrPaMOI0

IToBHOBa)KEHHS CEeaHCY

IToBHOBaXkeHHS imeHTH(IKaTOpa

KODUCITVRAUA
T

Pucynok 3.4 — CtpykTypa HOBHOBAKEHHS CEAHCY

Ceanc ms 3aruianoBannx COFIP-3aBnanb He BIIKPUBAETHCS 10 THX Mip, TIOKU He Oyze
PO3MOYATO BUKOHAHHS 3aBIaHHs. [ [OBHOBaKEHHSI CEaHCY HAICHIIAETHCS 3 TOTO JTIAJIOTOBOTO
ceancy, B skoMy Oyio crtBopeHO 3aBaaHHsA. [1[00 yHMKHYTM mMomanmbImMX 3MiH abo
MAHIMYJSINA Tporecop KOMaHTHUX (aimiB 3abe3rnedye 3aXucT KOMaHAHOTO (haifiy Bix
Tiepe3anycy Yu BUIAJICHHS MMij] 9ac CTBOpeHHs 3aruianoBaHoro COFIP-3aBnaHHs.

Sxmio kopuctyBau OyB 610K0BaHmMiA B miepiof] yacy Mk ctBopeHHs M COFIP-3aBnanHs 1
MOMEHTOM HOr0o 3alUIaHOBAHOIO BHKOHAHHS, TO BCTAHOBIIOETHCA BIAMIHHICTE MDK
i1eHTH(IKaTOpaMl KOPUCTYBauiB, OJOKOBaHMMH I10 KOMaHjIi, BBEIEHOI OMepaTopoM, 1
11eHTH(IKATOpH KOPUCTYBaviB, OJIOKOBAHMMH aBTOMATUYHO BHACTIJIOK BBEICHHSI HEBIPHOTO
napossi abo BBEJCHHS HECaHKITIOHOBaHOI koMaHmu. [Ipu 1womy 3amutu COFIP He
00pOOJISIIOTECS  BHACHIZIOK OJIOKOBAHOTO 1JICHTH(]IKATOpa KOPUCTyBada TUILKU B TOMY
BUMAJIKY, SIKITIO 11ek /D OyB OJI0KOBaHMIA Yepe3 BBEJCHHS CAaHKI[IOHOBAHOT KOMaH/IH.

Ieit cnocid mo3BoJIsie 3a0e3MeUnTd HE TUIBKM HEMOMIIMBICT 3YIUHKH OOpPOOKH
sartaHoBaHux COFIP-3aBnanb B pe3ynbrarti "/iil 3 00Ky HECAHKIIIOHOBAHUX KOPHUCTYBayiB"
(BBEIICHHS HEBIPHOTO MAPOJIS), aJle BiH JI03BOJISIE TAKOXK PO3IMI3HABATH 1 HE IOITYCKATH CIPO0
MOpPYIIEHHS  MpaBWl  JIOCTYMy  "CAHKI[IOHOBaHMMH'  KOPUCTyBauaMy  (BBEICHHS
HECAHKIIIOHOBAHOI KOMAaH/IH ).

Ilepesipxa cnocmepedxcrnocmi. JIns TiepeBipKH ''CIIOCTEPEKHOCTI" BHUKOPUCTOBYIOTHCS
nBa ukmuHnX Gaina. OmuH (aitn npu3HaYeHWH A71s1 peecTpartii BBEICHUX HEMIHCHUX
napoiiB, a JAPYrud I peecTparlii MO BIAKPUTTS CEaHCYy 1 Chpo0 BBEIEHHS
HECaHKIIIOHOBaHMX KOMaHJ. [Ipy 1IboMy peecTpyroThCsl HACTYITHI JaHi: TIO3HAYCHHS By3Jia
EWSD; nonist; nata; yac; iieHTu(dIKaTop KOpUCTyBaya; 1IEHTU(IKATOp MPUCTPOIO; MOBTOP
BBEJICHOI KOMAaH/IH.

Inimiarop aii Moke OyTH 1MEHTH(IKOBAHMN 3a JOMOMOIO0 mapamerpa user ID' (
'ineHTrdikaTop KopucTyBaua') 1 device ID' ('ineHTHdIKATOP MPUCTPOIO').

Peectpartis BBe/ICHHSI HEBIPHOTO MapoJisi He MOXKe OyTH JICAKTUBOBaHA 1 HE MOXKE OyTH
oOMeKeHa TUTbKH OyIb-IKUMU CHEIM(pIYHUMIA KOPUCTYBayaMHu.

Peectpartist momiit BIIKpUTTS ceaHCy i cripo0 BBEICHHS HECAHKITIOHOBAHUX KOMaH]T MOYKE
OyTH 0OMexeHa TOBUTHHO BUOPAaHUMH KOPHUCTyBayaMu Ta / ab0 BLIJATICHUMH MPOLIECOPAMHU
/ IPUCTPOSIMHU.

Buseoenns asapitinux 36imis. J{ys HACTYITHUX TIOPYIIEHB TIPABKJI JOCTYITY 3IIHCHIOETHCS
MOTOYHHI KOHTPOJIh 32 TPAHMYHUM 3HAYCHHSM:
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- BBE/ICHHSI HEBIIOMHX 1IEHTU(IKATOPIB KOPUCTYyBadiB. SIKIIO HAa OAHOMY 1 TOMY X
poOOYOMY TPHUCTPOi TIOCIIIOBHO BBOJWTHCS KUIbKA HEBU3HAYEHUX 1IEHTHU(IKATOPIB
KOPUCTYBayiB Ta 3arajbHE YHCIO HENPABUIILHO BBEJCHUX 3HAUCHb JIOCATAE TPAHIMIHOTO
3HA4YEHHS, TO TEpMiHAJT aBTOMATUYHO OJIOKYETHCS Ha JBi XBWIMHH. bBIIOKyBaHHS HE
BIIOOpKAETHCS Y BUIVISII aBapIMHOTO CUTHATY Ha JAUCIUIET CTaHy cucTeMu. biiokyBaHHS He
Moxke OyTH CKUHYTE. 3aliTH Ha TPOBEACHHS CEaHCy, JaHl i1 yac OJIOKYBaHHS MPHUCTPOIO,
BIIXWIAIOTHCS,

- BBEICHHS HEBIPHMX TMAapoJiiB KOpHcTyBada. JIisi KOHTpOMO  (PyHKIIIOHYBaHHS
KoopIuHarliiiHoro mpouecopa B EWSD MoxHa BcTaHOBUTH (Y "HIaXOBOMY' TMOPSIKY)
TPUBAIICTh OJOKYBaHHS 3 YaCOBUMU MekaMmu. Moxe OyTH BCTaHOBJICHO ITSITh PIBHIB.
PiBeHr 5 3amkam o3Hayae ONoKyBaHHA Oe3 oOMexeHb. CaHKI[IOHOBAaHHMH KOPHCTYBad
(CHCTEMHHIA aJMIHICTPATOP) MOKE BCTAHOBJIIOBATH ITOPOTOBE 3HAYEHHS JUISl TIEPIIIOTO PIBHS
OJIOKyBaHHS 1 CKUIaTH OJIOKYBaHHSI. 3arajibHa TPUBAIICTh OJIOKYBaHHS U 11eHTH(IKATOPIB
CHCTEMHHUX aJIMIHICTPAaTOPIB OOMEXKEHAa MaKCUMyM 2 XBWJIMHaMH. biiokyBaHHs 116010 ID
3Bk BIIOOPAKAEThCA HA JUCIUIC] CTaHy CHCTEMH Y BUIVISl aBapidiHOTO CHUTHATY.
ABapiiiHUI CUTHAJT PEECTPYETHCS TAKOXK Y (Daiisii XpOHOJIOTIERD;

- BBE/ICHHS HECAHKIIOHOBAHMX KOMaHZ. SIKIIO KUTbKICTH TIOBTOPHHX BBEICHD
HECAHKIIIOHOBAHMX KOMAaHJ TIEPEBUIIyE TOPOTOBE 3HAUCHHS, TO II€ MPU3BOIUTH O
OJoKyBaHHS 17eHTU(DIKATOpa 1 MPUIUHEHHS IIAJIOTOBOI0 CEaHCY. Y IbOMY KOHTEKCTI JI0
HECAHKITIOHOBAHMX KOMaH/[ BITHOCSTH Ti KOMAaH/IH, SIKi MalOTh MPABWIILHAI CHHTAKCHC, aJie
HE Bi0OOpaKeH] B IOBHOBAKECHHI CEAHCY. Y IIhbOMY BUTIJIKY TAKOXK MOKE OYTH BCTAHOBJICHA
TPUBAIICTH OJTOKYyBaHH (y IIAXOBOMY MOPSZIKY) 3 YACOBUMH MEXKaMHU.

MoxMBe BCTaHOBJICHHS TOPOTOBMX 3HAY€Hb Uil TIOPYIIEHb MPABUI JIOCTYITY.
brokyBaHHS, 1O 1HIIIIOIOTECS CUCTEMOIO, MOXYTh OyTH CKHHYTI KOPHCTyBadaMH 3
BIIIOBITHUMY [TOBHOBAYKEHHSIM.

3.2.3 3axuct yHKUiOHYBaHHSA 3 BUKOpUCTaHHAM (3

[punHimn 3a6e3neyenns 3axucty B EWSD 3acHOBaHMII Ha CHUIBHOMY BHKOpPHCTAaHHI
GbyHKITN U1 KopricTyBada cucteMoro (NetManager) 1 ctantiero EWSD. AnMiHiCTpyBaHHS
npo¢iTiB MOBHOB)KEHb OKPEMUX KOPUCTYBayiB 3AiHCHIOETbCS B NetManager. OTxe,
NetManager BUKOHy€ TaKOk ITOTOYHUI KOHTPOJIb JOCTYITY A0 3aCTOCYBAHb.

EWSD KOHTpOJIIOE JOCTYI 3aCTOCYBaHb 10 00 €KTiB y 0a3i manux EWSD. Ilporpamu
1MIeHTH(IKYFOTHCS 32 IOTTIOMOTOFO CBO€T (PyHKITIT 1meHTH(DIKAITIT.

Cucrema NetManager NOBUHHA MIATPUMYBaTH MEXaHI3M 3aXHCTY, 10 peali3yeThCs 3a
JIOTIOMOT'OI0 3aIIM(PPOBAHUX TAPOIIB, Y TOMY BHIAJKY, SKIIO ayTeHTU(IKAIs MOBUHHA
BUKOHYBaTHCs B Q3-iHTepdeiici KoprcTyBaya IiJT 4ac BCTAHOBJICHHS acolliallii MepeKeBOro
enemeHTa Ha 1iarhpopmi OA&M. Tumn onepaiiiiiHi CUCTEMU TIOBHMHHI 3a0e3nevyBaTv
MITPUMKY MEXaHI3MY 3aXHCTY, 110 PeaTi3yeThCsl Ha OCHOBI MpocTHX maposiB. DyHkii O3-
3aXHCTY TIOSICHIOIOTHCS 3a JIOTIOMOTOFO PHC. 3.5.

66



NetManager Q3 nporpama

3axuCT 10CTyIy [TepeBipka * Busenenus 3axuct
10 CUCTEMU CIIOCTEPEIKHOCTI E aBapifHUX JOCTYITY
E 3BITIB IO TaHUX
besmeka Q3
B EWSD
TpacyBalbHUK
CUCTEMHU
3AXHUCTV
yy
Bcranosnenus E AnbTepHaTuBa ®daza
acorgarii Kypuan ' aHuX
e e e = KOHTPOJTIO e e e =
3aXHUCTY -
. 3BIT PO )
InenTudikarnis TopyIeHHs YnpasiiHHs
e npas JTOCTYTIOM
BCDI/Id)lKaHlH TOCTVITV

Pucynok 3.5 @ynkiii Q3- 3axucry

Oynkii Q3-3axucTy po30UTI Ha YOTUPH 0OJIACTI:

- 3aXHMCT JIOCTYIIY JI0 CUCTEMH JIJIsl BCTAHOBJIEHHS acowiatii (ayreHTuikaris);

- 3aXHCT JIOCTYIy 1O JAHWX, IO peani3yloThcs y (a3l maHux acormiarii (yrpaBiiHHS
JOCTYIIOM);

- TIepEeBIPKAa  CIMOCTEPEKHOCTI JJIsl  peecTpallii (KypHal KOHTPOJIO 3axHuCTy abo
TPACUPOBIINK CUCTEMH 3aXHCTY)

- BUBEJICHHS aBapiMHUX 3BITIB, 1 (DYHKIIIS 3aXUCTy BUBEICHHS aBapiiHUX 3BITIB (3BIT
PO TIOPYIIIEHHS TIPaB JIOCTYITY).

3axucm oocmyny 0o cucmemu. 11 QyHKIIT 3a0e3MeYeHHsT 3aXUCTy 1AEHTUDIKYFOTHCS
3a CBOIMU aJ[peCHMMHU JTaHUMH TP KOKHOMY BCTAHOBJICHHI acolliarlii, M0 BUKOHYETHCS
BIITAJICHOIO KOMIT FOTEPHOIO cCUCTEMOI0 abo NetManager. Inentudikartist Ta ayreHTH(IKA-
11is1 BAKOHYIOTHCS BIATIOBITHUM YMHOM. ICHY€ KiJIbka MEXaHI3MIB MEPEBIPKU ayTeHTU(IKALTi
1, TAKAM YMHOM, MOKE OyTHM BHU3HAYCHW HEOOXITHWN Ui BUKOPHUCTAHHS MEXaHI3M Y
BIIMIOBITHOCTI 3 KOYXKHUM OKPEMHM iHimiaropoM. JKypHasl KOHTPOIIO 3aXHCTy 3abe3rnedye
PEECTPALLiO HABITH TUX TMOJIH, ACTIEKTH 3aXUCTY SKUX BIAHOCUTHCS JI0 ayTEHTU(IKAIIIL.

Cucrema-napTHep 1IEHTU(IKYETBCS 1 ayTEHTU(IKYETbCS MPU BCTAHOBJICHHI BXITHOT
acorarii.

3a1eKHO BiJI BUKOPHMCTOBYBAHOTO MEXaHI3My ayTeHTH]IKallisi HeoOXigHa YIS I[hOro:
ayTeHTH(ikaritHa iHQoOpMaIlis TEepelacThCs 1 MOPIBHIOEThCA 3 CTAIOHHUMH JIAHUMH,
NPU3HAYECHUMH Y BY3ITi.

MoxMBO aIMIHICTPYBaHHS HACTYIHUX MeEXaHI3MIB ayTeHTU(iKailli B 1HTepderici
kopuctyBaua OA4 & M:

- MexaHi3M 3axucTy 3a JIOTIOMOTO0 3alrpOBAHUX MAPONIB 11EHTU(IKYE CHUCTEMY-
napTHepa 3 BUKOPUCTaHHSIM (YHKLIT ieHTU]IKalil Ta ayTeHTU(IKye 1i 3 BUKOPUCTAHHAM
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3anmmgpoBaHoro maposst. st mapons BUKOPHCTOBYEThCS OMHOCTOPOHHE MIM(PyBaHHS
cnuibHO 3 "ID" (Harpukian, GyHKIS 1AeHTUdIKAIT), TOTIM JT0/Ia€ThC TUMYAcOBa MITKA 1
JesIKEe BHIIQIKOBE YKCIIO, TTCIISI YOTO 3HOBY BHKOPHCTOBYETHCS (DYHKIIiSI OHOCTOPOHHBOTO
nmdpyBaHHs. BKIIOUEHHS THUMYacoBOI MITKM 1 BHIIQJKOBOIO 4HCIA 3a0e3redye
KOPHCTYBa4eBl HEOTHAKOBI PE3yJIbTaTH BepU]IKallil maposis sl KOXKHOTO CeaHCy Iepeaadi
(3axucT Bijl Clpo0 BUKOPUCTAHHS TIAPOJIs TICISI 3aBEpIICHHS 3'€THaHHs ). TumMyacoBa MiTKa 1
BUIAJIKOBE YHMCJIO TAKOXX IOBHHHI TiepeaBaTucs 0e3 MmmQpyBaHHS Ui TOro, mo0 Ha
CTOPOHI OfIepKyBava TAKOK MOXKHA OyJI0 BUpaxyBaTH Pe3yIbTyI0dy KOMOIHAITIFO.

- MexaHi3M 3axucTy 3a JOMOMOTOIO TIPOCTHUX MAPOJIiB IAeHTU(IKYE CUCTEMY-TIapTHEPa 3
BUKOPHUCTaHHAM (PyHKIi 1eHTU(IKaIli Ta ayTeHm(blee il 3 BUKOPUCTaHHSIM IIPOCTOIO
napoysi. Y I1bOMY BHUMAIKY TEPENAcThCs TUTBKK 'TIPOCTHH Mapoiib, MPEACTABICHUN Y
BUTJISIZII TTOBHOTO TEKCTy a00 3aKOIOBAaHWN METOJOM OIHOCTOPOHHBOTO MIH(PYyBaHHS.
Takuit MexaHi3M He 3a0e31edye 3aXKCT BiJl TOBTOPHOTO BUKOPUCTAHHSI TIAPOJISL.

JInist iHIIiaTopiB BCIX MEXaHI3MIB ayTeHTU(IKaIli AOCTyll MoXKe OyTH HaJaHuid y
3aJIeKHOCTI BT Yacy (HaIpHKJIIaI, TOCTYI TUIbKK B pOOOUMIA Yac, y HIYHHUM Yac, y CBSITKOBI
JTH1 1 T.JL.).

3ajiexHO Bl pe3ynbTariB Bepudikallii CUCTeMI-TapTHEPY HAICHIIAIOTHCS TTOBITOMIICHHS
PO MPUHHATTS a00 PO BiIXWJICHHS 3'€qHAHHS. K0 crpoba BCTAHOBJICHHS 3'€HAHHS
BUIXWISIETHCS Yepe3 HeCTady MpaB JOCTYITy a00 HEMIMCHUX ayTeHTU(IKALINHUX JaHUX, TO
BUBOJIUTHCS 3BIT PO TMOPYILICHHS ITPaB JOCTYITY.

3axucm Oocmyny 00 OaHux. CDyHKum praBJ'IlHHH JIOCTYTOM 110 03 BUKOHYE
MepeBIipKy Bcix (J3-omepartiif, MmO peam3yloThCs TMICHISA YCHIIHOI iAeHTUdIKami 1
ayrentudikarti. Bepudikartisi mpaB JOCTyy BHUKOHYETHCS 3a JOIIOMOTOIO aJTOPUTMIB
JOCTYyIy, siKi 30epiraiotbcsi B 0a3i JaHUX CHCTEMU 3aXHCTy 1 BHUKOPHCTOBYIOTBHCS JUIS
YIIPABIIHHS IOCTYTIOM.

AJNrOpUTMH JOCTYITY OB’ SI3yIOTh MiXK COOOIO:

- dbyHkai ineHTUdikarii Bitanenoro NetManager;

- KJ1acH 00'€KTIB, JIO SIKMX 3/IIMCHIOETHCSI JIOCTYII;

- 103BOJIEH] 1 3a00poHeH1 J3-onepatiii;

- OyZIb-sIKI TPaHW4YHI 3HAYEHHS, 10 OOMEXYIOTh JIOCTYI 3aJlaHMM YacoM JHs 1 / abo
JTHSIMU THKHSL.

Ko mnpaB JOCTYIy HE J0CUTh, (J3-omeparilisi BIIXWIIETbCA. Y I1bOMY BHIAAKY
BUBOJIUTHCS TAKOK aBapIHUI CUTHAI TIOPYIIICHHS TIPaB JIOCTYITY.

[lpm3HauenHs mpaB AocTymy 10 Oa3u JaHUX CHCTEMH 3aXUCTy 3IHCHIOETHCS
aJIMIHICTPaTOpPOM CHCTEMU 3aXUCTy. YTPaBIiHHSA MpaBaMH JIOCTYITy BHUKOHYETHCS 3a
nonomoroto  (3-omepariii. Jloctym g0 camoi 0a3y JaHWX CHUCTEMH 3aXHCTy TaKOX
"3aXUILEHUN" KOHTpOJIepoM Aoctyiry O3.

Ilepesipka cnocmepedicnocmi. Kypnan xowmponio 3axucmy (8 Kou@ieypayisx
EWSD powernode / standalone STP). ®OyHKIiST KOHTPOJIO 3aXWCTy TEHEpYye
TIOBIJIOMJICHHS! JKypHaJTy KOHTPOJIIO 3aXUCTY, SIKI MOXKYTh TIepeaBaTHcs 1 30epiratvcst s
peecTpallii BUMaKIB HaJaHHs JOCTYIy 10 O3:

- TIOBIJIOMJICHHS KYpHATy KOHTPOJIFO TEHEpPYIOThCS MiJ Yac (a3d JaHuX Ui THX
orieparlii, 3a JJOMOMOTIor0 SIKMX MOIU(IKYeThCs 6a3a qanux. Llsg dyHKIs € anbTepHaTHBHUM
BAapiaHTOM VI TPACyBATbHUKA CUCTEMH 3aXHCTY; 3IHCHIOETHCS PEECTpAIIiS THX YK€ CaMHX
JIAHUX Y BUIJBIL CITYy»KOOBOTO 3BITY Yy haitm peectpartii O3, a He B (aiiii 3 pe3ybTaraMu
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TpacyBaHHsI CUCTEMH 3aXHCTY.

- MOXKJIIMBA PEECTpAllisl TOMIA JOCTYIy 10 CHCTeMH (YyCIImHa 1 Oe3MOMUIIKOBA
ayTeHTH(]IKaITisT) BIIAICHUX TPOTPaM.

OOcsT peecTpoBaHUX JaHUX MOXKE OyTH BCTAHOBJICHUM B 3aJIXKHOCTI BiJl BUKOHYBAHO1
dazm.

KpiM Toro, /Isi mepeBipKH CHOCTEPEKHOCTI BHUKOPUCTOBYETBHCS MPACY8AIbHUK
cucmemu 3axucmy. Bci Q3-omnepaiiii, 3a JONMOMOTOI0 SIKMX MOAU(IKYEThCS 0a3a JaHMX,
MOXYTh OyTH 3apeecTpoBaHI 3a JOTMOMOIOI0 TpacyBalbHMKA CHCTEMH 3axucry. Jladi
TpacyBaHHS 30epiratoThcs B ieBHOMY (aiini (aitioBoi cuctemu EWSD. Tlpu nepeBuitieHHI
MOPOTOBUX 3HA4YeHb, BU3HAYCHUX /IS PIBHS 3alOBHEHHS (haiiily, TeHEpYIOThCS BiIMOBIIHI
aBapiiHi curHam. Jlns aHamizy (aitmy 3 pe3ynbTaTaMyd TPacyBaHHS CHUCTEMH 3aXHCTY
NOoTpiOHA TMporpama MOCT-0OPOOKH, sIKa BHUKOHYETHCS HA 30BHIIIHBOMY KOMITTOTEPI.
MosxirBe TpaHCHIOPTYBAHHSI IIHOTO (hailily 3 BUKOPUCTAHHSIM IIPOTOKOITY repeaadi (aiiis.

Buseoenns asapitinux 36imig. 30KpeMa, BUBOAUTHCS 3BIT MPO MOPYIIESHHS MpaB
noctymy. IHdopmaris Tpo BCi TOpYIIEHHS 3aXHCTy, BHSBICHHUX 32 JIONIOMOTOMO
ayreHTHdikaii 1 QyHKIH yIpaBIiHHSI JOCTYIIOM, O(OPMIIIETHCS y BUIVISL 3BITIB MPO
MIOpYIIICHHS TIPaB JOCTYITy. 3BITH MPO TOPYILICHHs MPaB JOCTYITY € TTOBILIOMIICHHS, SIKI
MOXYTh OyTH IepeiaHi 1 30epekeHi B IaM'siTi CHCTEMH.

3.2.4 AgmiHicTpaTtnBHa nporpama gna MML -komaHg

O06pooka irpopmartii, 0OMIH KOO 3MIHCHIOETECST MK NetManager ta By3namu EWSD,
BUKOHYETHCS 3 BHUKOPUCTaHHSIM cTeka OSI-poTokomiB Ha OCHOBI mpotokoimy CMIP.
Ilepenaua MML womaHa BHKOHYETHCS TUIbKM 3a jaornomororo CMIP-nporokony. OTxe,
MEXaHI3MHU 3a0€3MeUYeHHs 3aXUCTy BIIMOBIAAIOTH KOMIIOHEHTaM, OIMCAHUM B po3aut 3
"3axuct (yHKIIIOHYBaHHS 3 BUKOpUCTaHHsIM MML".

3.2.5 3axucT cneuianbHKX nporpam

JI7st cneriaibHIX 3aCTOCYBaHb, B3aEMOJIIFOUMX 3 KOOPAMHAIIIHUM MPOLIECOPOM Y B3I
EWSD 3a pamkamu ceaHCy (HampHKIaz, 3actocyBaHHA 1MM, BiOMIHHI BiA Tporpam
VIIPaBIIHHS KOMaHIaMM), TaKO)K BUMAara€rbCs JOTPUMAHHS IEBHUX 3aXO[IB 3aXHCTY.
AJIMIHICTpYBaHHSI, 1110 BUKOPUCTOBYIOThCS B Tporpamax i1eHTU(hIKaTopiB KOPUCTYBaUIB 1
MapoJiB BUKOHYETHCS TOYHO TaK camo, sK it MML. 3acobu 3axuCTy CremiaIbHUX
3aCTOCYBaHb CKJIA/IAFOTHCS 3 HACTYITHUX KOMIIOHEHTIB:

-3aXUCT JIOCTYIy N0 CHCTeMHU. SIKIO 3’€HAHHA BCTAHOBIIIOETHCS —BiAIATICHOO
MPOLIECOPHOIO CUCTEMOIO a00 cructeMoro NetManager, BOHO 1ICHTH(DIKYETHCS 3 MEPEIKEBOIO
anpecoro. Skmo mnponecop-maptHep Binomuid cucremi EWSD, To iaeHTUdIKAmg 1
ayTeHTH(]IKaIlisl BUKOHYIOTHCSI 3 BUKOPUCTAHHSIM OJIHOYACHO Tepearounx ieHTr]ikaTopa
KOPUCTYyBaua 1 mapoJis;

- 3aXHCT JIOCTYIy JO JaHuX. BIANoBimHa mporpama BiJIaJIeHOTO TPOIEcopa Mae
anMiHicTpyBatucst 'y By3nmi EWSD 1 3a0e3nieuyBaT MOXJIIMBICTH BIIOOpaKeHHS Ha
JIOKAJTBHUM JIOMATOK TS peatizaliii JOCTYITy 3 METOFO MOITYKY CIEIIaIbHOTO 3aCTOCYBAHHSI.
B iHmomy Bumaaxy crnpoba JOCTYIy BIAXWIISETHCS L€ HA €Tall BCTAHOBJICHHS 3'€HAHHSL.
Kpim Toro, igeHTHdikarop KOpHUCTyBaya MOBUHEH MaTd TOBHOBAKCHHS HA BUKOHAHHS
IIHOTO KOHKPETHOTO, CTICIIaIbHOTO (JIOKAJTHHOTO) 3aCTOCYBaHHS,
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- epeBipka crioctepeskHocTi. Lt gpynkiis onvcana B po3aim 3.2.2.

- BUBEJICHHS aBapiiHKX 3BITIB. KOHTPOIIOIOTHCSI HACTYITHI MMOPYITICHHS MPaBWIT JOCTYITY:
BBE/ICHHS HEBIIOMHX IJEHTH(]IKATOPIB KOPUCTYBAUIB 3TiTHO 3 OMHMCOM Yy po3aum 3.2.2;
BBEJICHHS HEBIPHUX TMApOJIIB KOPUCTyBaya y BIAMOBIAHOCTI 3 ONKMCOM B po3aum 3.2.2;
HECAHKIIIOHOBAHI BUKJIMKK CrHEIiabHOI mporpaMu. [IoBTOpHI HeCaHKIIOHOBaHI CIIpoOU
BUKOHAHHSI TIpOrpamMH TPU3BOJATH 10 OJOKYBaHHA 1AeHTU(IKAaTOpa y pasl JIOCATHEHHS
IPaHUIHOTO 3HAYCHHSI.

3.2.6 3axucT gpannis

3acobu 3axXUCTy (paiiliB CKIAAIOTHCS 3 TAKUX KOMITOHEHTIB:

- 3axucT (aimB y daitosiit cucremi CP;

- 3aXUCT (paiiniB, OB'SI3aHUX 3 HILIATOPaMU;

- 3aXUCT (paiiniB, IOB'SI3aHUX 3 TTAPOJISIMU;

- BUBEJICHHS aBapiiHUX 3BITIB.

3axucm ¢hatinie y ¢hatinogivi cucmemi CP. 3a0e3nedeHHsi 3axucTy (aims, 110
30epiratoThCsl Ha JKOPCTKOMY JUCKy EWSD, peanizyeThCsi Ha OCHOBI HACTYITHOI HAsIBHOI
1H(OopMaLIii PO 3aXKCT:

1) 3aXUCT cerMeHTIB iMeH (ailiB;

2) atpuOyTH 3aXUCTy (haiiniB;

3) MICEBIOHIMH.

Sxmio poOuTkes cripoda 3BepHEHHS 10 (haiiTy, TO MOXKIIUBICTh OTPUMAHHSI JIOCTYITY 110
HBOTO BH3HAYAETHCS CILUTHHO BCIMA eIeMeHTaMH 1H(OpMAITii Ipo 3aXHCT.

1). 3axucm ceemenmie imen c¢haiinie. 3aXucT CerMEHTIB iMeH (paimiB 3amodirae
NpU3HAYCHHS orieparopamMyd 1MeH (ailliB, 1IEHTUYHUX IMEHaM, II0 TeHEPYHOThCs
NpOrpaMHUAM 3a0e3MeveHHsIM. TUM caMuM 3a0e3MedyeThcs 30epeKEeHHs TPOIIECIB, 110
BUKOPHUCTOBYIOTH (DIKCOBaH1 iMeHa (haitsiB.

2). Ampubymu 3axucmy ¢hatinis. J1o arpuOyTiB 3aXUCTY (PaiiiliB BITHOCITHCS:

- I03BOJIM Ha JIoCTyT. J[03BONIaMK Ha JOCTYN BU3HAUYAETHCS, UM JO3BOJICHO BHKOHAHHSI
HACTYITHUX Orlepaliii 3 (aitmom: 3miHa iMeHi (aiity, 3MiHa Tepioay 30epiraHHs, BUAAICHHS,
YUTaHHSI, 3aIHC;

- KUTBKICTh TIOTPIOHMX pe3epBHUX Komid. Yncno motpiOHUX pe3epBHUX KOII BU3HAYAE
KUIBKICTh KOMiM, $IKI TOBMHHI OyTW 3aIlFicaHi Ha MarHiTHy CTpiuKy abo mepenaHi y
BIJIIAJICHUI KOMITIOTEp JI0 TOrO, SIK KOPUCTYBayeBl Oy/ie TO3BOJICHO: BUAIUTH JIOKAIbHUI
JIMCKOBUH (DaiiiT; 3BUTPHUTH 00JIACTH KOMIFOBAHHS LIMKIIYHOTO (haiily; BIKPUTH JIOKAIbHUI
JIMCK /17151 TIepe3aIcy

- mepion 30epiranHs. [lepion 30epiraHHs - 11 IHTEpBaA Yacy, MPOTATOM SIKOTO JTUCKOBHIA
(haiin 3aMIaeThesl 3aXMIIEHUM ITICIIST TOTO, SIK TPOLEC "3HSB" 3aXHUCT, SKUN peali3yroTh
703BoJIaMK Ha JIocTytl. [lpoTsarom mepioay 30epiraHHs 3a0e3neuyeThCsl 3aXKUCT (aiiia Bi:
niepeiMeHyBaHHSI; BUIAJICHHS; TIePE3aImucy;

- mparioperib  nepenad.  Ilpanoperns mnepemaui  Bkazye, 4u  OyB (paiyn  ycCIiIimHo
CKOITIOBaHWH MIPUHANMHI OJTUH pas3.

3). Illcesdonimu. TlceBmoHiMM - 1€ JOMATKOBI IMEHA AJIsI CUCTEMHMX (DaiiB, IO
30epiraroThCsl HA MAarHITHOMY JUCKY. Y TIOPIBHSIHHI 3 CUCTEMHHMMH IMEHaMH (haiiiiB BOHU
MAFOTh TaKi ePeBar:

- BOHU MOXKYTh OyTH B Oy/Ib-SIKUi1 yac 3MiHEHI;

70



- 111 M’ IPU3HAYAIOTHCS BIAMIOBITHO /10 TIPABIJL, IPUIHATUX B KOMIIAHII-0NIepaTopa, a He
BCTaHOBJICHUMH B CHICTEMI;

- 3a0e3neuyeThCsl JOIATKOBHUM 3aXUCT Ml yac ceancy FTAM-nepenaui.

Ceanc FTAM-niepenadi mMoke OyTH IHIIIIMOBaHWUN BIITAJICHUM IIPOLIECOPOM TUIBKH
IUISIXOM 3a3HaueHHs TceBAoHIMA. Skimio (aily He Npu3HAYeHWI IICEBIOHIM, TO BIH HE
Moxe OyTH repenanuii B pexumi F'TAM 3 BAKOPUCTaHHSIM CUCTEMHOT'O iMeHI (paiiy.

3axucm ¢hatinis, noe’sazanux 3 iniyiamopamu. ITOBHOBaXEHHS Ha JOCTYM 10 (aiity
PEECTPYIOThCS TSl KOXKHOTO iHiriatopa. [le 3a0e3neuye BiIXUICHHS 3alUTIB HA IOCTYII JIO
(aiiniB, 1110 HAIXOAATH BiJ HECAHKI[IOHOBAHMX IHIIIATOPIB. AJMIHICTPYBaHHS 0a3u JaHUX
JUTSL CHCTEMH 3axHCTy (haiiiliB, MOB'SI3aHOI 3 1HII[IATOpaMH, MOXKEe BHUKOHYBAaTucs 3a (3-
3alUTaMH.

V pasi knacrmanoi koHpirypartii EWSD 1oB’si3aHa 3 iHiIiaTopamu, 3axXucT GaiiiB MOKe
BUKOPHCTOBYBATHCS B SIKOCTI AJI-TEPHATHBY, 3aXUCT TPYyNH (PaiIiB 3a TOMOMOTOFO TapoJTiB.
OpHak HeoOX11Ha Tpolieypa MOBUHHA OyTH 0OpaHa ITij 4ac iHCTaJISALIII.

IToB’s13aHuit 3 1HIIIATOpaMK 3aXUCT (haiisiB MOYKE BUKOPUCTOBYBATHCS TIPU 3BEPHEHHI JI0
BCIX 30BHIIIHIX IT0TIiB a00 0 ceaHCIB nepeaayi (aiiis.

3axucm gaiinie, nos'szanux 3 napoisamu. 3axuct (aiiB, MOB'SI3aHUN 3 MAPOJIIMH,
peali3yeThcsi B OCHOBHOMY 3a JIONIOMOTOK Tapois Jyisi Tpynu  (aitms, ame BiH
1 ITPUMYETHCSI TAKOXK IPU BUKOPUCTAHHI 3aXUCTY (haiiiIiB, MOB'I3aHO] 3 HII[IaTOpaMH.

JIist otpuMaHHs IoCTyry 110 (paiiiiB, 3aXMIIEHUX 3a JIOTIOMOTO TapoJisi, HEOOX1IHO
niepeaTh apoJib.

Buseoenns asapiiinux 36imig. 30KpemMa, BUBOJUTHCS 3BIT MPO MOPYILEHHS IMpaB
AOCTYILY.

Indopmartist mpo BCi MOPYIIEHHS 3aXUCTy (PaitiiiB 0QOPMIAETECS Y BUTTISIL 3BITIB mpo
TOPYIIEHHS TPAB JIOCTYTIY. 3BiTH TIPO TIOPYIICHHS TPAB JIOCTYTT € TIOBIIOMJICHHS, SIKi
MOXKyTh OyTH Tepe/iaHi 1 30epeKeH] B TaM'ATi CUCTEMH.

3.2.6 3axucT nig 4Yac nepegadi pannis

3acobu 3axucTy i yac nepenadi (haiimiB CKIIaatoThCs 3 TAKUX KOMITIOHEHTIB:

- 3aXHUCT JOCTYITY JI0 CUCTEMH;

- 3aXHMCT JOCTYIIY JIO IaHUX;

- TIEPEBIPKa,_CIIOCTEPEKHOCTI (TUTbKH 1711 FTAM);

- BUCHOBOK aBapifiHMX 3BITIB.

3axucm docmyny 0o cucmemu. PO3pI3HSIOTH JIOKAJBHI CEAHCH TIepenadi JaHuX, 10
3aIyCKalOThCSl B KOOPAMHAIIMHOMY miporiecopi cuctemu EWSD, 1 ceaHcH, 1110 3aITyCKatOThCS
B BIJIQJICHOMY ITPOIIECOPI-TIapTHEPI.

JlokanbHO 1HIIIHOBAaHWI CeaHC Tepenadl JAaHUX MOXKHA 3aIllyCTUTH TUIBKM B paMKax
mianoroBoro ceancy MML, xepyBaHHS SIKUM BHUKOHYETBHCS MEXaHI3MaMy 3a0€3MeYeHHS
3axucty MML. (nuB. po3nun 3.2.2).

Y pa3i AWCTaHIIAHOTO IHIIIIOBAHHA TMepeaayl JaHUX CIOYaTKy BHKOHYETHCS
imeHTUdIKaIlsg Tpoliecopa-apTHEpa Ha OCHOBI Horo wmepexeBoro aapecy. [lotim
BUKOHYETbCS  ifieHTU(]IKamiss 1 ayreHTH(IKAis KOPHCTyBaya 3  BHUKOPHCTaHHSM
ineHTr(iKaTopa KOPUCTYBaYa Ta MapoIis, IO MEPEIAIOTHCS 3 MEPEXKEBOIO aIPECOIO.

B inTepdeiici mepenaui (aiiniB MOXYTh BHUKOPUCTOBYBATHCS HACTYIHI MEXaHI3MH
ayTeHTH(IKALLi:
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- MEXaHI3M 3aXHCTY 3a JOTIOMOTOIO IMPOCTHX TIAPOJIIB KOPUCTYBAYA;

- MEXaHI3M 3aXHMCTy 3a JIOTIOMOTOIO MPOCTUX TMapOJIiB 1MEHTU(PIKYIOTh KOPUCTYBAYIB 3a
11eHTH(IKATOPOM 1HIIIATOPA 1 AyTEHTI(IKYIOTh iX 3 BAKOPUCTAHHSM ITPOCTOTO MapOJis;

- MEXaHi3M 3aXHCTy 3a JIOTIOMOTOFO 3aIi(POBAHMX MAPOITiB KOPUCTYBAYA;

- MEXaHI3M 3aXUCTy 3a JIONOMOTOK 3al(poBaHMX TApOJiB  1AEHTU(IKYIOTh 3a
11eHTH(IKATOPOM 1HIITIATOPA 1 ayTEeHTU(DIKYE TX 3 BAKOPUCTAHHSIM 3alT(PPOBAHOTO MAPOJIIO.

3axucm oocmyny 0o oawnux. Jna ceanciB mepenadi (ailyliB 3aCTOCOBYIOTHCS BCl
MeXaH13MH 3aXUCTy (aitiB, onmcani B po3au 3.2.6.

[epenaya (aiiniB MOXITHBA TUTHKK B TOMY BUIIQJIKY, SKIIO HII[IATOpP Ma€ 1IEHTU(IKATOP
3 MOBHOBXECHHSMM HAa BUKOHAHHS KOMAaHJ Tepenadi JaHUX I JOKaJIbHO IHIIIHOBAHUX
ceaHciB nepenadi (IuB. po3ai 3.2.1).

Ilepesipka cnocmepesicnocmi  (minoku 01 FTAM). Buxigai TOBIIOMIICHHS,
AaBTOMATMYHO BHIAIOTHCS 3aCTOCYBAHHAM TMiepefadi AaHux FTAM it BCIX YCIIIIHO
peaTi30BaHMX CEaHCIB mepeayl (MoYaTokK 1 3aKIHYEHHS), 3alMCYIOThCS B (haiiyl XpOHOJIOTTi.
Kosken 3anuc MiCTUTh HACTYITHI J1aHi:

- 1araiy4ac;

- KOJT KOPHCTYBaua;

- IM’s1 TIporIecopa-TiapTHEpa;

- FTAM-naui.

Ha ocHoBi 11i€i 1HbOpMAITii 3aBXI1M MOYKHA BU3HAYUTH, sIK1 (haiiyiv 3ampoITyBaIiuCs], Bij
SKOTO MPOLIECOPa HAINILIOB 3aIUT, KU BUKOPUCTOBYBABCS KOJI KOPUCTYBaya 1 Kyau Oyiu
niepeaHi haiim.

Bucnosok asapivinux 36imie. KOHTPOIIOIOTHCS HACTYITHI TOPYILEHHS MIPABHJI IOCTYITY:

- BBE/ICHHSI HEBIIOMHUX 1EHTH(IKATOpIB KOPHCTYBadiB y BIIMOBIAHOCTI 3 OIMKMCOM B
posmini 3.2.3;

- BBE/ICHHSI HEBIPHHUX MApOJIiB KOPUCTYBaYa y BIAMOBLAHOCTI 3 OMMCOM B po3aimi 3.2.3;

- HECAHKIIIOHOBAHI ceaHcH niepeayi (ailmn

IToBTOpHI cripoOu 3amycKy ceaHcy nepenadi (ainiB, He3BaKaOUM Ha HEAOCTaTHI MpaBa
Ha BUKOHAHHS KOMaHJIY, IMPU3BOIATH 0 OJIOKYBaHHS 1AeHTHU(dIKATOpa KOPUCTyBaya B pasi
JOCSTHEHHS TOPOTOBOTO 3HAYCHHSI.

3.3 IP-3axucr B mepe:xax TCP/IP

Jlns 3a6e3neuennst 3axucty ¢yHkiionyBaHuss EWSD uepe3 TCP/IP BUKOPUCTOBYEThCS
Gbynkis "3axucty internet-tiporokony” (IPSEC).

IPSEC 3a0e3riedye 3aXUCT 3'€JHaHh MK MepexxHuME Byznamu EWSD 1 NetManager (a60
HIIMMHU OTEpaLiiiHIMU CHCTEMaMH, 110 MIATPUMYIOTh It0 (yHKII0). J{yist TpakTiB nepenayi
13 3axucTOM 3a IonoMororo /PSEC B IKOCTI TIapaMeTpiB BUKOPUCTOBYIOTHCS HACTYITHI JIaHi:

1. IP-anpecu (MepexeBHX By3IiB, cuctemu NetManager);

2. Pexum mpoTOKOMy: ayTeHTH(IKaliiHUNA 3aronoBok (AH) Ta/abo IHKArCysroroue
3aXHMCHE KOPHUCHE HaBaHTaXeHHS (ESP);

3. BUKOpUCTOBYIOTHCS METO/IM IIIU(DPYBAHHS;

4. Kpunrrorpadiui kmodi (Ij1sI KOXKHOTO PEKUAMY TPOTOKOIY 1 3aXHUIINEHOTO TPaKTy
nepeayi).

AnminictpyBanHst I[PSEC-3’€iHaHb 311HCHIOETCS 32 JOMOMOTroro tiporpamu "IP Security
Administration"  ("AnminictpyBanust  IP-3axucty") cuctemu  NetManager. Ilpu
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BUKOPHCTaHHI IIbOTO 3aCTOCYBaHHS MOXKE€ BHKOHYBATUCS peecTparlisi ado Moaupikariis
napaMeTpiB, a TaKOK TIEpPEeBIpKa IMX IMapaMeTpiB Ha HecyrepeuHicth. KpiM Toro, 3a
JIOTIOMOT'OF0 ITHOTO 3aCTOCYBaHHSI BUKOHYETHCSI PO3MOJIUT MapaMeTpiB y Mepeki rmepenadi
JTAHUX Ta IX aKTUBI3ALlS.

o —

S

*®

Sanumanns ons CAMOKOHmMpPOJo

Ha sxi kaTeropii moainsitoTees PyHKINT 3a0e3nedeHHs 3aXucTy y By3inax EWSD?
3 SIKUX KOMIIOHEHTIB CKJIaJJal0ThCsl MEXaH13MU 3a0e3neueHHs 3axucty EWSD?

. SIxuM yuHOM 3a0€3Meuy€eThCs 3aXUCT AOCTYIY O CUCTEMU B MEPEKEBOMY BY3Ii

EWSD?
[Ilo Take Kj1acH HOBHOBAXEHH 1 3 IKOK0 METOI0 BOHH BCTAHOBIIIOIOTHCS ?

. SIkuM YMHOM Tpalloe mepeBipka crnocTepexHocTi? Jlns doro HeoOXigHa Taka

(GYHKI[IOHATBHICTH?
HaBenith mopymieHHsT mpaBWil JOCTYITY, 3a SKUMH 3IIMCHIOETHCS KOHTPOJb 3a
I'PAaHUYHUMU 3HAYEHHSAMH. XTO KOHPITypYye 111 FpaHUYH1 3HAUCHHS?

. SIkuM 9mHOM 3MIIMCHIOETHCS QYHKIIS yIpaBiHH A0cTyioM 10 Q37

1o Take >KypHai KOHTpOO 3axucty? J{is goro BiH mopTpideH?
3 SKMX KOMIIOHEHTIB CKJIaJaloThCsl 3aco0u 3axucTy (ainis? Jlakte cruciumii
OTIHC WX KOMITOHEHTIB.

10.3a normoMororo 4oro 3a1HCHIOEThCS 3axucT y mepexax TCP/IP?
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4 OPT AHI3AIIIVHI TA TEXHIUHI 3AXO/IU 3AXUCTY
TH®OPMAIIIL B TIPOT'PAMHO-KEPOBAHUX ATC

Jlami y oMy poO3/iai pO3TIsaeThCcsl KOHKPETHUM TPUKIIAJ opraHizaili poOiT 3
TexHiuHoro 3axucty iHdopmarii B [JATC tunny EWSD.

4.1 Po3pooOka miany 3axucty uugponoi ATC

4 1.1 3aranbHi NoNoXeHHsA

[Tnan 3axucty inpopmariii Ha LIATC Bu3Hauae 3MiCT poOIT BIAMOBIAHO 10 BUMOT
HIA T3I 1.4-001-2000 ,,TumoBe mMmoNOXEHHA MPO CIykO0y 3axucty iHpopMmarii B
aBTOMATU30BaHIN cucTeMi”.

[Inan 3axucty po3poOJII€ThCS Ha MIACTaBl IPOBEIACHOTO aHANI3y TEXHOJOTI]
00poOku 1HpoOpMallii, aHami3y PHU3UKIB, CHOPMYJIbOBAHUX THUMYACOBUX IOJIOKEHb
noiTUKK Oe31neku iHdopMaliii.

besneka indopmarnii — 1e crtaH CTIMKOCTI 1HGOpMalii A0 BHUIIAJKOBUX Ta
3TOBMHUCHHUX JIid, 110 BUKJIFOUA€E HEJOMYCTUMI PU3UKH ii 3HUIICHHS, CIIOTBOPEHHS Ta
PO3KPUTTS, SIKI MOXYTh MPUBECTU MaTepiajibHI BTPATH BIACHUKY a00 KOPUCTyBauy

1HbOopMaIlii.
[Mudposa ATC wmacudikyerncst 3rigao HJ[ T3I 2.5-003.99 sx aBTomaTH30BaHa
cuctema kiacy ‘3”7 — posmojaiieHud OaraTOMalIMHHMNA 0araToKOpUCTyBaueBUN

KOMIUIEKC, SIKUI 00po0Jisie 1HpOopMaIllito PI3HUX KaTeropii KOH(IAEHIIIHOCTI.

4.1.2 MeTa 3axucty

1. 3axuct Ha IIATC xondineHmiiiHoi iHdopMallii, sika i HaJICKUTh, YU SKOIO
BOHA PO3IMOPSIKAETHCA, a caMme I BIJIOMOCTI, IKi € BJIACHICTIO BJIACHMKA CTaHIIII,
MOB’sI3aH1 3 TEXHOJIOTIYHOIO 1H(OpMAIli€l0, YNpaBiIiHHAM, (iHaHCAMHU, HAJAHHIM
nociuyr Ta iHmow maisuibHICTIO [IATC, mo HEe € Jep’KaBHOK TAaEMHHIICHO,
pO3roJIoNIeHHs (Tepeaayda, BUTIK) SIKHX MOXKE 3aBAATH IIKOIU HOTO 1HTEpecaMm.

2. 3axucT iHpopMaIii 3 00MeXEHNUM JTIOCTYIIOM, IO € BIACHICTIO JEP>KABU.

3. 3axucCT BIIOMOCTEH, fAKI CKJIaJaloTh KOMEpLINWHY, OCOOHCTYy Ta 1HIIN BHUIU
TaEMHUIIb, K1 TJISITAI0TH 3aXUCTY.

4. 3axuct BIAKpUTOI 1HGOpMaIllii, BaXKJIUBOI i1 0COOU, CYCHIIBCTBA 1 JIEPXKABH,
sika 30epiraeTbes Ta upkyroe B [IKC.

4.1.3 OCHOBHI 3aBOaHHS 3axnUCTy

1. 3a0e3neueHHs] BH3HAYECHUX IOJITUKOIO OE3MEeKH BIIACTUBOCTEW 1HGopMaIlii
(KOH(IAEHIIIAHOCTI, IITICHOCTI, JHOCTYIMHOCTI) MM/l YaC CTBOPEHHS Ta EKCIUTyaTallii
HATC.

2. CBo€yacHe BUABIICHHS Ta 3HELIKOJUKEHHS 3arpo3 pecypcaM LIATC, npuunH Ta
YMOB, 5IKI MOXYTb IPUBECTH JI0 MOPYIICHHS ii QYHKIIOHYBAHHS Ta PO3BUTKY.

3. CTBOpeHHs MEeXaHi3My Ta YMOB OIEPAaTUBHOIO pearyBaHHs Ha 3arpo3u Oe3melli
1H(opMariii, iHII11 TPOSIBU HETAaTUBHUX TeHACHIIIN y (yHKIionyBanHi [IATC.

4. EdpextuBHe nomnepemxenns 3arpo3 pecypcam LIATC Ha 0CHOBI KOMIUJIEKCHOTO
BIIPOBA/DKCHHS  MPABOBUX, MOPAJIbHO-€TUYHUX, (I3UYHUX, Opra”izalliiHux,
TEXHIYHUX Ta 1HIIMUX 3aX0/1B 3a0e3eueHHs Oe3IeKH.
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3. VopaBninHs  3acobamu  3axucTy  iHpopMalii, yHOpaBiaiHHS  JOCTYIIOM
kopuctyBauiB 70 pecypciB IIATC, koHTpoab 3a iX poOOTOH 3 OOKYy MNEepCOHAITY
CIy)KOM  3axucTy  1HQopmarlii, omneparuBHE  CIOBIMIEHHS TPO  CIpoOH
HECAHKI[IOHOBAHOTO OCTYITy 110 pecypciB LIATC .

6. PeecTpartis, 301ip, 30epiranas, oOpoOka JaHUX MPO BCl MOJIi B CHUCTEMI, fKi
MarOTh BIIHOIIICHHS 10 Oe3neku iHdopMailii.

7. CTBOpeHHS YMOB Il MAaKCUMaJbHO MOMJIMBOTO  BIiJIIKOMYyBaHHS Ta
Jokamizamii 30WTKIB, IO HAHOCATHCS HECAHKI[IOHOBAaHUMHU MisiMU (I3UYHHX Ta
IOpUIUYHUX OCI0, BIUIMBOM 30BHINIHBOTO CEPENOBHINA Ta IHITAMUA YUHHUKAMH,
3MEHILIEHHS  HETaTMBHOIO  BIUIMBY  HACHiAKIB  MOpPYIIEHHA  Oe3MeKku  Ha
¢byukuionyBanus LIATC .

4.1.4 OcHoBHi 06’eKTK 3axUCTY:

1. BimomocTi, BigHeceHi mo0 iH(opmarii 3 oomexxenum goctynom (I30][]) abo
IHIIUX BUJIB 1H(OpMaIIi, 10 MIJIATal0Th 3aXUCTY, 0OpOOKa SIKUX 3IMCHIOETHCS Ha
HATC 1 axi MOXYTh 3HAXOJUTHCh HA MAalepOBHX, MArHiTHUX, ONTHYHHUX Ta 1H.
HOCISIX.

2. Indopmamiiini macuBuM Ta 0a3u JAaHUX, NPOTrpaMHE 3a0€3MEYEHHs, 1HIII
1H(DOpMaIliiiHI pecypcHu.

3. ObnagHanHs By3Jla KOMYyTallli Ta 1HINI MaTepiajibHl PEeCypcH, BKIIIOYAIOYU
TEeXHIYHI 3acobm Ta cuctemu, ski He o0poOmstore [30]], ame 3HaxomaThCs y
KOHTPOJIbOBaHIN 30H1, HOCIT 1H(pOpMaIIii, mpouecH 1 TexHoJorii i1 00poOku. TexHiuHi
obJacTi, B AKMX HEOOXITHO 3axulaTy iH(popMmailiiine Ta mporpamHe 3a0€3MeueHHs —
poboua craniis, ¢pi3udHa Mepexa Ta KoOMyTalliiiHe 00JiaTHaHHS.

4.3acobu Ta cuctemMu (GI3UYHOT OXOPOHU MaTepiaJbHUX Ta 1H(POpPMAIIHHUX
pecypciB, OprasizailiiiHi 3aX0i1 3aXHCTY.

3. Kopuctysaui LIATC.

4.1.5 3arposu iHpopmauii B LUATC
Omuc 3arpo3 indopmariii B [IATC naBeaeHo y posa. 2.1.3 ta 2.2.

4.1.6 lMonituka 6e3nekun iHpopmauii Ha LLATC

[Monituka 6e3nexu (I1b) inpopmarii LIATC 6a3yeTscst Ha TAKMX JOKYMEHTaX:

- 3akoH Ykpainu ,,IIpo 3axuct iHdopmariii B aBTOMaTH30BaHUX CHCTEMax Bif
03.07.94 p.;

-HA T3I 1.1-001-99 ,,Texuiunmii 3axuct iHPOpMAIll HA MPOTPAMHO-KEPOBAHUX
ATC 3aranpHOrO0 KOprctyBaHHs. OCHOBHI MOJIOXKEHHS .

[Tin nomitukoro Oe3neku 1HGpoOpMaIii pPoO3yMie€TbCs HaOip BUMOT, IIPaBHIL,
0OMeXeHb, PEKOMEH 1AL/ TOIIO, K1 PErIaMeHTYIOTh MOPSIOK 00poOKkHU 1H(popmMaii 1
CIIpsIMOBaH1 Ha 3aXUCT 1H(GOpPMaIIii BiJ] TEBHUX 3arpo3.

[ToniTuka 6e3neky BU3Ha4ae iHGOPMaLIiiHI pecypcH, siKi HOTpeOyIOTh 3aXUCTY, Ta
Kareropii iHpopmartii.

dopmyrotees 3arposu s LIATC, nepconany, iHdopMaliii pi3HUX KaTeropii Ta
BUMOTH JI0 3aXMCTY Bija 1ux 3arpos. I[Ib Bkitoyae B cebe BUMOrM 70 3a0e3MeueHHs
KOH(]1AEHIIIMHOCTI, IIUTICHOCTI Ta JOCTYITHOCTI 1HGOpMallii, sika 00pOo0IS€THCS.
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[TomiTtrka Oe3mekw BH3HAYAE TaKli AacCHEKTH 3a0e3MEeUeHHs] 3aXHIIEHOCTI
1H(opMarliitHuX pecypciB y TexHoJoriuHOMY cepenoButill ATC:

- TapaHTii Oe3MeKn cepeIOBUIIA TEPCOHAIY;

- TapaHTii CTaHAapTH3AIlil TEXHOJIOTIYHOTO CePEIOBHUIINA;

- rapaHTii 3a0e3MEeYeHHS CIOCTEPEeKEHHST W KEPOBAHOCTI TEXHOJIOTIYHOTO
CepEeIOBHIIIA;

- rapaHTii 3a0e3nedeHHs KOH(1ICHIIIHOCTI 1 UTICHOCTI 1H(QOpMaIITHUX pecypciB
TEXHOJIOTIYHOTO CEPEIOBHUIIA;

- TapaHTIi AKOCTI JOKyMEHTAIIIi.

Hopmanbae ¢ynkmionyBanass ATC Ha BCiX cramisx i JKHTTEBOTO IUKITY
3a0e3nedye mepcoHa, TOMy HEOOXiTHO 3a0e3MeUnTH 3aXHUIIEHICTh 1HGOpMAIITHIX
PECYPCIB Bif] IX TOMUIKOBUX 1 3TOBMUCHUX JTIH.

Bumoau 0o nepconany exnouaroms y cebe:

- BUMOTHM JI0 CHCTEMM oOpraHizaiii mpami — 3a0e3ledyeHHs BiAMOBIIHOCTI
kBamidikaiii MepcoHaly CKjJIaAy BHKOHYBaHMX pOOIT, cHUCTeMa MiABUILECHHS
KkBai(ikalii Touo;

- BAMOTH JI0 KOHTPOJIIO CHCTEMHU OpraHizaiii mpaimi — KOHTpOJb KBajidikarii
nepcoHaty, aHadi3 1 KOHTPOJIb CUCTEMHU MiABUIIEHHs KBajidikallii, aHali3 CUCTEMHU
nia00py KaJpiB, aHai3 PO3MOJIY MOBHOBaKEHb, aHAI3 CHUCTEMH OIIIHKH SIKOCTI
mparii TOIIo;

- BUMOTH J0 TOBEIIHKM NEepCOHAly B POOOYMIl yac — MIATPUMAHHS 3arajbHOI
JTUCITUTUTIHY TIpaIli, BAKOHAHHS TIPaBUJI pOOOTH 3 CEKPETHOIO 1HPOPMAIIIEIO Ta 1HIIIE;

- BUMOTH JI0 KOHTPOJIO TOBEMIHKK MEPCOHATy B pOOOYMI Yac — KOHTPOJb
BUKOHAHHS TEXHOJIOTIYHOI JUCIUIUIIHU 1 TOBEOIHKA MEpPCOHATY Yy poOoumii dYac
TOILIO;

- BUMOTH JI0 TIOBEJIHKH MEPCOHANTy B HEpOoOOuYMi 4ac — BIACYTHICTH (DakTiB
AHTUTPOMAJICHKOI JISUTBHOCTI, aHOMAJIH y MCUX0(i3UYHOMY CTaHi OpraHi3mMy 1 Take
1HIIIE;

- BAMOTH JI0 KOHTPOJIO TIOBEIIHKH IMEpPCOHATy y HepoOOuYuii dac — KOHTPOJIb
JOCTOBIPHOCTI IaHUX MPO MEPCOHAJ, ePEeBipKa CTaHy 370POB’ s IEPCOHATY.

Jlns 3a0e3nedeHHs TapaHTiil sIKOCTI CTaHJapTU3aIlli TEXHOJOTTYHOTO CepeI0BUIIIA
HEOOXiTHO BUKOHATH BUMOTHU: JI0 TIOBHOTH OOXBaTy HOPMATHBHUMH TOKYMEHTaMU
(HJI) ememenTiB cepenoBuia, g0 moBHOTO oOxBaty HJI eneMeHTIB TEXHOJOTiH
po0oTH B cepenoBuiill Ta A0 piBHA BiamoBimrocti HJI.

3abe3nedeHHs] CIIOCTEPEKHOCTI Ta KEPOBAHOCTI TEXHOJOTIYHOTO CEPEeIOBHUIIA
3aNeKUTh B BUKOHAHHS BUMOT: 110 €(QEKTUBHOCTI ayIuTy TEXHOJOTIYHOTO
cepenoBuia, A0 ayreHTHdIKaii cy0’ekTiB Ta imeHTH]iKamii 00 €KTiB (IPOIIECIB,
pecypciB), 10 cepTu(iKOBAHUX MIIAXIB KEPOBAHOCTI TEXHOJIOTIYHUM CEPEIOBHUIIEM.

Bumorn no 3abe3nedeHHs KOHGIMEHIIMHOCTI Ta IUTICHOCTI 1H(pOpMAIIHHIX
pecypciB TEXHOJIOTIYHOTO Cepe0BUINAa BKIIOYAIOTh B ceOe: BUMOTH JI0 peajizallli
npaBusl po3MmexyBaHHsa goctyny (IIP[]), mo peamizamii mociyr HOBTOPHOTO
BUKOPHUCTaHHS 00’ €KTIB, O 3aXHIICHOCTI BiJl TAEMHUX KaHAJlIB BUTOKY Ta KaHalliB
crietiasibHOrO BIUMBY Ha eneMeHTH ATC, no ¢i3u4HOi HUTICHOCTI, pO3MEXYyBaHHSI
000B’sI3KIB Ta CAMOTECTYBaHHIO 00’ €KTIB.
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Jlna 3a0e3meueHHs rapaHTiil IKOCTI TOKyMeHTalli HeOOX1JTHO BUKOHATH BUMOTH:
70 TIOBHOTH JIOKYMEHTAIlli, JO0 pIBHSA JeTajiizalii omucy cepenoBuina Ta/abo
TEXHOJIOT1i, JOCTOBIPHOCTI 1H(OpMAaIli B JOKyMEHTaIlli, A0 SKOCTI OhOpMIICHHS
JIOKyMEHTAIIIi.

[ToniTuka Oe3neku Mae OyTH 3aBepllieHa IJIAHOM 3axUCTy 1HGOpMallii, y SKOMY
B1J100pakal0ThCsl OCHOBHI BUMOTH 1 MOJIOKEHHS 1HGOPMAIIHHOT 0e31eKH.

4.1.7 KaneHgapHun nnaH pobit i3 3axmcTy iHpopmauii Ha LLATC

Ha mincrasi HJ T3I 1.4-001-2000 ,,TunoBe MOJOXEHHS TPO CIyk Oy 3aXUCTY
iH(opMallii B aBTOMaTU30BaHIM CUCTEMI” CKJIAIA€ThCs KaJeHAAPHUM IUIaH poOiT 13
3axucTy iHpopmarrii Ha [IATC.

Bin Moe MaTu Taki po3aiuIu:

- Oprasizaliiiti 3axo/iu;

- KOHTPOJILHO-TIPABOBI 3aX0/IH;
- mpoiTaKTUYHI 3aX0]IH;

- po0oTa 3 Kaapamu;

- IHKEHEPHO-TEXHIYHI 3aXO/IH.

Opranizaiiiiti 3aX01 3aXUCTy iH(pOopMaLii — [[e KOMIUIEKC aJAMIHICTPAaTUBHUX Ta
00OMeXyBallbHUX 3aXO0/1B, CIIPSIMOBAHUX Ha OINEpPAaTUBHE PO3B’SI3aHHS 337a4 3aXUCTY
[UIIXOM pEerJIaMeHTallll TisJIbHOCTI MEePCOHANy 1 MOpAAKY (PYHKIIOHYBaHHSI CHUCTEM
3a0e3nedeHHs iHGOpMaIiitHOT TIsITBHOCTI Ta 3ac00iB 3a0e3meuenns T31.

J10 KOHTPOJIBHO-TIPABOBUX 3aXO/1B MOXKYTb OyTH BiTHECEHI:

- KOHTPOJIb 32 BUKOHAHHSIM TEPCOHAIIOM (KOPHCTyBa4aMH) BUMOT, BiJlITOBITHHUX
IHCTPYKIIiH, pO3NOPSI’KEHb, HAKa31B;

- KOHTPOJIb 32 BUKOHAHHSM 3aXOJiB, pO3pPOOJICHUX 3a pe3yJbTaTaMH TOMEPEIHIX
NepPEBIPOK;

- KOHTPOJIb 3a CTaHOM 30epiraHHs Ta oO0iry HoOcCIiB 1HQopmarlii Ha poOouMx
MICLISIX.

Jlo mpodinakTUYHUX CI1J BIJHOCUTH 3aXOJd, CHPSIMOBaHI Ha (OPMYBAaHHS Y
MEPCOHAly Ta KOPUCTYBadiB MOTHBIB TIOBEIIHKH, $KI CIHOHYKAalOTh 1X [0
0€3yMOBHOTO BHUKOHAHHS Y MOBHOMY 00Cs31 BUMOT PEXHMY, MPaBWJI MPOBEACHHS
poOiT TOIIO.

[lnanyBanHsT poOOTM 3 KaapamMu BKIIOYAE 3aX0au 3 MiAOOPY Ta HaBYAHHS
MEPCOHANTy 1 KOPUCTYBa4iB BCTAHOBJICHHM TIpaBuiIaM Oesneku iH(opmarlii, HOBUM
METO/aM 3aXUCTy, MIIBUIIECHHS iXHBOT KBasTi(piKaIii.

Jlo  1H)KEHEpHO-TeXHIYHUX  CJIIJI  BIJHOCHUTH  3aXOJM, CHOPSMOBaHI  Ha
HaJIaro/KCHHsI, BUIIPOOOBYBaHHS 1 BBEJCHHS B CKCIUIyaTallilo, CYMpPOBO/DKEHHS U
TEXHIYHE 00CIyrOBYBaHHS allapaTHUX 1 MPOTpaMHUX 3ac001B 3axUCTy iH(opMaIIii Bij
HCJl, xommiekciB 3axucty iHdopmMalii BiJ 3arpo3 TEXHIYHUMHU KaHAJIaMH Ta
KaHaJaMU CHEIIaIbHOTO BIUIMBY, 1H)KEHEPHOTO OOJIaHAHHS CIIOPY/ 1 IPUMIIIICHb, B
SIKUX PO3MIIIYIOThCS 3ac00u 00poOKH iH(OpMaIlIii TOIIO.

[TomiTrka Oe3mexky Ta KOMILIEKCHHH TIJIaH i1 peai3allii € OCHOBOIO Il TOOYI0BU
Ta (PYHKIIIOHYBaHHS CUCTEMH O€3IEKH.
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4.2 Po3po0Oka 3ax0AiB 3aXUCTy Bil BUTOKY iHGopMalii TeXHiYHUMU
KaHaJIaMHu

36epexxendss  iHGopmaniiHuX ~— pecypciB ATC  BH3HayaeTbcsl  YMOBaMH
3a0€3IMeUeHHs X 3aXMIINEHOCTI Ha CTaHIll Ta B Mepexi. J[ms pimeHHs 1iei 3amayi
PO3pOOIISIETECST cUcTeMa 0e3MeKr, OCHOBHUMH (DYHKIIISIMU KO1 € 3aXUCT 1H(popmarlrii
npu ii 00poO1ii Ta nepenadi kaHamamu 3B’ a3ky Big HCJl mo Hei, Bij pi3HOMaHITHUX
POrpaMHO-TEXHIYHUX BIUTUBIB, a TAaKOX BiJ BUTOKY TEXHIYHUMHU KaHAJIaMU 32
paxyHOK MOOIYHUX eIEeKTPOMArHiTHUX BUIIPOMiHIOBaHb Ta HaBoAok (IIEMBH).

4.2.1 OuiHKa goni TexHIYHMX KaHarniB BUTOKY Y 3aranbHin 6esneui

B ATC ocHoBHa yBara mpualIsieThcs NMUTaHHAM 3axucty iH(opmarii Big HCJI.
3axoau 3axucty iHpopmarii Bix [IEMBH 3yctpiuaroThes piko 1 3aCTOCOBYIOThCS Y
0COOJIMBO BIAMOBIJANBHUX BUIAJKaX. Lle MOSICHIOEThCS TUM, 110 31MCHEHHS PI3HUX
BuniB HCJI, sk Bcepeauni IIATC, Tak 1 30BHI 3 Mepex, HE MOTpPeOye BEIUKUX
BUTpPAT, OCKITbKA BHKOHYETHCS 3 BHUKOPHUCTAHHSIM IITATHUX TEXHIYHUX 3aco0iB
camux IIATC. Hwmosipuicts atak 3a paxyHok HCJ[ B ATC xayke BHCOKA.
Opranizanis nepexormieHHs iHpopmariitHux curnaniB kananamu [IEMBH notpeOye
BHCOKHX BHUTpAT, TaK SK TOB’si3aHa 3 BUKOPHUCTAHHSIM CHEIIaTbHUX KOMILJIEKCIB
nepexBaTy. KpiM TOro, MpOBEACHHS TaKMX aTraKk MOXJIMBE JIMIIE TPU YMOBI
pO3TaIlyBaHHS anmaparypu NEpPEeXOIUICHHS B Oe3MocepeHii OJM3bKOCTI Bl 00’ €KTa,
y BIAHOIICHHI JIO SIKOTO MPOBOJUTHCS aTaka.

AJne HemooliHKa 3arpo3 BUTOKY iH(opmanii kananamu [IEMBH npusBoguts a0
TOT0, 110 BOHU MOXKYTh CTaTH CaMHUM BPA3JUBHUM MICIIEM B CHUCTEMI 1H(POpMAIIHHOT
Oe3reKu.

4.2.2 OpraHi3auis 3axucty iHgopmauii Big BUTOKY 3a paxyHok NEMBH

3axuct iHpopMarlii Bix BUTOKY 3a paxyHok [IEMBH noBunen 6ytu peanizoBanuit
a6o y Bcit [IATC, abo B TUX CETMEHTax, /¢ OOpOOJIAE€TbCS HAWOIIBIN BaKJIMBA
iHpopMmarisa. Takxoro 3axucty Ha LIATC, B nepury yepry, noTpeOyroTh MPUMIIIEHHS
IEHTPY TEXHIYHOI eKCIuTyaTallii, OCKUIbKM TaM OOpOOJII€ThCS TEXHOJOTIYHA
iHpopMmarttis. B 3aranpHOMY BUIIAIKy BeepearHi KOHTPOJIboBaHOT 30HU ATC MOXyTh
OyTH BUJLJICHI BHYTPIIIHI 30HU O€3IE€KH, B IKMX MOBUHEH OyTH peasi3oBaHUN 3aXUCT
Big [IEMBH.

Pigui [IEMBH 3anexats Big nmapamerpiB (aMIunitTyau, GopMH, TAKTOBOT YaCTOTH)
CUTHANIB, $SIKI OOpOOJIAIOTHCS, a TaKOX BlJ] KOHCTPYKTUBHOIO BHUKOHAHHS
obnamnanHs. Ili & dakTopu BH3HAuUaIOTh XapaKTep 3aTyXaHHsS BUIPOMIHIOBAHb 3
BIICTAHHIO Ta paAlyc 30HU-2 (MIHIMaIbHO HEOOXI1JHOT KOHTPOJIHOBAHOI 30HU)
HABKOJIO oOnagHaHHs. HallOuipln MOTYXKHI BUIPOMIHIOBAHHS 1AyTh BiJl MOHITOpPIB
I[TEOM, a Takox ¢izmunumu diHisMu. [Hmi Texaigni 3acodu [[ATC yTBOpIOIOTH
OUTbII HU3bKI PIBHI BHUMOPOMiHIOBaHHA. OKpIM BUIPOMIHIOBAHb KaHadd BUTOKY
BUHUKAIOTh B PE3YyJIbTaTl €JIEKTPOMArHITHUX HABOJOK Ha KOJIa, SIKI BUXOAATH 32 MEXI
KOHTPOJIbOBAHOT 30HU (EJIEKTPOKMBIICHHS Ta 3a3€MJICHHS, OXOPOHHA Ta MOXKapHa
CUTHaJji3alli) Ta IHIUX (PaKTopiB.
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SAx npaBuno, Ha [IATC 6inbiy yactuny kanaiaiB [IEMBH Hamaratotbcs 3akputu
Oprasi3aliiiHo-TeXHIYHUMHU pimieHHsAMU. [[pobremy BUNpoMiHIOBaHb (DI3UYHUX JIIHIN
MOKHa 3HATH BHUKOPUCTAHHSM KPUNTOTPa(piqHOrO 3aXUCTy YU BHUKOPUCTAHHSIM
BOJI3. Cuctemu enexkTpoKUBICHHS, 3a3€MJICHHSI Ta CUTHATI3aIii MOXKHA PO3MICTUTH
y KOHTPOJIbOBaHIN 30H1. BUKOpHCTaHHS TaKMX 3aXOMA1B 3HIKYE HMOBIPHICTh BUTOKY,
aie He Bupimye TmoBHICTIO mipobsemu IIEMBH, Ttak sk 3anummaroTbes
BUMPOMIHIOBaHHS MOHITOpIB Ta (I3UYHUX JIHIA (HA HEOXOIUICHHX 3aXHUCTOM
TUJISTHKAX ), 1 HEOOX1THO BUKOPUCTOBYBATH J0JIaTKOBI 3aX0/IA 3aXHCTY.

B 3aranpHOMYy BUNaaKy MOTPiOHO BUOpATH KOMIUIEKC TEXHIYHUX 3aCO01B 3aXUCTY.
[Ipu nboMy HEOOXITHO BpaxoBYBAaTH psf 3arajJbHUX BHUMOT, SIKI MpeAa SBISAIOTH 0
TaKOTO KOMIUIEKCY: €(EeKTHBHICTh, EKOHOMIYHICTh, BIAMOBIJHICT OCHOBHUM
XapaKTepUCTHKAM CHCTEM, HaJ1MHICTb 1 T. 1.

Kommiekc Moke BKIIFOUATH aKTHUBHI Ta MACUBHI TEXHIYHI MIPH 3aXUCTY. AKTHBHI
3aX0JM TIOJISITAIOTh Y MACKyBaHHI (3allymyieHH1) MOOIYHMX BHIIPOMIHIOBaHb Ta
HABOJIOK TOOJIM3y TEXHIYHUX 3aC001B IMMPOKOCMYTOBHX IIIYMOBHX CHTHAJIB, SKi
nepeBuInyoTh 3a piBHeM curHaiau [IEMBH. Jlo HuUX BigHOCSTHCS, B OCHOBHOMY,
reHepatopu 1mymy. [lacuBHI 3aX07u 3aXHCTy CHOPSIMOBaHI Ha Ocla0JIeHHS MOOIYHHUX
BUIIPOMIHIOBaHb Ta HaBOJAOK. J[0 HUX BIAHOCATHCSA €KpaHyBaHHs, (uIbTparllis,
CXEMHO-KOHCTPYKTHBHa JOpoOKa Ta 1H. SIKi came 3axoau MOTpiOHO peasizyBaTH, B
KOXXHOMY KOHKPETHOMY BHUIIAJIKy PO3IJIAIAETHCS OKPEMO.

HezanexxHo Bix TOro, siKi 3aCO0M 3aXUCTY OyIyTh MPUNUHATI, MOTPIOHO MPABUIHHO
po3paxyBaTd pajJilyC 30HHU-2, SKHM XapaKTepU3ye€ MIHIMAJIbHY BIJCTaHb BIJl
TEXHIYHOT0 3aco0y, Ha TPaHUIll Ta 3a MEXaMHU SIKOTO BIJTHOIICHHS CUTHAI/IIyM He
NEPEBUIILYE HOPMOBAHOTO 3HAUYCHHS.

4.2.3 Po3paxyHOK rpaHuub 6AmkHbOT Ta AanbHbOT 30HM Npy BuMipax NEMB

JIns BUOOpY HAJIEKHOTO PIBHS 3aXUCTy TEXHIYHUX 3ac00iB 00poOku 1H(opmarii
HEOOX1THO BHUMIPATH PIBEHb MOOIYHUX EJICKTPOMArHiTHUX BHUIPOMIHIOBAaHb Ta
po3paxyBaTuh paJlyC 30HU-2, Ha TPaHUIl Ta 3a MeXKaMu SAKOi BIJHOIICHHS
CUTHAJI/TIIyM HE TMEPEBUIIUTh HOPMOBAHOTO 3HAYCHHS. B 3araqbHOMY BUIAIKY IS
BIJICTAHP MOK€ 3HAXOJWTHCHh B OJVKHIN, MEpexigHi 4u nanmbHIA 30HI. B Mexax
KOXHOI 3 30H 3racaHHsI eIEKTPOMArHITHOI XBUJI OMUCYETHCS PISHUMH aHATI THYHUMHU
3QJICKHOCTSIMU. YMIHHSI BIPHO BH3HAYUTH TPAHUIl 30H HEOOXIMHE ISl OJCp>KaHHS
00’ €KTHUBHOI OILIIHK! BEJIUYUHU 30HU-2.

B nanuit yac rpaHuMIll 30H BHU3HAYAIOThCS YMOBHO ©0€3 J10CTaTHHOI'O
MaTEMaTUYHOrO a0 EJNEeKTPOAMHAMIYHOTO OOIpyHTyBaHHS. TakuM 4YHHOM, NpH
PO3paxyHKy pajJilyCy 30HH-2 JONYCKAaIOThCSI METOJAWYHI MOTPIIIHOCTI, IO
HEMPUITYCTUMO TpH OpraHizailii 3axucTy iH(popmariii 0OMEKEHOro MOMIMPEHHS Bij
BUTOKY 3a paxyHok [IEMB. Jlna 6arateox TeXHIYHHX 3ac00iB 06p061<1/1 1H(popMarii,
HAIPUKIIA/ EPCOHATBHUX EOM, xapakTepHa BelMKa BEIMYWHA aMILTITYAN HANPYyTH
HEOE3MEeYHOTO CHUTHATy 1 Maja BeIWYMHA aMIUNTyau CcTpymy. Taki mkepena
BIJTHOCSITh J0 €JIEKTPUYHUX BUIIPOMIHIOBAYIB.

bynemo BBaxkatu IIEOM TOYKOBUM €JIEKTPUYHHM BUIIPOMIHIOBAYEM, TOMY IO
HOro po3Mipu ICTOTHO MEHII BiACTaHI /O TOYKHM MOXJIMBOIO TEPEXOIICHHS
iHpopmarii. IlpeactaBumo Horo y BUIVISAI AWNOJNS, po3mimieHoro B Touii O
chepudHOi CUCTEeMH KOOPIUHAT.
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MaremaTuuH1 BUpasu Jyis BUSHaAYCHHs napameTpiB nosis kepena [IEMB moxHa
OJlep)KaTh 3 KJIACUYHOI Teopii TEXHIYHOI eJIEKTPOJMHAMIKA, BUKOPHUCTOBYIOUU
BUpa3u IS BEKTOPHOTO TMOTeHIiany. Bimomo, 10 BEKTOpU HAmpy>KEHOCTI
Mar"iTHoro / Ta ejexTpuyHoro E TMOMIB MOB’sI3aHI 3 BEKTOPHUM IMOTEHIIAIOM
3aNIEKHOCTSIMU:

H=Q0/wrotA, , E={/iwe pu,)rotrotA,,

1e €, - aOCOIIOTHA KOMIUICKCHA JiCIeKTpUYHA MPOHUKHICTD;, A, = u lle™ /(47r);
4, - abCONIOTHA Mar”HiTHa MPOHUKHICTb CEpeNOBHINA; I - CTpyM B MPOBIAHUKY; [ -

JIOB’KMHA TPOBIJHUKA; 7 - BIACTaHb BiJl BUIIPOMIHIOBaYa 0 BUMIPIOBAJILHOI aHTEHU
(TOYKM CIIOCTEPEKEHHS); k - XBUIBOBE YUCIIO.
Po3knaneMo BeKTOpHHMI TMOTEHINan Ha pajiaibHy (A,), KyToBy (A,) Ta

asuMyTaibHy (A,) CKIaIO0BI:
—ikr —ikr

A =Henl coso, A, =-Hon®—sine, A, =0.
4r  r 4r  r

B cdepuuniii cucteMi KOOpAMHAT CKIIAJIOBI BEKTOpPA HAPY>KEHOCT] €JIEKTPUYHOTO
MOJISL OMMUCYIOTHCS HACTYITHUMU BUPa3aMu:

[} a1 ik
=———2e " (—+—)cos8 , 4.1
' 2nwe, (r3 rz) @D
/AR B T S
E,=—i—e¢ " (—+———)sin@ , 4.2
¢ 4rwe, (r3 r’ r) 42)
E,=0.

BekTop HampyXeHOCTI eIeKTPUYHOTO MOl Ma€ BUTISAN E =rE, +6E,. Cumnosi
JiHIi BekTopa E mpoxonasTh y MepuaianbHux IomuHax. CknamoBa E, J0CATaE
MaKCHUMAaJIbHOT'O 3HAYEHHS MpU & = 7/2 B €KBATOPiabHIN IUIOUIMHI Ta piBHA HYJIO HA
oci aunoyis. Tomy BumiptoBanHs [IEMB mnorpiOHO 3m1liCHIOBaTH B HaIpsMi
MakcuMasibHOTO ButipoMmiHioBaHHS [IEOM npu 6 =7/2. CknagoBa E, mpomnopiiiiiHa
cosf Ta JOCSTaE MAaKCUMyMy Ha OCl AMIONs, a B €KBAaTOplajbHIM IUIOMIMHI piBHA
HYJTIO.

3 ypaxyBaHHSM XBHJBLOBOTO OIIOPY cepeaoBuiia Oe3 BTpat p, =(u,/€e,)"?,

IIBUIKOCTI TOMIUPEHHS v, = (&, /€,)""?

Ta JOBXKWHU XBWI A=v/f, BUpa3 (4.2) mus
E,MO0>Ha MPEICTaBUTH Y BUTJIAIL
1 A 1 ;
E, = p,ll —i - e ™. 4.3)
T am? 87’ 2Ar
[Ipu BuMIpIOBaHHI HANPY>KEHOCT1 €NEKTPUYHOI CKJIAJ0BOI MOJS 32 JOIOMOTOIO
CEJICKTUBHUX MIKPOBOJBTMETPIB BUKOPUCTOBYETHCS PEXHM IMIKOBOro abo KBasi-

MIKOBOTO JETEKTyBaHHS. B 1IbOMy BUMAJKy aMIUNTyAa HANpPy>KEHOCTI €JIeKTPUYHOT
CKJIaJIOBOI TOJIsI MOXKe OYTH BUpa)keHa HACTYITHUM YHHOM:

Em = \/(Eml _Em3)2 +Er312 b (44)
IA 1 11 11
ne E, =p, PR E,., =p, Azl w3 = Po ar
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[IpocTip HaBKOJO BUIIPOMIHIOBaYa YMOBHO PO3JUISETHCS HA 3 30HU — OJUXKHIO,
MepexiIHy Ta JajdbHI0. XapaKTep 3aJIeKHOCTI aMILTITYIN €JIEKTPUIHOI CKIa0BOI Bij
JAJIbHOCTI 3aJIKUTh B TOTO, B SIKii 30H1 3HAXOAUTHCS TOUKA CIIOCTEPEKECHHS.

PosrnsgHemMo 3aneXHOCTI aMIUTITYOU €JEKTPUYHOI CKJIaJ0BOi B  OJMIKHIN,
MepEeXiIHIN Ta JaNbHIN 30HaX.

bnuoxenss  3ona.  1lin  ONMWKHBOIO 30HOKO PO3YMIETHCS  00JACTh  HABKOJO
BanOMiHIOBaqa, IJIST  SIKO1 |kr| <<1, ne k=2x/1 -XBWILOBE YHUCJIO. BIiAMOBIIHO,

r << A/(27z). BpaxoByouu, mo |kr| <<1, IpuiitMeMo|kr| = 0. B 1IbOMy BHIIaJIKy BUpa3H

(4.1) Ta (4.2) MOXKHA PUBECTHU J0 BULY:
i1 ese, E,=-i—tL Lne. (4.5)
2nwe, r 4nwe, r

Janvusn 30na. 1lin 1anbHBOIO 30HOKO PO3YMIETHCS 00JIACTH MPOCTOPY HABKOJIO
BUINPOMIHIOBAYA, IS SIKOT |kr| >> 19 r>>A/(2z). HexTyroun nomaHkamu 3 OLIBII

r

BHUCOKHMH CTETICHSIMHU r B 3HAMEHHUKY, OTPUMY€EMO:
kL e
l47zwea r

llepexiona 3oma. Tlin nepexigHOI 30HOI0 PO3YMIETHCS 00JacCTh MPOCTOPY
HAaBKOJIO BUIIPOMIHIOBaYa, B SKOMY BIJICTAaHb r Bl BHUIPOMIiHIOBa4Ya J0
BHUMIPIOBAJIHOT aHTEHU MOPIBHSAHO 3 JOBXKUHOIO XBWIi A . Lle 3HaunTh, 110 KOIHUM 3
nonaHkiB B (4.3) HexTyBaTh HeMokHa. B maniil 30H1 dopmyna st po3paxyHKY
€JIEKTPUYHOI CKJIaJ0BOI I10JI1 Ma€ BUIIISA:

A 1Y 1Y
E =A S : 4.7
¢ [47521”3 /lrj +[27£r2j “.7)

ne A= p,ll/2 - eHepreTUIHUN Koe]illieHT.

B3aeMHe MOpIBHSHHS BHECKY KOKHOI 31 CKJIAJOBUX B aMIUTITYJy HaIpy>KEHOCTI
€JIEKTPUYHOTO TOJISI TO3BOJISI€ BUBHAYMUTHU TPAHULIl 30H 3 JTOCTATHBOIO JJIsi MIPAKTUKU
TOYHICTIO.

BiacranHio 10 rpaHuIll OJMXKHBOI 30HHM I, HA3BEMO BIACTaHb BIJ JKepesa
[IEMB, Ha skiii MmakcumanbHa ckianoBa E,,; y & pa3 mepeBUlly€e BHECOK CKIIaJ0BOI
E,». Y Mexxax gaHoi BiJICTaHI MOJKHA 3HEBAKUTH CKiagoBuMu E,, 1 E,; 1 BBaXKaTH,
10 PE3YNIbTYIOYA aMILUTITY/Ia €IEKTPUYHOI CKJIAI0BOI TOJISI IOPIBHIOE CKIIATOBIH E,,;;.

3 piBusiHHA E,, -¢ E,; MOXHA OJIEp)KaTH IIyYKaHUH BHUpa3 J0 T'paHUIll OIMKHBOT
30HU r,, = A/(27€) . AHANOTI4HO, U TPAHULIL JAJIbHBOT 30HH OTPUMYEMO r, = EA/(2T) .

ae

[

sin@ . (4.6)

Bennunna mpuifHSITOrO0 TPAHWYHOTO BHECKY CKJIIAJOBUX MO & 3alleKUTh BiJ
HEOOX1THOT TOYHOCTI 1 JJIsl MPAKTUYHUX PO3PaXyHKIB MOXKE CKJIaJIaTH BEJIUYHHY Bij
3 no 10. Ha rpanumi OamKHBOI (1aJIbHBO1) 30HM MOKHA OOMEXKHMTHCS 3HAYEHHSIM
£=3, mpu sikomy y Bupasi (4.4), 3 ypaxyBaHHSAM 3BEJICHHS UJICHIB Yy KBajpar,
BenuuuHamu E,, 1 E,; (E, 1 E,») MOXHa 3HEBOXUTU B TIopiBHsIHHI 3 E,,; (E,;3). Taxk,
st £=3 rpaHuls OJMKHBOI 30HU CKIIANAE r, = A/(67), a TpaHUl JadbHbOI 30HU -
r, =3A/Q27).

[Mlupuna mepeximHOi 30HM 3anexkuTh Bif moBxkuau xBwii [IEMB Ta oOpanoi
TOYHOCTI PO3PaxyHKIB i TOPiBHIOE D = A(E* —1)/(27E) . [lpu & >3 mmpuHy nepexiTHol
30HM MO’KHA BU3HAUYUTHU BUpPA3oM D = A/(2z) . TakuM 4uHOM, Ha (DIKCOBaHIN 4acTOTI
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IMPUHA TIEPEXiAHOI 30HU 3aJICKUTh TUIBKU BiJ 0OpaHOi TOYHOCTI PO3pPaxyHKIB. Y
IPAaHUYHOMY BHWIAJKy TPH BEIUKUX 3HAYCHHSIX ¢ IMHPUHA CMYTH HEOOMEKEHO
3pocTae, 10 MPUBOAUTH 10 HEOOXIAHOCTI BpaxoBYBaTH BCl uieHH y Bupasi (4.4)
HEe3aJIeKHO Bij BijcTaHi 10 mkepena [IEMB.

Pospaxyemo pamiyc 30HM-2 y Bumnaiaky, koiu [IEMB € mepconansna EOM.
Cepennst yactora podbotu monitopa 110 MI't. 3Bigcu Maemo, 10 JIOBXKHHA XBHIII
CTaHOBUTH:

8
o 0
110x10
Toni rpanuist OJIMKHBOT 30HU CTAHOBUTD:
ro=—21 _015 .
6x3,14
['panuis nanbHBOI 30HU
r =222 130 .
2x3,14
[Iupuna nepexiaHOi 30HU
2 —_—
p=23*C" =D _ 115,

2x3x3,14

Sk BUAHO 3 pO3paxyHKIB, I'PaHMIIS JAIbHBOI 30HU IMpHU 4yacToTi MoHiTopa 110
MI't cranoButs 1,30Mm. Bignanenus rpanuie Bia mxepena [IEMB Buznadaetbcs
JIOBKHWHOIO XBHUJIl Ta 31 301IBIIEHHAM YacCTOTH MEPEMIIIYEThCS B CTOPOHY JIKepera.
Tomy npu Bubopi [TEOM miist pobouoro Micis onepaTopa 3 TOYKH 30PY CUCTEMU
TEXHIYHOT'O 3aXHCTy MOTPIOHO BHOMpPATH MOHITOPH 3 SKHAWMEHIIOK POOOYO0I0
4acTOTOI, abW pajiyc 30HM, Ha TPaHUIIl Ta 3a MEXKaAMHU SIKOI BITHOIICHHS
CUTHAJI/IIyM HE MEePEBUIIMTh HOPMOBAHOTO 3HAUEHHS, T€ K OyB MiHIMaJIbHHUM.

4.3 Opranizauis Ta peaJji3amisi CHCTEMH 3aXHCTY CHCTEMH CUTHAJi3amii SS7
4.3.1 CTpyKTypa Ta opraHisauis cuctemu curHanisauii SS7

Cucrema chipHOKaHaNbHOT curHamizamii (SS7) cayxuTe [ 1nepeaadi
iHpopmanii Mk  HATC (AMTC) 3 nporpamMHuUM  yopaBiiHHAM.  SS7
BUKOPHUCTOBYEThCS A 1H(QOpMAIIHHOTO OOMIHY CHUTHAJIBHOK 1HGOpMAIIIEI0 B
npoleci BCTAHOBJEHHS  3’€HAHHS, YOPaBIIHHSA MpOIlECaMUd  BCTAHOBJICHHS
3’€JIHaHHS, MaplIpyTU3alliero Ta TpadikoM, opraHizailii IHTerpaiii Ta HaJaHHS
MOCJIYr, KOHTPOJIO, TEXHIYHOI JIarHOCTUKH, TEXHIYHOTO OOCIyroBYBaHHS,
KoH(piryparmii Ta pekoH@irypamii Mepexi, ii arperaTHux 3aco0iB Ta IHIIUX
3aCTOCYBaHb. Y BIANOBITHOCTI 3 IIUM ,,HamionanbHa Bepcis Ykpainu” nependoayae B
SST:

- macuctemy niepenadi noBimomienb (MTP — Message Transfer Part);

- MJACUCTEMY YIpaBiiHHA 3’enHaHHsM curHamizauii (SCCP -  Signaling
Connection Control Part),

- MACUCTEMY KOopucTyBaua HUGpPOBOi Mepexi 3 1HTerpauiero nocayr (ISUP —
ISDN User Part);

- MICUCTEMY BUKOPUCTAHHS MOXJIMBOCTEH TPaH3AKIIIT;

- MICUCTEMY €KCIUTyaTallii Ta TEXHIYHOTO 00CITyroByBaHHs SS7;

- MIJICUCTEMY KOPHCTyBaua TEXHIYHOT eKCIUTyaTallii Mepexi 3B’ A3KYy.
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OcHoBHOW BiacTuBicTIO SS7 € Te, mo oauH KaHau (16-uii yacoBUU iHTEpBaJ
30-xaHabHUX LU(GPOBUX 3 €IHYBATBHUX JIIHIM) BHUKOPUCTOBYETHCS IS TIEPEHOCY
MOBITOMJICHh CUTHAJI3allii, K1 BIHOCITHCS 10 KITLKOX PO3MOBHMX KaHaJiB. Takox
el KaHaJl BAKOPUCTOBYETHCS JIJIsl IEPEHOCY MOBIAOMIICHb YIPABIIHHSI PO3MOBHUMHU
KaHaJlaMH Ta yIpaBIiHHSA MEpexero curHamizauii. MiTka, sika IpUCyTHS B KOKHOMY
CUTHAJIBHOMY TOBIJJOMJICHHI, BUKOPUCTOBYETHCA IJiIi OJHO3HAYHOTO BU3HAUYEHHS
PO3MOBHOTO KaHAITy, /IO SIKOT'O BIJIHOCUTHLCS JJaHE TIOBIAOMIICHHS.

Cucrema SS7 3ale3nedye HaiiiHy Ta JOCTOBIPHY IepeAadyy CHUTHAJIbHOI
iHdopmalli K Ha3eMHHUMH, TaK 1 CYIyTHUKOBUMM KaHaiamH 3B’s3Ky. BoHa moixe
3aCTOCOBYBAaTUCh Ha MDKHAPOAHIM, MIXMICHKIi, BHYTPIIIHHO 30HOBIM Ta MICIEBUX
MepeKax.

Cucrema SS7 TM3K Vkpainn Moke mpaioBaTH y JBOX peKUMax: CHIJIBHOMY Ta
KBa3ICMIJIBHOMY, IO [J03BOJIAE OyIyBaTH MEPEXy CHUTHai3alii 3 BHCOKHM
BUKOPUCTAHHSIM JIAHOK. 3a CHUIBHOIO PEXUMY POOOTH JUIsi KOXKHOTO MAapUIPYTY
poOoYMX KaHaIB BIABOASITHCS CUTHAJIbHI KaHAMH SS7 y TOMY 5K MapIIpyTI.

3a KBa3ICMUJIIBHOTO PEXUMY pPOOOTH MapHIpyT NPOXOKeHHs 1H(opmarii
CUTHaJI3alii Ha KOMYTAIlIMHIA JUISHII MOXE€ He CHiBmajgaTd 3 PO3MOBHUMH
Ka"Hasiamu. B mpoMy Bumanky mapmpyT SS7 mpoxXoauTh depe3 oauH abo Kilbka
Tpau3uTHUX MyHKTIB curHamizauii (TTIHC).

[Ipu nepenaBanHi iHQopmarii SS7 OCHOBHMM MapIIpyTOM BUKOPHUCTOBYETHCS
cnuibHUNA pexum podotu. [lpu nmepenaui iHdopmarii SS7 00XiTHUMHU MaplIpyTaMu
MOYTh BUKOPUCTOBYBATHUCH CITUILHUN a00 KBa3iCHIIBHUN PEXKUM POOOTH.

S§7 TM3K VYkpainu opranizyerbcst Ha 0a3i cTaHIApTHUX IUGPOBUX KaHATIB 31
mBUaKICTIO 64 kO6iT/c. CurHaiin kaHanamu SS7 mepearoThCsi METOJIOM TOCTIJOBHOT
nepeaayi mo AUISHKAX (JIaHKax CUTHai3allii), 3 OJIHI€l NUISHKUA Ha IHIY, MICs iX
00poOku y mynkrax curramzariii (ITaC) a6o TITHC.

[Tincucrema nepenaui nosinomiens (MTP) yTBopeHa TpboMa (HyHKLIOHAIBHUMU
PIBHSIMHU:

- mepmuid  piBeHb BHU3Hauae  (i3UuHI, €JIeKTpUYHI Ta  (QYHKIIOHATIBHI
XapaKTEpPUCTUKU JIAaHKW JAHUX CUTHami3auii Ta 3aco0u goctymy ao Hei. EixemeHt
NEPILOro PiBHA € KaHAJIOM 3B’SI3KY JUJISl JJAHKW CUTHAI3aIlli;

- Ipyruil piBeHb BU3Ha4ae QyHKIIIT Ta MPoIeAypH, 10 HAIeKaTh 0 Mepeiadl CHUr-
HaJIbHUX MOBIJIOMJIEHb OKPEMOIO JIAHKOIO JaHUX CHUTHaji3ailii. [3 curHaiabHUX MOBi-
JOMJICHb, SIK1 HAJIXOIATh 3 BEPXHIX PiBHIB, HA IPYTrOMY PiBHI (JOPMYIOTHCSI CUTHAJIbHI
OJIMHUII, $KI MaroTh, OKpPIM CHUTHaJIbHOI 1H(popmauii, me 1 iHopmauio A
yhnpaBiiHHA nepenaveto. [lepmmii Ta 1pyruil piBHI yTBOPIOIOTH JAHKY CUTHAMI3AIli1.

- TpeTiil piBeHb BMillye B ceOe (yHKLII Ta mpoueaypu OOMiHY CUTHAJIbHUMHU
MOBIAOMJICHHSIMH MDXK BY3JIaMH MEpPEX1 CHTHami3amii (MyHKTaMu CHTHami3aIi), sKi
3B’s13aH1 JaHKamMu curHaiizamii. {1 pyHKIii 1i1aThCcs HA JB1 KaTEropii:

- 00poOKa MoBiJIOMJIEHb CUTHAJII3aIlli;

- YIIpaBJIIHHS MEPEKEI0 CUTHaJI3aIli.

UeTrBepTuii piBeHh € HA0OpPOM IMJICKCTEM KOPHUCTYBauiB, B KOXHIH 3 SKHX
peainizoBaHi (PpyHKIIT, K1 XapaKTepH1 i1 KOPUCTYBaviB AaHOT M1ICUCTEMHU.

OmHuM 3 OCHOBHHUX KOPUCTYBAUiB € MIJICUCTEMA KOPUCTyBada IUGPOBOI MEPEKi 3
iHTerpamiero  mocayr (ISUP). Ha upomy piBHI 0OpOONSAIOTBCS  CHUTHANIBHI
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MOBIJIOMJICHHS, SIKI YIPaBISIOTH TeJIePOHHUMU 3’ €IHAHHSAMH Y BIJAMOBIIHOCTI 3
MITKOIO MapuIpyTu3ariii Ta iHhpopmarliero KopucTyBaua.

Mepexa curHamizaiii Moxke OyTH TMOIEHA Ha PIBHI 3 METOK ONTUMAJIBLHOTO
aJIMiHICTPYBaHHSI.

Crnenudikamiss SS7 [03BOJSE TMOAUTUTH MEPEXY Ha I1€papxiduHi piBHI, SKi
BIIMOBIAAIOTh  TPAJAUILIMHOMY  MPUHIMIY M0OyI0BU  TeleOHHOI  Mepexi:
MDKHApOJHUM, HallIOHAJIbHUI Ta MiclieBUH (perioHayibHUR) (puc. 4.1).

@L MiXHApOIHOT M@

PiBens MIIK

MIIK (ITaC
Ta/abo
TIIHC)

PiBe§ AMTC (ITuC AMTC
AMTC | ra/abo (ITaC)
TITuC)

A N7

LC (IIaC
Ta/abo
TITHC)

LIC
(ITrC)

PiBensn
(ITC) PATC MiCIIEBUX
(ITeC) MEpEeR KC

(ITaC)

Pucynok 4.1 — Cxema 6aratopiBHEBOT Mepexi SS7
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[Ipu Bukopucranui cuctemu SS7, B TMpolecl YCTaHOBICHHS 1 3 €IHAHHA
PO3MOBHUN TpaKT HE TMEPEeBIPAETbCSI, TOMY IO JIHIAHI CHUTHajdd HHUM He
nepenaroThes. 1106 BHUKIIOUMTH MOXKIMBICTH Tepefadi abOHEHTaM 31MCOBAHOTO
PO3MOBHOTO TpakTy, Yy CHCTEMI MOXe TepeadavyaTucs muUielgHa TMepeBipka
po3moBHuX kaHajiB. lllneidHa mnepeBipka mojsArae y MIAKIIOYEHHI 10 TPaKTy
NpUHAMaIbHO-TIEpEIaBAIbBHOTO TMPUCTPOI0 HAa BUXIJHIM CTaHIl Ta oOpraHizamii
nuieida Ha BXiaHi# cTanii. [lepeBipka MOBMHHA MPOBOAUTHUCS 3a AUISTHKAMHU.

Hywmepariis myHKTIB CUTHaII3a1ii BCepeInHl KOXKHOTO PiBHS — HE3aJIeKHa,
3HaYEHHS MEPEXKHOT0 1HIUKATOpa BU3HAYAE JIO KO MEPEXi BITHOCUTHCS JJaHE
MOBITOMJICHHSI.

OcHoBHUMU niepeBaramu SS7 €:

- IBHUJIKICTH — y OUTBIIIOCTI YaCc BCTAHOBIIEHHS 3’ € THAHHS MEHIIE | cexk.;

- OIMH KaHajJ CWTHaJi3amii 3JaTHUM OJHOYACHO KepyBath 2-4 THCSYaAMU
PO3MOBHUX KaHAJIiB;

- GKOHOMHICTh — y TOPIBHSHHI 3 IHIIMMHM CHUCTE€MaMH CHUTHaji3alii 3MEHIIye
KiIbKicTh oOnmanaanusg Ha IIATC,

- THYYKICTb — CHUCTeMa mepenae Oynab-sKi JaHi, He Juiue naHi TenedoHii, ane i
naHi [UGPOBUX CHUCTEM 3 IHTETpali€l0 CiIy»KO0, MEpeX pPyxoMoro 3B s3KY,
IHTEJIEKTyaJIbHUX MEPEXK TOLIO;

- HAIIMHICTh — JIOCSTA€ThCA 34 PAaXyHOK MOXJIMBOCTI  allbTE€PHATUBHOI
MapIIpyTu3allii y Mepexi CUrHasi3artii.

VY nepioJl CTBOPEHHS Ta CTAaHOBJIEHHSI Mepex SS7 mpobiiemMu 3aXUcTy 1HQopMallii
BiJI PI3HOMAaHITHUX 3arpo3 OyJW HE Takl akTyaibHI. ['0JOBHA yBara mpuALISLIACH
NUTAHHSIM 3a0€3MEeUeHHST HAIIMHOCTI Mepeki Ta JOCTOBIPHOCTI TIepeaadi JaHuX
Mepexkero (IIUTICHOCTI JTaHWX Ta IUTICHOCTI MEpeXki). 3axXUIIeHICTh JaHUX BiJ
HECaHKI[IOHOBAHOT'O BTPYYaHHS BUSBHIIACH MTOPIBHSIHO HU3BKOIO.

4.3.2 Cuctema 3axucty y mepexi SS7

CnouaTtky Mepexa SS7 cTBOproBajacsi B INPUITYIIECHHI, 10 HEBEJIMKa KUIbKICTh
MaricTpajbHUX MEPEX OYIyTh B3a€EMOJISITH 3 OOMEXKEHOI KUIBKICTIO MICIEBHX, 1
naHl OynyTh TIepelaBaTHCS B 3aMKHYTOMY CEPEIOBHIINI — MDK KOMyTaTopamMu 1
0azamu ganux (bJl) — 3 MiHIMQJIbHUM BTPYYaHHSIM JIIOJUHU. Y TaKOMy BHIIQJIKy
BBaXXAJIOCS, IO BCl JaHl HAIXOIATHh 3 HAAIWHUX JpKepen. Tomy mporokonu SS7 Ha
BiIMIHY BiJ [P-mpOTOKOJIB HE MIATPUMYIOTH (yHKUID mudpyBaHHS W
ayrentudikamii. Akuent y TPM3K Oyno 3pobiieno Ha 3axucti oOnagHaHHS, a HE
MPOTOKOJIIB.

BinnocHo mpuHLUIIB poOOTH Mepeki CUTrHamizauii Oynu MNpUNHATI HACTYIHI
3axonu Oesmeku. Imo3 y  ckimaal  TPAaH3UTHOTO  MYHKTY — CHUTHaJi3amii
MapHipyTH3aTopa Mepexi SS7 BUKOHY€E CKaHYBaHHS MOBITOMIICHb, 10 HAAXOASITh Y
Mepexy, 100 3amo0irTd HAJIXO/PKCHHIO TIOBIJIOMJIEHb 3 HEAaBTOPHU30BAHUX
BHYTPIIIHIX 1 30BHIIIHIX BY3J11B MEPEXI.

OckilbKM  3apa3 3B’SI30K  PO3BUBAETHCS YK€ MIBUAKO, Mepexa SS7
BUKOPHUCTOBYEThCS B IIUPOKOMY Jlala3oHl 3acTOCYBaHb 1 TOMY OUIbIIE HE €
3aKpUTOI0 Mepexkero. JlocTynm 0 Hel Mae BelMKa KUIBKICTh KOPHCTYBAdiB IHIIHUX
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Mmepexxk. KokHa Touka B3aeMOJii MEpeX pi3HUX THUMIB — 1€ MOTEHIIiHA 3arpo3a
Oe3IeKu.

Sk yXe ToBOpPWJIOCS BHIIE, MEPEeXKi CUTHaAm3alii HE MATPUMYIOTh (YHKINT
mudpyBaHHs U ayTteHTudikaiii, 3a JOMOMOrOK SKHUX MOXHA TapaHTyBaTH
JIOCTOBIPHICTH BY3J1iB 30BHIIIHBOI MEPEXK1, 110 TOCUIAIOTh MMOB1JOMIICHHS.

Hanpuxknan, cepep, 0 MOCWIA€ CHeEIiadbHI PYHHYIOUlI TOBITOMJIECHHS, MOXE
MOPYUIUTA POOOTY CHUTHAJIBLHOI MEpeXi 1 mepepBaTh OOCIyroBYBaHHS KJIIE€HTIB.
Enementn camoi Mepexi cUTHami3aIlii TakoX HE 3aXWIleHl. SIKIMO0 3JT0BMHUCHUK
3MOX€ BIANMPaBUTH Ha JACSIKUN By30J7 Mepexi SS7 Tpadik, 110 MepeBUIIye TOH, HA
KU el By30J1 pO3paxOBaHMM, OCTaHHIN BHiiE 3 JIady, 1 yIPaBIiHHSA BUKIMKAMU B
IIbOMY CEKTOPI Mepexi Oy/ie TOPYIICHO.

CydJacHi miaxoau 10 3aXUCTy Mepexi SS7 MpUIyCKaroTh HaJaHHS i JOJATKOBHUX
IHTEJIEKTyalIbHUX BiacTuBOCTel. CrerianbHi MporpamMu, YCTAaHOBJICH] Ha TPAH3UTHUX
MYHKTaX, JO3BOJISIOTH OINeparopaM iAeHTH(]IKyBaTH MOBIIOMIICHHS, IO BUIAJAI0Th
13 3araTbHOTO KOHTEKCTY a00 BUSBIIAIOTH Ce0€ HETUITOBUM TTOBOKECHHSIM.

OnHuM 3 BaXJIMBUX CIIOCOOIB MIJABUINEHHS O€3MEeKH Mepexi € molyaoBa
npaBWIbHOI apxiTekTypu Ha cTuky TOM3K - [P-mepexi. KulbkicTh By37iB
3’€THaHHS 1UX MEPEeX IMOBHUHHE OYyTH MiIHIMAJIbHUM, IMOBIJIOMIICHHS 3 Mepexi SS7
MOBHHHI HaIXOAWTH Ha [P-TUTIO3W IICHTPaTi30BaHO. 3aMiCTh YHCICHHUX IUIIO3iB
BUKOPHCTOBYETHCS €IWHHWIA BHCOKONPOAYKTUBHMI 1uIF03. Toai 3a paxyHOK
CKOPOYEHHS TOYOK B3a€MOJIT Mk PI3HOPIAHMMH YaCTHHAMH MEPEXI1 MiJABHUILY€EThCS
3arajibHa Oe3reKa Mepexi.

[Ile omHe mUTaHHS 3axXUCTy Mepexi SS7 MOB’s3aHe 3 TUM, IO HA CyYaCHHUX
Mepekax IIHPOKO BHUKOPUCTOBYETHCS IEHTpalizoBaHa oOOpoOKa 1 YIpaBIiHHA
Mepeskero SS7. Y 3B°53Ky 3 IMM BUKOPUCTOBYIOTHCA ClieliainbHi QyHKI1, po3po0ieHi
Ul AUCTAHIIIMHOTO  eKciutyatariiiHoro ympasmiaHs ATC, 3amiam  Bepcii
nporpaMHOro 3a0e3meueHHs Tomo. BoHM TakoX SBISIOTH COOOIO  3arposy
iHpopmMmariiiinoi Oe3neku, TOMy 110 JaHl (YHKIIT MOXYThb 30iratucs 3 UUIIMH
3MOBMHUCHHKA. Y 3B’SI3Ky 3 IIUM JJIsl TPOIEAYP BHIIYYEHOTO IOCTYITy HEOOXiTHO
MOHITOPUHT MIDKCTaHIIIMHOT 1 MDKMEpexHoi iHdopMallii, 3axucT Bl 3arpo3u
NepecusiaHHg 1O MEpPeXi CUTHami3alil CHeliaibHUX JUPEKTUB MIIIXOM  iX
(bUIBTpYyBaHHS TIPU BXO/1 Y (DparMeHT MEPEXKi, 110 3aXUIIAETHCS.

SAx npaBwiio, noctyn ao cnenianbHuX QyHkiiin ATC, cTBOprOBaHMX BUPOOHUKOM,
peani3yeThCs 3a JOTIOMOTOI0 HE 33JOKYMEHTOBAHOI apecH JHKepesia 1 CIPSMOBAHO
70 1HCTpPYMEHTIB ekciutyatauiiHoro ymnpasimiHnHa LIATC. Haeememo gesiki He
3aJJ0OKyMEHTOBaH1 (yHKIII:

- (QyHKUiS 3aBaHTaXeHHsA/po3BaHTaxkeHHs craHuiiiHoi bBJ[. Taka ytumita
JI03BOJISIE 3aBaHTa)XyBaTW y BUpoOHWKa 1 jgociaiymkyBath bJl Ha mnpeamer ii
(GyHKIIIOHYBaHHS, a TaKoX 3aBaHTaxXyBaTH HOBY bJl. IcHyBaHHS yTuwimiTH MOXe
JIO3BOJIUTA 3JIOBMUCHUKOBI BuBaHTaXutu bJl cucremu, momudikyBatu ii abo
BCTaBUTH MPOTPAMHY 3aKJIAIKY;

- ¢yskuis nepesBipku/mMomudikamii  cranmiiinoi  BJI[.  YTmmita  no3Bossie
JTUCTaHIIHO  JociimkyBatu 1 MoaudikyBatu bBJl cuctemu s yCyHEHHs
HECTPaBHOCTEH Yepe3 HelpaBWIbHY KOH(DIryparlito, MOMUIKH KOHCTPYKIIi Tommo. Ls
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yTWiIiTa Ja€e MOXIMBICTH MoaudikyBatu bJl 118 oxepkaHHs JoCTymy [0
crietiaibHUX (QyHKIIIH;

- ¢yukuiga Hamaguuka/BiaHoBeHHs [13. Taka yTuiita 103BOJIAE€ TUCTAHIIIAHO
HaJIaroJ)KyBaTh HECIPaBHY CHCTEMY B yMOBaX, y SIKHX BOHa HE CIIPABHO MPALIIOE.
OYHKII TAaKOX J1a€ MOXKJIUBICTh UCTAHLIMHO OOHOBJSITU CUCTEMHU 3 BUSBICHUMHU
nedexramu. Lle miciie HallO1IBI Bpa3vBe, TOMY IO AOCTYII 3JI0BMUCHUKA 70 [13 nae
npakTU4YHO HeoOMexxenuit noctyn g0 [IATC 1 mepexi.

Omnucani 3arpo3d MOKHa BBaXKaTH NEPBHHHMMH abo Oe3mocepenHiMu uepe3
PO3yMIHHSI 3arpo3d HE TUIBKH SIK JESKOT MOTEHIIHOI HeOe3meKw, Mo HAHOCHUTH
30uTOK 1H(OpMaIiiiHii cucTeMi, ane 1 sk 6e3nocepeaHbomy BIMBoBI Ha ATC, SS7 1
Ha Mepexy B 1minoMmy. Hopmanpaa poGoTa Mepexi 6arato B 4OMy TaKOX 3aJICKHTh
BiJl HABaHTAXXEHHS, CTBOPIOBAHOTO Ha Mepexki SS7, TOMy Take HaBaHTaXKCHHS
HEOOX1THO KOHTPOJIIOBATH.

4.4 Po3paxyHok HajgiiiHocTi cuctemu ynpasiainusa HHATC

O6pobka texHosoriunoi 1H@popmartiii Ha [IATC, ii 30epiraHHs Ta KOHTPOJb 3a
poOOTOIO CUCTEMH B IIJIOMY IIPOBOJUTHCS OMEPATOPOM 32 IOTIOMOTOI0 IEPCOHATIBHOT
EOM. Ockinbku MOBHA YW 4YacTKOBa BTpaTa Ii€l iHGopmallli MOKe MPUBECTH JI0
nopyuieHHs: pob6otu I[ATC, 3060iB B cucTeMi, TO BaXXJIWBO 3HATH, HACKUJIbKH
HaJIAHUM € 00JIaHAHHS, SIKE BUKOPUCTOBYETHCS OMEPATOPOM MPU POOOTI.

Crannaptom (I'OCT 13377-75) naeTbcsi Take BU3HAUCHHS TEPMIHY HAOIlHICMb —
1Ie BJIACTUBICTh 00’ €KTa BUKOHYBATH 3a4aHi (pyHKIi, 30epekeHHsI y 4yaci 3HA4YCHb
BCTAHOBJICHUX EKCIUTyaTalllfHUX MOKA3HUKIB y 3aJaHuX MeXaX, SKi BiJMOBIIAIOThH
3alaHUM peXKUMaM Ta YMOBaM BHKOPHUCTAHHS, TEXHIYHOTO OOCIyrOBYBaHHS,
PEMOHTIB, 30epiranHs i TpaHCIOPTYBAHHS.

KinbKiCHOIO OIIIHKOK HAIIAHOCTI HaWJacTilie € WMOBIPHICTh O€3BiIMOBHO1
pobotH, TOOTO WMOBIPHICTH TOTO, IO MPU POOOTI y 33aHUX YMOBax cucTteMa Oyze
3Q/I0BIIbHO BUKOHYBAaTU HEOOXiJHI (YHKIIT MPOTATOM BCTAHOBJIEHOT'O MPOMDKKY
yacy. Taka MoJienb cripaBeijiuBa Mpu yMOBAX:

- IOTYIIEHHS, 1[0 HAJIMHICTh Ma€ MMOBIPHICHUIN XapaKTep 3a MOKJIMBOCTI MOSBU
BIIMOBJICHHS,

- cUCTeMa Mpallloe 33JI0BUIHHO 32 MOBUIBHOTO MOTIPIIEHHS 11 mapaMeTpiB y Yaci;

- cUCTeMa Mpaloe Y HE3MIHHUX YMOBAaX HaBKOJUIIHHOTO CEPEOBUIIIA.

JIMOBipHICTh € BelMuUMHA OE3pO3MipHA, KA MOXKE NPUMMATH 3HAYCHHSI Y
iaTepBani Bix 0 mo 1. SAxmo GyHKIT cucTemMu 1 KpuTepii BIAMOBICHHS! TOYHO 3a/aHi,
TO HAJIHHICTh MOX€E OyTH TOUHO BUPa)KEHA KIJIBKICHO Yepe3 HMOBIPHOCTI.

[Ipu po3paxyHKy HaIiIfHOCTI, B 3aJI€KHOCT1 BiJ NMpU3HAYEHHsS OOJaJHaHHS, Ha

Mepmmii  IJIaH  BUCYBA€ThCA il OE3BIAMOBHICTh,  JIOBTOBIYHICTH  YH
PEMOHTONPUIATHICTb.

bezgiomosnicme — 1€ BIACTHBICTH MHPHUCTPOIO  Oe3mepepBHO  30epiraTu
pane3aaTHICTb.

Jloszosiunicms — 11€ BIACTUBICTh 3aJlaHUN CTPOK 30epiraTu Mpaie3gaTHICTh 10
pyliHyBaHHS 200 1HIIOTO TPAHUYHOTO CTaHY.

Pevonmonpuoamuicmes — 1¢  MOXIMBICTD PEMOHTY Ta  TEXHIYHOIO
00cCIIyroByBaHHsI 00JIaHAHHS.
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Buxonsgun 3 uporo, mif Haoiuuicmio PO3yMIIOTH BIACTHBICTh amaparypw,
00yMOBJIeHY i1 O€3BIAMOBHICTIO, JOBIOBIYHICTIO T4 PEMOHTONPHUIATHICTIO 32 YMOBH
BUKOHAHHS 3aJlaHuX (YHKI[IH, TOOTO 11 37aTHICTh BUKOHYBAaTU BHU3HAYEHI 3ajayl y
BH3HAYCHUX YMOBAX €KCIUTyaTallii.

Benuke 3HaueHHs B Teopii Ta MPaKTHUIl HAAIMHOCTI Ma€ MOHSTTSA BIAMOBJICHHS.
Ilin siomoenennsam po3yMiIOTh MO0, KA IMOJIATa€ B MOPYIICHHI Mpare3gaTHOCTI

IIPUCTPOIO.
OCKUIBKHM BIJIMOBJIEHHS € BHUIAJIKOBOIO IMOJICI0, TO IJIs BH3HAYEHHS HAIIHHOCTIL
oOJaZHaHHS BHUKOPUCTOBYIOTHCS MMOBIPHICHI XapaKTEPUCTUKU — WMOBIPHOCTI

B1IMOBJICHHS Ta O€3B1IMOBHOI POOOTH.

MMoBipHicTIO 6e3BiIMOBHOI POGOTH HA3MBAETHCA HMOBIPHICTH TOrO, MO B
3aJaHOMY 1HTEpBaJl yacy ¢ MpH 3aJaHuX PEeKUMax 1 yMoBax poOOTH HE BIIOYIETHCS
’KOJTHOTO BiAMOBIIeHHA. Yac ¢ 0e3BIAIMOBHOI pOOOTH TpPWIANy € BHUIAIKOBOIO
BEJIMYMHOIO i3 cepeiHiM 3Ha4yeHHsM I,. VIMOBipHiCTH 6e3BiZMOBHOI poGOTH
BHU3HAYAETHCS 3 BUPA3Y:

P(t)=p(T, 21), (4.8)

ne p(T,>t) - AMOBIPHICTH TOTO, 110 BIAMOBJICHHS HE BIAOYAETHCS MPOTATOM Yacy

{, AKMM HE TICPEBUIIY€ 3HAYCHHSA 1 ),.
IIpu po3paxyHkax ¥WMOBIpHOCTI O€3BIIMOBHOI pPOOOTH BUKOPHUCTOBYETHCS
HAcCTymHa GpopMya:

Pit)y=e™", 4.9)

e A - IHTEHCUBHICTDH B1IMOBJIEHb.
NmoBipHicTIO BiIMOBIICHHST ((f) Ha3UBAETHCA WMOBIPHICTH TOTO, IO B JIAHOMY
1HTepBaJll yacy BiIOyAeThCs Xxo4a O 0/{HE BIJIMOBJICHHS:

0 =q(T, <1), (4.10)

ne q(T, <t) - UMOBIPHICTh TOTO, IIIO BIIMOBJICHHS BiI0OYI€THCS B IHTEpBAIIL Yacy f.

OckinbKM HeclpaBHa Ta O€3BiAMOBHAa poOOTa € MPOTUIICKHUMH HECYMICHHUMHU
MOJISIMU, TO CITpaBEIJIMBAa HACTYIHA P1BHICTh:

Q@) =1-P(1). 4.11)

[HTEHCUBHICTIO BiZIMOBJIEHb A(f) HA3UBAETHCA HMOBIPHICTH BiJIMOBICHb HE
BiJTHOBJIIOBAHOTO IPUCTPOIO B OJMHMIO Yacy ITCJIS JaHOTO MOMEHTY Yacy ! 3a
YMOBH, IO JI0 ILOTO MOMEHTY BiJIMOBJICHHSI He BUHUKJIO. KiIbKICHO 1HTEHCHUBHICTh
BiJIMOBJICHb BHPAXAEThCS B YUCI BiMOBIICHbB, IO NMPHUXOMITHCSA HA OJHY TOIUHY
pooOOTH.

Hapo6iTkoM Ha BIIMOBIICHHS HA3WBAEThCS CEPEAHE 3HAYEHHS 4dacy pobotu T,
BIJIHOBJIFOBAHOT'O €JIEMEHTA MK BIIMOBJICHHSIMH 1 BU3HAYAETHCA 32 (HOPMYJIOHO:

T, =—. (4.12)

[Ipu po3paxyHKy WMOBIpHOCTI O€3BIAMOBHOI pOOOTH MPHUCTPOIO 1HTEHCUBHICTH
BIJIMOBJICHb [IbOTO MPUCTPOIO BU3HAUAETHCS 32 POPMYJIIOLO:
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YEDIW (4.13)

7€ 1 — KUTbKICTh BUIB €JIEMEHTIB, 0 CKJIAJIal0Th HEOOX1THUM MPUCTPIi;
A; — 3arajgbHa iIHTCHCHBHICTb BiJIMOBJICHD €JIEMEHTIB OJJHOT'O BHTY.
Po3paxyemo HamiliHICTh 00JIaIHAHHS Ha POOOUYOMY MICI omepaTopa LEHTPY
TEeXHIYHOI eKcrutyararlii. Jlyist mporo B Tabu. 4.1 nmpuBeaeMo JiaHi Mpo €JIEeMEHTH, 10
ckianaroTh [IEOM — iX KUIBKICTh Ta IHTEHCUBHICTH BIIMOBJIEHb.
Pospaxyemo 3a popmyioro (4.13) cymapHy iHTEHCUBHICTB BiiMoBieHb [IEOM:

A=NMvon+ A+ A+ A+ A+ A+ A+ A+ A+ Ay == (2,6 +35+ 0,2 +
0,19 +0,19 +3 + 0,2 +9,09 + 0,25 + 0,075) x 10°= =19,295 x 10° 1/u.

Tenep 3a dopmynowo (4.12) pospaxyemo cepeAHii dYac HapoOITKy Ha
B1IMOBJICHHS:

T, _1L :;_6 = 51826,8 rogunu.
A 19.295x10

Sk BuaHO, cepenaHii dyac HapoOITKy Ha BiamorieHHs I[IEOM 3 nmaHoro
IHTEHCHBHICTIO BIJIMOBJICHb JOpiBHIOE 51826,8 roguHu, 1m0 ckiagae Maixke 6 pokis.

Tabnuis 4.1 — [HTEHCUBHICTB BIIMOBIIEHB €JIEMEHTIB MepcoHanbHoi EOM

N . IaTeHcuBHICTH CymapHa iIHTEHCUBHICTh
N KinbKiCTE eJIEMEHTIB . ! .
HaiimenyBanHs BiJIMOBJICHb OJHOI'O BiIMOBIJIEHD €JIEMEHTIB
OJTHOTO BUY B %16
eJleMeHTa IEOM. 1 eneMeHTa, A,*107, OJIHOT'O BHJY,
’ 1/rox n*A,*107°,1/rog
Mosuitop 1 2,6 2,6
Cucremuuii 6710K: 1 3.5 3.5
- MaTepUHCHKA TIJIaTa
- BIHUECTEP 1 0,2 0,2
- quckoBson 3°5” 1 0,19 0,19
- em-nam’ ATh 1 0,14 0,14
- CD-ROM 1 0,19 0,19
- 3ByKOBa ILJIaTa 1 3 3
[IpiaTep 1 0,2 0,2
Kaasiatypa 101 0,09 9,09
(xmaBimm)
Muika 1 0,25 0,25
3’ e MHYBaJIbHUAMN 5 0.015 0.075
KaOelb

Ile ve o3Hauae, mo [NTEOM Buxomuth i3 J1aay 4depe3 KOXHI IICTh pokiB. Lle
o3Hauae, 1o y Benukid nmaptii [IEOM, kokHa 3 HUX Ma€e BUMAAKOBHUI 4ac HApOOITKY
Ha BIAMOBJIEHHS T;.
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SIK1o 3HaWTH cepeqHe 3HAUYCHHA 4Yacy HapoOiTKy Ha BigmoBieHHa [IEOM nanoi
napTii, ToOTO 3HANTU CyMy HapoOITKiB Ha BiAMOBY KokHOi 3 [IEOM 1 nmoaumutu 110
cymy Ha Kiunekicte [IEOM y maprtii, To oxepkuMo BkaszaHi 3HaueHHS T,,. SIKIo
IpolLleCH BUHUKHEHHSI BIIMOB MAalOTh BJIACTUBICTh €ProOJAMYHOCTI, TOMI CEpEIHE 3a
ancambsieM (ToOTO cepenHe 3HaueHHsS 71; 3a BCIEWO TAPTIE0) MOKHA 3aMIHUTH
cepelHiM 3a dYacoM. ToOTO MoOXHaA CHOCTEpiraTd JAOBTMA Yac 3a OJIHUM
KOMIT’ IOTEPOM.

[Ilo6 mokazatu Le HAriasgHO, po3paxyemMo 3a Qopmyinowr (4.9) HMOBIpHICTH
6e3BiqMoBHOI pobotu [IEOM mpotsirom nux mectd pokiB. PesymapTatu 1p0T0
pO3paxyHKy 3BeZemMo B TaOu. 4.2. Di3uuHul CMHCI JaHUX I1i€] TaOMUIi MOJsrae y
ToMmy, 1o 3a yac podotu [IEOM - ¢ iiMOBIpHICTS ii 0€3BIAMOBHOI pOOOTH CKiIaIae
BenMuuHy P(1).

3a pesympraramu Tabn. 4.2 moOyayemMo rpadik 3aJ€KHOCTI WMOBIPHOCTI
0e3B1IMOBHOI poOOTH Bij yacy (puc. 4.2).

Ta6muus 4.2 — MmosipHocTi 6e3BiaMoBHOI po6oti ITEOM y 3a51e)HOCTI Bif 4acy

Yac poGoti £, MoBipHiCT gz:ts)BizLMOBHo'i poboTu,
0 1
10000 0.8245
20000 0.6798
30000 0.5605
40000 0.4622
50000 0.381
60000 0.346

Jns moOyoBu rpadika 3pydHO 3B’ s13aTH PUCYHOK sik 00’ ekT 3 Exel.

P(t)

1<K\\\\\\
0,8

0,6 e
\

0,4

O

0,2

0 T tu
0 10000 20000 30000 40000 50000 60000

Pucynok 4.2 — I'padix 3anexxHocTi iiMoBipHOCTI 6e3BiaMoBHOI podotu [IEOM y
3QJIKHOCTI BiJl 4acy poOoTH

Ak BugHO 3 rpadika, WMOBIpHICTH 0e3BimMOBHOI poboTu [TEOM 3a 60000 roaun
naja€ MPaKTHYHO JIO HYJISA. A 1€ 3HAYWTh, IO JUISI TOTO, IMOO IONEPEAUTH
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MOIIKOPKEHHS M BTpaTy TexHojoriunoi ingopmariii Ha LIATC Baacnigok Buxony 3
nany [TEOM Ha poGodomMy Miclii orneparopa, IijJ KiHellb [IbOT0 CTPOKY KOMII IOTep
0a)kaHO 3aMIHUTH HA HOBUM.

HaBenena w™eroamka po3paxyHKy HaJIMHOCTI MOXHa 3acTOCOBYBATH MJis
IIMPOKOTO KOJIa TEXHIYHUX MPUCTPOIB.

4.5 Pexomenpaauii 3 o0Me:keHHsI Pi3HYHOTO JOCTYIY 10 YCTATKYBaHHSI 3B’ I3KY B
a00HEeHTCHbKIH Mepexi

MeTton oOMexeHHs (piI3UYHOTO TOCTYIY 10 YCTAaTKyBaHHS 3B 3Ky CIIPSIMOBAHO HA
Te, MO0 YHEMOXXJIUBUTHU ISl 3IIOBMUCHHUKA (i3UYHE CHPUUHATTA 1H(HOPMATUBHUX
CUTHAJIB, fKI ICHYIOTb y JiHIT 3B’S3Ky, KOJIax amapaTypd Ta HABKOJHUIIHbOMY
npoctopi. [l qocsSTHEHHS Takoi METH CJIijl 3aCTOCOBYBATH amaparypy, MepeBipeHy
Ha BIJICYTHICTh YIPOBAKEHUX «3aKJIaJI0K», IFIOMOYBAaTH €KCILTyaTOBaHY anaparypy,
PEMOHT amapaTypu pOOHTH JIHIIE 3 3ATYYSHHSIM JTOBIpEHUX (DaxiBIliB MiJ KOHTPOJIEM
BJIACHUKA YU CIIBpOOITHUKA CTY>KOU O€3MeKH MiANpHUEMCTBA.

HeoOxigHo BuUKIIOUUTH Oyab-sKi 1HIIIATHBHI TMEPEpOOKH BIPOBAKEHOI 0
eKCIUTyaTallii amapaTypd OOCIYrOBYIOUMM [E€PCOHAJIOM YW PEMOHTHUKAMH.
Oco06nmBy yBary ciij 3BepTaTd Ha JIETKO 3aMiHIOBaH1 eleMeHTH. Hampukian,
Ka0enb, WO 3 €AHYye TeleOHHMI amapar 3 amapaToM 3axHUCTy (CKpemOyepowm,
mudpaTopom), Moke OyTH 3aMIHEHO 3a KiJIbKa CEKYHJ, a MOro KOHCTPYKIlsA M
rabapuTy MPUITYCKAIOTh YCTAHOBJICHHS 3aKiaiku. Taki eJleMeHTH Cliji JA0AaTKOBO
3aKpIIUTIOBATH W MapkKyBaTu. JloJaTKoBE KPIMJIEHHS I MapKyBaHHS TMOBHHHI OyTH
HEMOMITHI JJI1 CTOPOHHBOTO CIIOCTEpiraya, aje JIETKO IMEpPEBIPATHCS BIACHHUKOM
TepMiHaja 9d JOMYIIEHUM 00CITyrOBYIOYUM MIEPCOHATIOM.

[IpoknaganHs MPOBOAIB, SKi HECYTh CUTHAJIM HE3aXUIIEHOI iHpopMallii, MTOBUHHE
BUKOHYBATHCSI MPUXOBAHO, 32 MOXJIMBOCTI 0€3 pO3HIMHUX 3 €qHaHb. DyHKIIHHO
HeoOX1/1H1 PO3HIMHU MOBHUHHI JJOJATKOBO (DIKCYyBAaTHUCS YU MIIOMOYBATHUCS.

JIns yHEMOJKJIMBIIGHHS TEpexOoIUieHHs 1HdopMallii 3 eJeKTpOMAarHiTHUX ITOJIiB
0a)kaHO 3aCTOCOBYBAaTU cepTU(PIKOBaHy arapaTypy, BUKOHYIOUM BKa31BKM LIONO ii
pO3MillleHHsA. 3a  BHUKOPUCTAHHS  1HIIOI  amaparypu  OakaHO  MPOBECTH
IHCTpYMEHTAJIbHY TEPEBIPKY MOXJIMBOCTI MPUWMaHHA CHUTHAJIIB  3aXHUIIEHO1
iHopmMmarii y 6e3nocepeanii 6i1u3bpkocTi (10....15 cm) Big anapatypu.

Kona, mo BiixoasTh, MOBHMHHI OyTHM MaKCHMMaJbHO BIJJaJICHI BI1J amapaTypu
omnpairboByBaHHs 1Hopmarliii. Kabemni, mHypH, 110 HECYTh CHUTHAJ 3aXHUIIEHOT
iHpopMmarii, MOBUHHI OyTH ekpaHOBaHi. OCKUIbKH 3aCTOCYBaHHS CepTH(]PIKOBAHOT
amapaTypu W pEKOMEHJOBaHE pO3TalllyBaHHS amaparypu Ta KaOeliB B yMOBax
KOMEPILIMHOTO MiANPUEMCTBA YacTO € HE3IIWCHEHHI, KOPUCHHM MOXe OyTH
po3TalryBaHHs B CKJIaJi a0OHEHTCHKOTO TepMiHaja FeHepaTopiB EIEKTPOMArHiTHOTO
urymy. [Ipu iboMy BUIIPOMIHIOBaJIbHI CUCTEMH (aHTEHM) T€HEPaTOpPiB MOBUHHI OyTH
MaKCHUMaJbHO CHOJy4YeHI B MPOCTOpPlI 3 BUIPOMIHIOBAIBHUMHU €JIEMEHTaMH
amapatypu. Y IiJIOMYy MpU oOpradizaimii poOodoro Micis aOOHEHTa 3aXMIIEHOTO
3B’SI3KY CJIiJI TOTPUMYBATH MPABKUI:

- Ha po0oYOMY MICIIl Ma€ OYTH MIHIMYM anapaTypu i yCTaTKyBaHHS,

- BCTAHOBJICHHSI BCOI'0 YCTaTKyBaHHS Ta €JIEMEHTIB 1HTEP €pa Ma€ yTPYJIHIOBATH
iXHE nepeMilleHHs i 3aMiHy Y BIIPOBAKEHHS CTOPOHHIX MPEAMETIB;
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- Ha BWIAJOK, SKIIO BIAOYAYThCS TMOPYIIEHHS pO3TAllyBaHHS, 3aMiHAa YU
BIIPOBA/PKEHHSI HOBOT'O MpEAMETa, TOJI CIiJ] BXKUTH 3aXOMIB 3aJjIsl BUSABICHHS WU
3HEIIKOJKEHHS TEBHUX 1H;

- MIOBUHHO OyTH MaKCHUMAaJbHO YTPYIHEHE JJIsl 3JIOBMUCHHMKA CIIOCTEpIraHHs 3a
po0OYMM TIPOLIECOM 3B’SI3KY ¥ 03HAHOMIIEHHS 3 CHCTEMOIO Ta anapaTyporo 3aXUCTy
iH(opmarii.

Crijt 3a3HAYUTH, 1110 32 BCIET MPOCTOTH MPOTNIOHOBAHUX 3aXO/1B, iXHS peasizalis i,
rOJIOBHE, OL[IHIOBaHHA €(EKTUBHOCTI MOTPEOYIOTh TIMOOKOrO aHami3y KOHKpPETHOI
amapatypu 3B’sI3Ky, ii pO3TalllyBaHHS W MPHUMIIICHHA, B SKOMY BCTaHOBJIEHO
tepminai. Lle moB’s3aHo 3 THM, IO OUIBIIICT MPOLECIB, SIKI MPU3BOJATEH 10 BUTOKY
iH(dopMarlii (3a BUHATKOM O€3MOCEPEIHBOTO TPHETHAHHS 3JOBMUCHHUKA IO JIHIT
3B’SI3Ky), MAalOTh TMapa3UTHUN XapakTep, HE HOPMYIOTHCS JOKYMEHTAII€I0 Ha
amaparypy, He BUSBISIOTHCS B TOJOBHOMY poOouomy mporieci. bararo mapamerpis
[UX TIPOIIECIB ICTOTHO 3MIHIOIOTHCSA Bl €K3eMIUIApa 10 €K3eMIUIsipa amnaparypu
3B’SI3KY 1 CIOJIy4EHHUX 3 HEH BUPOOIB, ICTOTHO 3ajie’KaTh BijJ BIUIMBIB, IO HE
BIUIMBAIOTh HA TOJIOBHUM poOOYMIl TIporiec (HAmpHUKIIAI BiJ MEpeMIlIeHHs KaOeiB
€JIEKTPOKUBJICHHS ).

OmuiHIOBaHHS 3HAYYMIOCTI THX YW IHIIUX TAapa3sUTHUX MPOIECIB Y KOHKPETHIN
cuTyallii, BUOIp pallloHAJILHUX 3aXOJ1B IIOAO0 MPUAYIICHHS, (OPMYBaHHS MpPaBUI
eKCIUTyaTallii TepMiHaja B YacCTHUHI MIATPUMYBaHHS Ha HEOOX1IHOMY piBHI HOTO
1HpOpMaLIHHOT 3aXUIIEHOCTI BUMAaraiTh BHCOKOI KBamidikaimii i SKICHO MOXYTb
OyTH BUKOHAaHI JIMIIE 13 3AJIy4€HHSAM CIIeI1aTi30BaHoi opraHi3arii.

3anumaHHs 0risi caMOKOHMPOIIHO

1. JlaiiTe BU3HAUEHHS MOHSTTS «KOMIUIEKC 3aC00IB 1 MEXaHI3MIB 3aXHUCTy». Uum
K3M3 Biapizuserncs Big KC31?

2. [1lo Ha3UBaKOTh MOJIEILIIO 3aXUCTY?

3. IlosicHITh CXeMy CTPYKTYpH 3a0e3NedeHHs] TEXHIYHOrO 3aXHCTy iH(opMmarii y
HKC.

4. HaBeniTh HOMEHKIJIATYpy WITAaTHUX (pyHKUHIOHANBHUX mocayr 3axucty (DII3),
AK1 CKJIaJIatoTh (DYHKIIIT 3aXUCTY.

3. SIki ’sITh acneKTiB 3a0€3MeUYeHHsI 3aXUIIEHOCT] 1H(OopMallii B TEXHOJIOTTYHOMY
CEpeNoBHUIIll CTBOPEHHsSI Ta ekciutyararii cuctem T3l Bkimouae y cebe cucrema
rapaHTiit?

6. laiite xapakTepucTuky iH(opmarii, sika mijsrae 3axucty y uugposux ATC
3arajJbHOTO KOPUCTYBAHHS.

7. SIlxkum 3arpo3am iHdopMamiiiHuM pecypcam mudppoBoi ATC mae mpoTuaisTh
KC3I?

8. 3 4YOoro CKJIagaeThbCsl MITATHUH KOMIUIEKC 3acO0IB Ta MEXaHI3MIB 3aXHUCTYy
HATC?

9. [losicHiTh cucTemy no3HadyeHb mratHux OI13 3a nonomororo Tepmis.

10. 1o Ha3uBarOTh «CIA0KUM MICLIEM y 3aXUCTI»?

11. Ilo Ha3UBaIOTh «BUIOMOM 3aXUCTY»?

12. JlaiiTe mpukiiaa KOMILIEKCY 3aXO0MA1B AJIsl HEMTpami3alii «caabKoro Micis».
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13. JlaiiTe KOpPOTKY XapaKTepUCTHUKYy 3arajJbHUX 3ac00iB  3aXWCTy, Kl
peanizyrThCsa Y KOXKHIN CUCTEMI 3aXHCTY.

14. Slxumu € meTa 1 3MICT TIany 3axucty iH(opmarii B [IATC?

13. Illo po3yMirOTh i1 MOJITUKOI Oe3MeKu 1HpopmMarlrii?

16. ITpoxomenTyiiTe BuMoru 10 nepconainy [IATC.

17. HaBeaiTh 3MiCT KaJICHAQPHOTO TUIaHy pooiT 13 3axucty iHdopmarii Ha [IATC.

18. SIx opranizoBaHo 3axucT iH(OpMaIii Bii BUTOKY TEXHIYHMMH KaHajlaMu 3a
paxyHok [IEMBH?

20. IlosicHITP TpU3HAUEHHS, 3arajibHy CTPYKTYpYy Ta OpraHizalilo CHCTEMHU
curHamizamii SS7.

21. SIxa cuctema 3axucty y Mmepexi SS7?

22. Slkuii mopsaok po3paxyHkKy HafiitHocTi 00’ektiB HATC, ski ckimanaioTbes 3
6araTbox 00’ €KTIB?

23. Illo Ha3uBarOTh HAIMHICTIO 00’ €kTa?

24. 11lo € KINbKICHOIO OIIIHKOO HaJIMHOCTI 00’ €KTa?

23. Sxuii G13UIHUN CMUCI TIOHATTS CEpeIHIN yac HApoOITKy Ha BIJIMOBJICHHS Ta
AK BIH OOUMCITIOETHCA?
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5 OIIIHKA BEJIMYVUHU BUTPAT HA CUCTEMY THO®OPMAIIMHOI
BE3IIEKH IPOI'PAMHO-KEPOBAHUX ATC

3araJlbHUM MPUHIMIIOM JISTIBHOCTI y cdepi 3axucTy 1HGOPMAaIIHHUX PECYpCIB €
MakCUMyM €(EeKTUBHOCTI 3a JOMYCTUMOTO pU3UKY iH(opMariiiHoi Oe3leku He
HIDKYOTO BiJT 3a(iKCOBAHOTO, KOJU OINEPATUBHUM PHUBHK € MIHIMAJIBHUM,
3a0€3MEeUCHHS] €HOCTI EKOHOMIYHHUX, TEXHIYHUX Ta OpraHi3aliiHuX METO/IIB,
OIIIHHUX KpUTEPIiB Ta 3aco0iB BHU3HAYCHHS JOCTOBIPHOCTI OIlIHKHA PIBHS
1HbOopMaIiiHOT Oe3MeKH I MiABUIEHHS e(PEKTUBHOCTI IISIbHOCTI MIAMPUEMCTBA.

BaxxnmuBoto Ta HeoOxigHOIO ckiamoBoro pobdotu 3 BrpoBamkenHs KC3I [TATC e
YMIHHS pO3PaxOBYBaTH Ta EKOHOMIYHO OOTPYHTOBYBAaTH pO3MIp HEOOXiIHUX
BKJIAJICHb y 3a0e3redeHHs1 Oe3neKkn B pamMKax €IWHOI cTparerii 0e3mekn Ha OCHOBI
aHayi3y PHU3MKIB, TIOPIBHAHHSA BHUTpAT Ha 3a0e3nedyeHHs 1HGopMaliiiHoi Oe3meKku 3
MOTEHITIHHUMHU 30UTKaMU Ta UMOBIPHICTIO 1X BUHUKHCHHS.

HeouinumMy normomMory y HamucaHHI 1IbOTO PO3JUTY, CTBOPEHHI METOIUK OIlIHKU
BuTpat Ha iHpopmarliiiny 6e3nexky [IATC ta npoBeneHH1 po3paxyHKiB OyJI0 HaJAaHO
KaHauaaToM ekoHoMiyHuX Hayk T.M. TapaackiHoro, 3a 10 aBTOpP BUSBIISIE 1l CBOIO
BISIYHICTb.

5.1 3arajbHa CTPYKTypa BUTPAT HA iHdopMalliiiny 6e3nmexky

Cuctema indopmariitHoi 6e3neku [IKC moxe OyTn epeKTUBHOIO, SKIIIO BUTPATH
Ha ii CTBOpPEHHsI Ta yHpaBJiHHSA OyayTh NPUHAWMHI MEHII 3a BTPAaTH BHACIIIOK
3HUILEHHS, TIePeKpyUYeHHs, OMoKyBaHHs 1H(OpMalii, i HECAHKIIIOHOBAHOTO BUTOKY
a00 BiJ MOPYIIEHHs] BCTAHOBJICHOTO MOPSAIKY MapUIpyTH3alii iHpopMallii.

HeoOxinHuii piBeHb 0€3MeKH MOKHA BU3HAYUTH MPU HASIBHOCTI:

- CHCTEMHU TIOKa3HUKIB JUIsl OLIHKK €(EeKTUBHOCTI MIJCUCTEMH O€3MeKu 1
METOJIMKHU TXHBOTO BUMIPY;

- IOCaIOBUX 0C10, YMOBHOBAXEHMX MPUMUMATH pIIIEHHS NpPO JOMYCTHUMICTb
BHU3HAYEHOIO PIBHS 3JIMIIIKOBOTO PU3HKY;

- CUCTEMH, 10 JO3BOJISIE BIACIIIKOBYBaTH TOTOYHI MapameTpu IMiJICUCTEMH
Oe3IeKu.

Bumpamu na inpopmayiiiny  Oe3nexky  nooinAOmsbCa  3a  HACMYNHUMU
Kamez20piiamu:

- BUTpaTU Ha TE€XHIYHE OOCIIyTrOBYBaHHSI CUCTEMH 3axXHUCTy 1H(opMaIli 1 3axoau
1010 3aro0iraHHsl MOPYIIeHb TMOJITHKA O€3MeKu MiANPUEMCTBA (BUTpaTH Ha
MOTIEPEKYBATBHI 3aX0/IN);

- BUTpaT Ha (GOpMyBaHHS 1 MIATPUMYBAaHHS JIAHKA KEpyBaHHS CHCTEMOIO
3axucTy iH(popMalii (opranizaliiiHi BATpaTH);

- BUTPATH HA KOHTPOJIb, TOOTO HAa BU3HAYEHHS 1 MIATBEP/KEHHS TOCATHYTOTO
piBHs 3axuiieHocTi pecypciB Ha LIATC;

- BHYTpIIIHI BUTPAaTH Ha JIKBIJAIII0 HACHIAKIB TMOPYLUIEHHS MOJITUKH
iHpopmMmarriiinoi Oe3nmeku — 1€ BUTPATH, ITOHECEHI MIANPUEMCTBOM 3B’SI3KY, VY
pe3yJabTaTi TOro, 1Mo HeOOX1THUHN PIBEHb 3aXHUIIIEHOCTI HEe OyB JOCSATHYTHIA;

- 30BHIIIHI BUTpPaTd Ha JIKBIJALI  HACHIJAKIB TOPYIICHHS  IOJITHKH
1H(opMarliitHoi 6e3neku — 11e KOMIIEHCallisl BTpaT MPU MOPYIIEHHI MOJITUKY 0e3MeKH
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y BUNAaJKaX, MOB’ SI3aHUX 3 BUTOKOM 1H(opMmallii, BTpaTO0 IMIJIKY, yTPaTOIO JOBIPH
napTHepiB 1 aDOHEHTIB TOIIIO.

PosrnssHeMo nerasnpHilIe CTPYKTYpPY BUTPAT 3a KOKHOIO KaTEeropiero.

A.  Bumpamu na ob6cnyeosysannsa  cucmemu  Oesneku — (@umpamu  Ha
NnONnepeo;HCy8aibHi 3aX00U):

1) kepyBaHHS CUCTEMOIO 3aXHUCTy 1H(OpMaIIii:

- BUTpaTH Ha IJIAaHYBAaHHS CUCTEMHM 3aXUCTy 1H(opMaIlii mianpueMcTBa;

- BUTpAaTH Ha BUBYEHHS 1HpOpMaIiiHOI 1HPPACTPYKTypu HIANPUEMCTBA 13
3abe3nedeHHs O6e3neku iHpopMallii 0OMEKEHOTO MOMTUPEHHS;

- BUTPATH Ha 3[A1MCHEHHS TEXHIYHOI MIATPUMKHA BUPOOHUYOTO MEPCOHAITY MPHU
BIIPOBAKEHHI 3aC001B 3aXUCTY, MPOLEAYD 1 IJIaHIB 13 3aXUCTy iHPOpMaIlii;

- TepeBipKa CHIBPOOITHUKIB Ha JIOSUIbHICTH (BIPHICTH), BHUSBICHHS 3arpo3
Oe3mneKu;

- opraHizamis  CHCTEMH  JIOMyCKy  BHUKOHAaBI[IB 1  CHIBPOOITHUKIB
KOH(]1EHIIIIMHOTO AIOBOJICTBA 3 BIATOBITHUMH IITaTAMHU 1 OPTTEXHIKOIO;

2) periiaMmeHTHE 00CIyroByBaHHS 3ac001B 3aXUCTy 1H(popMaIii:

- BUTpaTH, TIOB’s3aHI 1 HACTPOIOBAHHSIM IPOTPAMHO-TEXHIYHUX 3acO0IB
3aXHUCTY, ONEpaIlifHIX CUCTEM 1 BAKOPUCTAHOTO MEPEKHOTO YCTAaTKyBaHHS;

- BUTpPATH Ha OpraHi3allil0 MEepPeXHO1 B3aeMOJIl 1 OE3MEUHOr0 BUKOPHUCTAHHS
HATC,;

- BUTPATH Ha MIATPUMKY CUCTEMH PE3EPBHOIO KOMIIOBAHHS 1 BEIEHHS apXiBY
JAHUX;

- IPOBEJICHHS 1HXEHEPHO-TEXHIUHUX pOOIT 13 yCTaHOBJIEHHS CHUTHAI3aIlli,
YCTaTKYBaHHIO CXOBHIL KOH(IACHIIMHUX JOKYMEHTIB, 3aXHCTy TelehOHHHUX
JHIA 3B’sI3KY, 3aC001B 00UMCITIOBAIBHOI TEXHIKH TOIIIO;

3) ayuT cucteMu OE3IeKH:

- BUTpaTH Ha KOHTPOJIb 3MIH CTaHy 1H(QOPMAIIIHHOTO CEpeIOBUIIA
H1IPUEMCTBA;

- BUTPATH HA CUCTEMY KOHTPOJIIO 32 JIisIMH BUKOHABIIIB;

4) SIKICTh TEXHOJIOT1M:

- BUTpaTU Ha 3a0€3MEeUeHHS BIAMOBIIHOCTI BUMOTaM SIKOCTI 1H(OpMaIliiHUX
TEXHOJIOT1M, Yy TOMY 4YHCIl aHajgi3 MOXJIMBUX HEraTUBHUX AaCIMEKTIB
iHpopMaIIHUX TEXHOJIOTIM, IO BIUIMBAKOTh HA IUIICHICTH 1 JOCTYIHICTh
1HbOpMaIlii;

- BUTpPATH Ha JOCTaBKY (00MiH) KOH(]1ASHUIHHOT 1HPOpMAIIT;

- 3aJI0BOJIEHHSI Cy0’€KTHMBHHX BUMOT KOPHUCTYBauiB: CTWJIb, 3PYYHICTb
1HTEep(eiiciB TOIIO;

5) AoBipa A0 TEXHOJOTIi: BUTPATH Ha 3a0€3MEUYEeHHS BIANOBITHOCTI MPUUHITUM
CTaHJapTaM 1 BUMOTaM, BIPOT1AHOCTI iH(popMaIlii, 11€BOCTI 3ac001B 3aXHUCTY;
6) HaBYaHHSI IEPCOHATY:

- MABUILNEHHS KBaliikarii CHiBpOOITHUKIB MIJNPUEMCTBA B MHUTAHHSIX
BUKOPUCTAaHHS HAasABHUX 3aco0IB 3aXMCTy, BHUSBIICHHS 1 3amoOiraHHs 3arpo3
Oe3IeKu;

- PO3BUTOK HOPMATUBHO1 0a3M CIIyKOU OE3IEKH;
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7) BUTpaTu Ha 3apOOITHY ATy CEKpeTapiB 1 Ciy>KOO0BIIIB, OpraHi3aiiifHi Ta 1HII
BUTpATH, 1110 Oe3M0CcepeIHHO MOB’ A3aH1 3 MONEPEIKYBaTbHUMU 3aX0JaMu.

b. Bumpamu na xonmpons:

1) myaHoB1 MEPEBIPKH 1 BUTTPOOYBAHHS:

- BUTpaTH Ha TEPEBIPKKM 1 BUIPOOYBaHHS MPOTPAMHO-TEXHIYHUX 3acO0iB
3axXHUCTy 1HGOpMaIlii;

- BUTPATU Ha NIEPEBIPKY HABUUOK €KCIUTyaTallii 3ac001B 3aXHCTy MepCOHAIOM
HITPUEMCTBA,;

- BUTpaTH Ha 3abe3mneueHHs poOOoTH 0cCiO, BIAMOBIAAIBHUX 3a peajizaliio
KOHKPETHHUX TPOIEAYp OE3MEeKH MO MiapOo3aiIax;

- omjaTta poOIT 3 KOHTPOJIIO MPAaBHJIBHOCTI BBEAEHHS NAaHUX Y TMPUKIAIHI
CUCTEMU;

- OIUIaTa 1HCIEKTOPIB 13 KOHTPOJIIO BHUMOT, 3alpONOHOBAHUX /0 3aXHMCHUX
3ac00iB TIpu po3poOIll OyAb-SKUX CHCTEM (KOHTPOJIb BUKOHYETHCS Ha CTaiil
MPOEKTYBaHHS Ta crienudikaliii BUMOT);

2) 1mo3ariaHoBI MEPEBIPKU 1 1CTIUTH:

- or1aTta poOOTH €KCIEePTIB CHeIiai30BaHUX OpraHi3alliii;

- 3a0€e3MeUYeHHs] eKCMepTiB  (BHYTPIIIHIX 1 30BHINIHIX) MaTepiajbHO-
TEXHIYHUMH 3aC00aMH;

3) noTpUMaHHS MOJITUKN OE3MEKHU:

- BUTPaTH Ha KOHTPOJIb peami3amii (yHKIiH, M0 3a0e3neuyloTh KepyBaHHS
3aXHMCTOM KOMEPIIIITHOT TaEMHHUII];

- BUTPATH Ha OpraHi3ailil0 THUMYAcOBOI B3aEMOJII 1 KOOpAHWHAIT MIX
M1PO3A1IaMHA JJIsI BUPIIICHHSI TIOBCSIKIEHHUX KOHKPETHUX 3a/1a4;

- BUTpaTH Ha MPOBEJEHHS aynuTy OE3MEeKH MO KOXKHINM aBTOMAaTH30BaHIH
iHdpopMaLiiHIA  cucTemi, BuAUIEHOI B  1H(OpMaLIHOMY  CEepeAOBHUIII
MINPUEMCTBA;

- MaTeplajibHO-TEXHIYHE 3a0€3MeYeHHs] CHCTEMH KOHTPOJIO JOCTYMIY [0
00’€KTIB 1 pecypcCiB MiANPUEMCTBA;

4) 30BHIIIIHI KOHTPOJIbHI BUTPATH Ha KOHTPOJIBHO-TIEPEBIPOYHI 3aX0/I1, ITOB’sI3aHi
3 JIIEH31MHO-T03B1ILHOIO JISUTHHICTIO B chepl 3aXHUCTy iHhOopMaIlii;
5) aHaJ1i3 MOITUKK O€3MEeKH i ITPUEMCTBA:

- BUTpaTH Ha 1IeHTU]IKAIlIIO 3arp0o3 OE3MEKH;

- BUTPATH Ha MOILIYK BPAa3JIMBOCTEN CHCTEMH 3aXUCTY 1H(pOpMaIlii;

- oryiaTa poOOTH (PaxiBIiB 3 BU3HAYCHHSI MOMJIMBOTO 30MTKY W MEpPEOIliHII
CTYTICHS pU3HKY.

B. Buympiwni gumpamu na 1ik8ioayiro HAcaioKie NopyulenHs NOJimuKy 6e3nexu:
1) BiTHOBJIEHHS] CUCTEMH O€3IEKH 0 BIJIOBIIHOCTI BUMOTraM ITOJITUKH OE3IIEKH:
- puAOaHHS OCTAHHIX BepCiii MporpaMHUX 3ac001B 3aXHUCTy iHGOpMaIlii;
- mpua0aHHS TEXHIYHUX 3aC001B 3aMICTh THX, 110 TPUHIIUIM Y HENIPUIATHICTh;
- MPOBEICHHS JJOJATKOBUX ICIIUTIB 1 MEPEBIPOK TEXHOJIOTTYHUX 3aC001B;
- BUTPATH HA YTHJII3AI1I0 CKOMIIPOMETOBAHUX PECYPCIB;
2) BiTHOBJIEHHS 1H(QOPMAIIMHUX PECYpPCIB MIANPUEMCTBA y pa3l MOPYIICHHS
iH(opMarliiiHo1 Oe3MneKu:
- BUTpaATH Ha BIIHOBJICHHS 0a3 JIaHMX 1 IHIIKMX 1HPOPMAIIHHUX MACHUBIB,;
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- BUTPATU HA TIPOBENICHHS 3aXOJiB II0JI0 KOHTPOJIIO BIPOTITHOCTI JTaHUX, SIKI
M1JIBEPTJIUCS aTalll Ha IJTICHICTb;

3) BUTpaTH Ha BUSBJICHHS PUYUH MOPYIIECHHS MOJITUKUA O€3MeKu:

- BUTpPATH Ha MPOBEJCHHS PO3CIIyBaHb MOPYIICHb MOJITHKUA Oe3neku (301p
JaHUX TPO CIMOCOOM 3AIMCHEHHS, MEXaHI3MH 1 CIOCOOM MPUXOBAHHS
HEMPAaBOMIPHOTO JISHHS: TMOIIYK CHIIAIB, 3HapsAab 1 MNpeAMETIB 3a3iXaHHS;
BUSIBJICHHSI MOTHBIB HEIIPABOMIPHUX JiH TOIIO);

- BUTpPATH Ha BITHOBJICHHS TJIaHIB 3a0€3Me4YeHHs Oe3MepepBHOCTI AiSNIBHOCTI
CITy)0u Oe31eKH;

4) BUTpaTH Ha JOPOOKU CUCTEMH 1HPOPMaIIITHOT Oe3neKu:

- BUTPATH Ha BIPOBAHKCHHS OAATKOBUX 3acO0IB 3aXHCTy, II0 BUMAararoTh
1CTOTHOI TTepeOyI0BU CUCTEMU OE3MEeKH;

- BUTpPATH Ha MOBTOPHI MEPEBIPKHU 1 ICIIUTU CUCTEMH 3aXUCTy 1HPOpMAIIii.
I'. 3o6niwni gumpamu Ha AiKei0ayito HACIIOKI8 NOPYULeHHS NOJIMUKY Oe3NeKU.
1) 3000B’s13aHHS TIepe/] AePKaBOIO 1 MapTHEpaMu (BiTHOBJICHHS JOBIPH):

- BUTpPATH, NPUTATHYTI JJIS BIAHOBJIEHHS JOBIPH CIOXXKMBaya, MapTHEPIB 1
JIEpKaBH;

- BUTPATU HA IOPUUYHI CYNEPEUYKHU 1 BUIJIATH KOMIICHCAIIH;

- BTPATH B pe3yibTaTi pO3pUBY ALIOBHUX BIIHOCUH 3 TAPTHEPAMH;
2) BTpaTa HOBAaTOPCTBA:

- BUTPATH Ha MIPOBEJCHHS JTOCHIKEHb 1 pO3pOOKH HOBOI PUHKOBOI CTPATErii;

- BIIMOBJICHHSI BiJl OpTaHi3aIlliHUX, HAyKOBO-TEXHIYHUX YU KOMEPIIIMHHUX
pillieHb, 10 CTaM Hee(DEeKTUBHUMH B pe3yibTaTi BUTOKY 3BEJ€Hb, 1 BUTPATH Ha
pPO3p0oOKYy HOBHUX 3aC001B BE€ACHHSI KOHKYPEHTHO1 O0POTHOH;

- BTpaTH BIJ 3HIDKEHHS TMPIOPUTETY B HAYKOBUX JOCHIKCHHIX 1
HEMOJKJIMBOCTI TMATEHTYBaHHS Ta NPOAAXY JILEH31 Ha HAyKOBO-TEXHIYHI
JOCSITHEHHS

3) BUHUKHEHHsS TPYJIHOIIIB Yy TMPOCYBaHHI MPOAYKIli, y TpuUAO0aHHI YU
yCTaTKYBaHHS TEXHOJIOT1H, Y TOMY YHCJII MABUIIIEHHS I[1H HA HUX;
4) eKOHOMIYHMI 30UTOK:

- 1HII B MOMJIMBOTO 30MTKY MiANPUEMCTBY, Y TOMY YHCII 3B’s3aHi 3
HEMOXJIUBICTIO BUKOHAHHS (YHKI[IOHAJIbHUX 3a7a4, BHU3HAYEHUX HOTrO
CratyTom.

Jloist peanibHOI cucTeMu 1H(POPMAIIITHOT O€3MeKH CKIIAJ 1 CTPYKTypa BUTPAT MOXKE
OyTH 1HILIOIO y 3aJIeKHOCTI BiJ 33/1a4, sIKI CUCTEMa BHUPILIYE.

5.2 Meroamn KiIbKICHUX, AKICHUX Ta eKCIEPTHUX OLIHOK MapaMeTpiB
iHpopmaniitHol Oe3nmexku

Orminka piBHS 3aXUIIEHOCTI 1H(HOPMALIHHUX PECypCiB, €PEKTUBHOCTI MEXaHI3MIB
3aXMCTy Ta 3arajbHOi 3aXWINEHOCTI CHUCTEM, €KOHOMIYHUX TMOKA3HUKIB Ta IHIIUX
napaMeTpiB cucTeMu 3abe3rneueHHs 1HGOpMAIIHHOI Oe3MeKH TeIeKOMYHIKaIlnHUX
MEPEeXK Ta IX CKJIAJOBHX € BEJIbMH CKJIAQIHOIO 3amadero. Ha cphorogHi BU3HaHI
(haxiBIIMM METOJIMKH OI[IHKH TTOKH IO BIJCYTHI.

CrpaBa YCKIAQOHIOETHCSI THM, IO HE BCi TIOKa3HUKUA PIBHSA 3aXHINEHOCTI
iHpopMaIitHUX pecCypCiB MalOTh KUIbKICHI OIIHKHU. JI1IHiCHO, OIIHKA 3aXMIIEHOCTI
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iHpopMallli Bil BUTOKY I TEeXHIYHUMH 4d (DI3UMHUMU KaHAJIaMU (aKyCTUYHHMH,
BIOpOAKyCTHUYHUMH, €INEKTPUYHUMH, €JIEKTPOMArHITHUMH, ONTUYHUMH TOIIIO)
BUKOHYETHCSI TMOPIBHIHHAM BIJMOBIAHOTO BHUMIPSHOIO PIBHSA CHUTHAIY 3 HOPMOIO.
SKiIo BIJHOIIEHHS PIBHS CHUTHAJTY, BHUMIPSHOTO Ha TPaHMII YM 3a MeEXaMu
KOHTPOJIbOBAHOI 30HHU, /IO PiBHsI, MPUUHITOTO 3a HOPMY, MEHIIE «l», TO 00 €KT
BBYKAETHCSI 3aXUIICHUM.

AJe 3a HeCaHKIIIOHOBAHOTO JIOCTyNy 10 iHdopMallii y KOMIT IOTEpHIN CUCTEM] HE
BJIA€THCS 3HAUTU (Pi3MUHY BEIIMUUHY, SIKY MPU IIbOMY MOKHA BUMIPATH. J[0BOAUTHCS
3aCTOCOBYBATH SIKICHI OIIHKY 3aXHUIIEHOCTI.

5.2.1 ExcnepTHi MeToamM OUiHKM napamMeTpiB iHbopmauiHoi 6e3neku

IToka3HuKku, sK1 3ajeXaTh BIJI aHTPOIIOTEHHUX BIUIMBIB, 37€01JIBIIOTO MalTh
SKICHI OIIIHKY y MOPSIIKOBHX IIKaNax, 300yTHX METOIOM E€KCIIEPTHOTO OMMUTYBAaHHSI.
[Toka3HUKHM  3aXWINEHOCTI SIBISIOTH COOOK0  CHUCTEMY  B3a€MO3B’S3aHUX 1
B3a€EMO3AICKHUX  KOMIOHEHTIB.  OIllHKa  CTenmeHl  3axUIIEHOCTI  OKPEMUX
TEJICKOMYHIKAIIHNX 00 €KTIB — BY3iB, CTaHIlIH, MapIIpyTH3aTOPIB, CEPBEPIB — €
CKJIQJTHOTO 33J1a4€I0, TKa BUKOHYETHCS CKCIIEPTaMHU.

JlocmimkeHHss 'y 00MacTi  eKCIEePTHUX CHUCTEM TMOKa3alu  e(EeKTHBHICTD
3aCTOCYBAHHS [JIsl BHUPILICHHS TAaKUX 3a/ad IHTEJNEKTyaJIbHUX CHCTEM MiATPUMKH
OPUMHATTA pillIeHb, 3aCHOBAHMX Ha EKCHEepTHUX 3HaHHAX. OO0 €KTHBHI OLIHKH
3aXUIIEHOCTI MEPEeX 3aMIHIOIOThCS CKCIIEPTHUMHU OIlIHKaMH, OCHOBAaHMMHU Ha
EBPUCTUYHHMX HAJaHHAX TepeBar. Po0OoTa ekcrmepTHUX CHCTEM 3aCHOBaHA Ha
3HAHHSX, SIK1 30€pIraloThCs y Mam’siTi CHCTEMHU.

JIns momaHHS 3HAHb Y €KCHEPTHIA cHUCTeMl MIATPUMKH NMPUUHATTSA PIIIEHb 13
OIIIHKM BaplaHTIB PO3MOALITY MEXaHI3MiB 1H(POpMAIIHHOI 0€3MeKH 3 BUKOPUCTAHHIM
HEYITKOi JIOTIKM Ta HEYITKUX MHOXHH, MOJXKHA 3alpONOHYBATH MEPEKHY
KOHCTPYKIIit0, SIKa 3a/Ia€ThCS Y BUTIIAII

C= <X]],..., Xi',' R],..., Rk,' G> (51)

ae X — MHOXHMHA OO0 €KTIB TEJIEKOMYHIKAIIMHOT Mepexi (BY3JiB, KaHANIB)
MOTYXHICTIO i, B KO)KHOMY 3 00’ €KTIB AKOI BUAUIAIOTHCS j = 9 MOAYNiB Oe3neku (Tpu
MJIOMIMHU OE3IEeKH 0 TPH PiBHS B KOXKHIHM tutontuHl. J(uB. po3a. 11.3);

R;,..., R, — MHO>XHHA THIIIB 3B’ S13KIB MI)K 00’ €KTaMU;

G — BimoOpakeHHS, SIKEe 3a7a€ 3B SI3KH MK 00’ekTamu X 13 3aJlaHOTO HAOOpYy
3B’ 3KIB.

BiamoBinHa excriepTHa CUCTEMa TOMAETHCSA Y BUTIIAI TPhOX B3a€EMOIIOB’ I3aHUX
MoJIeNiel: 00’€KTHOI MOJIeN, sKa BigoOpakae JaHl 00 CTPYKTYPHUX aCICKTIB
Mepex1; TUHAMIYHOI MOJIEN, sika OMUCY€e POoOOTY 00’ €KTIB Mepexki; GyHKI[IOHATBHOT
MOJIEINI, Y K1 PO3IIISAAETHCA B3a€MO/III Mik 00’ ekTamu (puc. 5.1).

baza 3HaHb EKCHEPTHOI CHCTEMH CKIIQJIA€ThCS 3 TEOPETHYHOIO Marepiaay 3
npoOjieM T1oOy/noBH TelekomyHikamiiHux wmepex Ta KC3IP B HiM, a Takox
crienudiuyHoi ekcnepTHoi 1H(opmarlii, HEOOXIAHOI ST MIATPUMKH TPUHHSITTS
pIIICHb.

[IpuifHATTA pilIeHb MO0 PaliOHATIBHOTO BHOOPY BapilaHTIB 1 OLIHKH
3aXHUIIEHOCTI MEPEK BHUKOHYETHCS 3a JIOMOMOTOI0 TMpaBui BupimeHHs. KoxHe
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npaBmwiIo Oa3zyeTbcs Ha 1HQOpMarllii, OTpUMyBaHOI BiJ eKcrepTa. 3a JOMOMOTOI0
HpaBUJ BUPIIIEHHS TPOBOIUTHCS YACTKOBE BIOPSAIKYBAHHS (PAaHXKHPYBAHHS) TOYOK
POCTOPY BX1THUX MTOKA3HUKIB.

.7 ExcneprHa cucrema

/" | O6’exTHa Junamiuna . <

/ \ .
! Moaesb MoJieJIb ! Ouinku
| * b €KCIIePTHOJ,
! |
\ ! CHCTEMH

\ ) N

DyHKIiOHAJIbHA
MoeIb

Pucynok 5.1 — CTpyKTypa eKcriepTHOT CUCTEMU

JIIst OIIHKHM CTETEeHI 3aXHUIIEHOCTI MEPEeXK Memooamu Heuimkoi a02iku ma
HEeYIMKUX MHONCUH 8800SMbCSL NIH2BICIMUYHI 3MIHHI:

r — CTeMiHb 3aXWIIEHOCTI 1H(GOpPMAIIITHOTO pecypcey, sika 3a0e3medyeThes
MexaHi13MOoM 1H(opMarliitHoi 6e3nekn y MOAyIl 0e3MeKH KOMIIOHEHTa MEPExKi;

§ — CTeMmiHb PU3HMKY (WMOBIPHICTH) 3MIMCHEHHS 3arpo3d Ha MPOTA3l MEBHOTO
IPOMIXKKY Yacy;

P — BEIMYMHA MOXJIMBHX 30UTKIB, SIKI MOXYTh OyTH HaHECEHI OIMepaTopy
BHACJIIJIOK peati3allii 3arpo3.

JIns OIIHKK KWMOBIPHOCTI 3arpo3W BBOJATHCS JIEKiJIbKa JUCKPETHHX CTEIEHIB
(rpamauiii). JIiHrBicTMYHI 3MIHHI NPUMMAalOTh TEPM-MHOXKHUHY 3HadeHb T, T, 1 T
BI/IITIOBITHO

T,=T, =T,={"nesnauna”, “nuszvxa”, “cepeona’, “sucoxa’}. (5.2)

['panuii MK 3HaUYEHHAMH 3MIHHUX PO3MUTI. DyHKIIT MPUHATEKHOCTI Pi3HUX
TEPMIB TMEPECIKAIOTHCA. 3HAUYEHHS 3MIHHUX Y KOXXHOMY KOHKPETHOMY BHIIAIKy
BHU3HAYAETHCSI €KCIIEPTHUM METOJ0M ab0 €MIIPUYHUM MUISIXOM, HAa OCHOBI JOCBITY
eKCIUTyaTalii MmoAiOHUX CHCTEM, LUIAXOM PEeeCTpallii MEeBHUX MOJid, BU3HAUYEHHS
4acTOTH I1X TIOBTOPEHHS TOHIO0. BenuumHa MOXIMBHX 30WTKIB BHU3HAYAETHCS
po3mipoM (hiHaHCOBUX BTpAT abo, y BUMAAKY HEMOMJIMBOCTI iXHPOTO BU3HAYCHHS, 32
SKICHOI IIKayiow. Hampuknaa, BeauyumHa 30UTKIB MOXe OyTH - “BIACYTHS
“Hu3bKa”, “‘cepenHs’, “BUCOKA”, “HENOMYCTUMO BUCOKA .

JlocnipKeHHsT CTEMeHl 3aXMIIEHOCTI MepeX IPOBOAATh 3a IpaBUJIaMH, SKi
(hOpMYIOTBCS HAa OCHOB1 €KCIEPTHOro onuTyBaHHsS. OCHOBHA 1/i€sl I[bOIO METOIY
MoJIsiTa€ 'y HACTyMHOMY: ©eKCIEpPTHI OIIHKUA 3aJal0ThCsid Y BUIJISAAL PIBHSIHBb
NPU3HAYCHHSI — HEUITKUX BIJHOIICHB, SIKI MICTATh OOMEXEHHsS Ha 0a30Bi 3MiHHI.
BximHi HeWiTKI 1HCTPYKIT MOXYTh OyTH TOJIaHI JCSKOI KOMOIHAIIE€I0 BXI1THUX
npaBmi. L{i piBHSHHS BUPILIYIOTHCS BIJHOCHO Oa)kaHMX OOMEXEHb 3a JOMOMOIOI0
KOMITIO3HI[] HEYITKHUX BIJHOIIECHbD.
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ExoHoMIuyHa uacTMHA HUILOBUX (YHKIIM Mae 3aAaBaTHCh BHUXOAAYU 3 TOTO
MPUHIIAITY PO3YMHOI JOCTaTHOCTI, 3T1AHO SKOTO BUTPATH Ha 1HGOPMAIIHHY Oe3MneKy
B MarwTh OyTH MEHII 3a MOXJIMBI 30MTKM B3 3a peanizaiii 3arpo3: B < Bj .
Heuitky 6a3y naHux npeacTaBisioTh Y BUTJISAIL:

koo
U[ﬂ(xi:af’)]%y:dj;jzf;izj., (5.3)
=1 i=1

ne a' — wewiTkuii TEPM, SIKUM OI[IHIOETHCS BX1]T X;;

BUX1]] y OLIHIOETHCS] HEYITKAM TEPMOM dj;

1 — KUIBKICTb BXO/IIB;

m — KUIbKICTh TEpMIB, fKI BUKOPHUCTOBYIOTHCSI IJISl JIHTBICTUYHOI OIIIHKHU
BUXIIHUX JaHUX, BXO/IB;

k — KITbKICTh BX1THUX TIPABUIIL.

Jloriune BuBeJEHHS 0a3yeTbCs Ha BIIOMOMY ajJTOPUTMI BUBEICHHS Y HEUITKUX
excriepTHUX cucreMax [19]. ¥V BiAMOBIAHOCTI 3 anrOpuTMOM 0a3a 3HaHb MTOIAETHCS Y
BUTJISII TaOJHIlb, € y CTOBOIISIX MPUCYTHI 0a30B1 3HAYCHHS JIIHTBICTUYHUX 3MIHHUX
r, s, p TOIIO Ta X Moaudikallli, CTBOpEHi JOTTYHUMU 3B’ I3yBaHHAMH “1” “a00”.

3 METOI BUKOPHUCTaHHSI KOJEKTMBHMX 3HAHb 0a3a 3HaHb (POPMYETHCS MIISTXOM
OMUTYBaHHs JEKUIbKOX eKcrepTiB. s o0’eaHaHHS 1HAWBIAYaJbHHUX CYIKCHb Y
KOJIEKTUBHE 3aCTOCOBYIOTh HEUITKE BIJIHOLICHHS “TOMiIX’, 3HAYC€HHS SKOTO
MOJAEThCS IHTEPBAJIOM 3HaueHb Ha Biapi3Ky [0, 1]. TloHsaTTs “moMix” y mpocTopi
HaJaHHS mepeBar € ¢opmanmizamniero ymoBu [lapeTo uisi MpUHUUITY Y3TOJKEHHS
BIJIHOIIIEHb 1HAMBIIYyaJIbHOTO HAJIaHHS TIepeBar THUITY: ‘“‘AKII0 BCl 1HJUBITYYMH
HAJAI0Th IIepeBary 00’ e€KTa a nepea 00’ €KToM b, TO 1y TPYIOBOMY HaJlaHHI IepeBar
00’ €KT a moBUHEH OyTH Kpanium o0’ exta b”.

[Tpoueaypa moOya0BH MpaBuil BUPILICHHS TIOBUHHA OYTH IHTEPAKTUBHOIO.

3amaya OLIHKH KOMIUIEKCHOT CUCTeMH 1H(popMaliiiHoi 0e3meKu, po3ropHyToi Ha
TEJICKOMYHIKAIIHIM Mepexi € CYTTEBO CKIaAHOK. Taka 3ajada € TBOPYOIO,
0a3yeTpcsi HAa EMIIPUYHOMY JOCBiAI (axiBuiB, a €(EKTUBHICTh pE3YJIbTATIB
BU3HAYAETHCS HASBHICTIO BIAMOBIIHUX 3HaHb Ta JOCBITY (haxiBIIiB.

[Ipu 3HaxXOMKEHH1 OLIHKKA HEOOXI1THO Y3TOJUTH Mk COOO0 HU3KY IMPOTHIICKHUX
OPUHIIUIIB, K1 MalOTh OJJHOYACHO 33J0BOJIbHSATUCH:

- IPUHIMIT 3MEHIIEHHS MOTOKY 1H(OpMaIli, SKuil Ma€e TOCTaBISATUCH JIFOJIUHI IS
OPUUHATTS PIllICHHS;

- IPUHUUI 00’ €KTHO-OPIEHTOBAHOTO MOJICNIOBAaHHS TpU MOOYJIOBI KapTUHU
npeaMEeTHOI 00J1acTi;

- IPUHITATI JUHAMIYHOT CTPYKTYPH;

- IPUHIIUII TIOBHOTH 1H()OPMALIIIHOTO IPOCTOPY;

- IPUHIIMII 1HTerpalli 1H()OpMaLIHHOTO TPOCTOPY;

- IPUHIUIT  JCTeHTpamizamii  iHopMaIliiHOTO  CXOBHIA Ta  MPUHIUI
KOMITOHEHTHOTO CKJIQJIaHHS IPUKJIATHUX PEKHUMIB.

PimmenHst excnepTHOT cUCTeMU MOKe OYTH MPAaBUIBHUM 3 JIESKOIO WMOBIPHICTIO.
Axmo excnieptHa cucrema mae 300 1 OibIIe MapaMeTpiB, BOHA MOYHWHAE MPaIOBATH
cama Ha ceoOe [20].

KpiMm Toro, o/ivH 13 3aKOHIB CKJIQJHUX CHUCTEM IOJISITA€ y TOMY, 110 ONTUMAJIbHI
MOKA3HUKHU 3aXUIIEHOCT] PECYPCiB CKIIATHOT CUCTEMHU MOXKYTh JOCSATATUCh TOJ1, KOJIH
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(GyHKIIOHYBaHHS MEXaHI3MIB 3aXHMCTy KOMIIOHEHTIB CKJIAJHOI CHUCTeMH He Oyne
onTtuMagbHUM. ONTHUMAIBHOK BEIIMYMHOI0 3aXHINEHOCTI PECYpCiB CHCTEMHU € Taka,
AKa JOCATAETHCS 32 MIHIMAJIbHUX BUTPAT, 110 MalOTh OyTH MEHIIMMH, HI)K MOKJIUBI
BTpaTH Bij peaizallii 3arpo3, skum npotuctoite KC3IP.

OnTUManbHOI CHCTEMOIO 3aXMCTy iH(poOpMallii Ha3WBa€ThCS Taka CHUCTEMa
3aXHCTY, SIKa 3a0e3rnedyye MaKCUMaJIbHYy CTEIIHb 3aXHUIIEHOCTI MpU MIHIMaJIbHOMY
NOTEHIIMHOMY 30MTKY, MaKCHUMaJbHIM (YHKIIOHAIBHOCTI Ta MPOAYKTUBHOCTI
1HGOopMaLIiHOT cCUCTEMH (MaKCUMYyMi (QYHKIIIHM 1HPOpMAIIHHOT CUCTEMH Ta MIHIMYMI
CepeIHBOr0 Yacy JOCTYIY A0 00’ €KTIB 3aXUCTY 1H(OPMALIHOT CHCTEMH).

Ha ¢ynkuionyBanHs MexaHi3MIB Ta cepBicy 1HQopMaliiiHoi Oe3nexu
BUTPAUYalOThCA PECYpCH TEIEKOMYHIKAIIIHOI Mepexi: yac, mporpaMHe Ta arapaTHe
3a0e3nedeHHs], 301TBITYE€ThCS HABAHTAKEHHS MEPEXKI Ta 4ac 3aTPUMKH MOBIIOMJICHb,
3MEHIIY€ETHCS MPOIMYCKHA 3[AaTHICTh TEJIEKOMYHIKAIiHOiI Mepexi. Ponp ekciepTHOT
CUCTEMH TPUUAHATTS pIlIeHh TMOJIATaE y TOMYKy KOMIpomicy. MexaHizMu
iH(opMarliiiHoi 0e3neky MOBUHHI HOPMaJIbHO (DYHKI[IOHYBATH y KOXKHOMY MO
Oesrmeku 1, MpU IHOMY, HE 3aBakaTd poOoTi 1HmMX KommoHeHTiB KC3IP
TEJIEKOMYHIKAI[IHHUX MEPEeK.

[le oxHy mpoGiieMy CKIaAar0Th MTUTAHHS JAOBIpH J10 3HAYECHb BXiIHUX 3MIHHUX Ta
KOPEKTHOCTI 0a3u 3HaHb, sKa TOBMHHA OyTH T00yJ0OBaHa Ha OCHOBI
EKCIIEPUMEHTAJILHO MMIATBEPIPKEHUX MaTepialiB M0A0 Mo0ya0BH Ta (YHKIIIOHYBaHHSI
KC3IP TenekoMyHIKaLIHHAX MEPEK.

HeoOxigHO NpOBOIWTH IIHMPOKI EKCIEPUMEHTANbHI JOCHIKEHHS — BECTH
HAKONMYYyBaHHS, JOKYMEHTYBaHHS 1 BUKOPHCTAHHSA pE3yJbTaTIiB pPEryIsipHOro
MOHITOPHUHTY 1H(OpMaLIiHOT Oe3MeKu UIsi BJOCKOHAJIEHHS 1 PO3BUTKY CHUCTEMH
OLIIHKY 1H(pOpMaIiiiHOi Oe3MeKHu Ta 0P KaHHS CTaTUCTHKU TEXHIYHOI eKCILTyaTarii
KC3IP.

5.2.2 BuaHa4yeHHS NOKa3HMKIB 3aXMLLEHOCTI Ta nobygoBa maTpuLi NOKa3HUKIB

[Ipu po3B’s3aHHI 3a7adi pallOHAIBHOTO BUOOpY CIiJ BpaxyBaTu (DakTOpH: Ha
ChOTOAHI HE COPMOBAHO IHTETPATLHOI OIIHKKA PIBHS 3aXHINEHOCTI, ajie MOXJIMBO
BU3HAUUTH PIiBHI, IO 3a0e3MeuyeTbcs KOXKHOIO KOHKPETHOIO IMOCIyrow abo
MEXaHI3MOM Oe€3MeKr; He BCl IMOKA3HWUKH PIBHSA 3aXHINEHOCTI MalOTh KIJIbKICHI
OIIIHKH, MIOKA3HUKH, SIK1 3aJIeKaTh BiJl aHTPOIIOTCHHUX BILIUBIB, 3/1€01IBIIIOT0 MAIOTh
AKICHI OIIHKA Yy TIOPSAKOBUX IIKanax, OJEPKAHUX METOJAOM EKCIEPTHOTO
OTIMTYBAaHHS.

[Toka3HUKK 3aXUINEHOCT1, TapaHTIH, SKOCTI Ta B3a€MO3B’sA3aHl 3 HUMHU TEXHIKO-
€KOHOMIYHI TTOKa3HUKHU (POPMYIOThCS Ha Pi3HUX cTadisx xkuTreBoro mukiny KC3IP na
pi3HUX eTamax MPOEKTYBAaHHS, CTBOPEHHsI Ta eKCIUTyaTallli. 3adaui ananizy ModxicHa
ROOIIUMU HA MPU KIACU:

- IeTepMIHOBaHI 3a7a41, KOJIM BUX1JHI JJaHI MOJIEJI1 € TIOBHICTIO BU3HAYCHUMU;

- CTOXACTUYHI 3aJ1ayi, KOJIM y BUXIJIHIN 1HPOpMaIlli € eJJeMEHTH HEBU3HAYEHOCTI
abo Jneski mapaMeTpu HOCATh BHUIMAJKOBUN XapakTep 3 BiIOMUMH HMOBIPHICHUMHU
XapaKTepUCTHKaMH, a00 YacTWHA MapaMeTpiB Ma€ AKICHUM XapaKTep 1 OLIHIOETHCS
EKCIIEPTHUMHU METOaMH 32 JOTIOMOTOIO SKICHUX IIKaJI Ta METO1B HEYITKOT JIOT1KH;
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- KOMOIHOBaH1 JETePMIHOBAHO-HEUITKI 3a/ayi, KOJM Y BXIJHUX IapaMeTpiB
OPUCYTHI, SK TIOBHICTIO BHM3Hau€HI ab0 CTOXAaCTHYHI TapaMeTpu, HaIpHUKIIaL
napaMeTpyd TEXHIYHHUX KaHaJIiB BHUTOKY, TaK 1 HEUITKI IapaMeTpH, HaMpHUKIal]
MOKAa3HWKU  3aXHUIIEHOCTI, sKI 3a0e3MeuyrThCsl MEXaHI3MaMu 3axUCTy  BiJ
HECAHKI[IOHOBAHOTO JIOCTYITY.

[Ipy 3axucTi KOMITIOTEPHUX MepexX (Pi3uyHI Ta TEXHIYHI 3acCO0U 3aXUCTy
OIIHIOIOTHCS JICTEPMIHOBAaHMMHU TapameTrpamu. [[o CTOXaCTUYHHMX CIiJ BiJHECTH
PI3HOTO pOAY aTakd Ha KOMII IOTEPHI MEpexi: BIPYCH, 3JIOMH CUCTEM 3aXHCTy
iHpopMallli, TPOHUKHEHHS B cUCTeMH Tomo. lloTiK HMX TOAIN OLIHIOETHCA
CTOXAaCTUYHUMU TTapaMEeTPaAMH.

Opranizauiiai nmapameTpu (3aco0u) 3axHUCTy, Takl SK poOOTa 3 MEPCOHAIIOM,
KOHTPOJIb AISUTBHOCTI CJiA BIAHECTH A0 TPEThOTO Kiacy, J€ MOXKJIUBI OLIHKH
akicHAMH a60 excrieptHUMU Metogamu. B TM3K 3axuct Big aTak, siKi HOCSTH
BUTIQJKOBHUI XapaKTep Ta 3aXUCT BiJ JIFOJICHKOTO (haKTOPY, € OCHOBHHUM.

[Toka3HUKHM 3aXWINEHOCTI SBJISIOTH COOOK0 CHCTEMY B3a€MO3B S3aHHX 1
B3a€MO3aJIC)KHUX KOMIIOHEHTIB; JI0 HOMEHKJIATYpH TOKAa3HUKIB, OKpPIM IMOKa3HHKIB
3aXMIINEHOCTI,  JOLUUIBHO  3aJy4ydTH  TIOKa3HUKH  AKOCTI  1H(opMaIiiHoO-
TEJIEKOMYHIKAIIHHOT cucTeMH (Taki, SIK HaJIAHICTh, 3aBaJOCTIMKICTh, MOKa3HHUKHU
JIOCTaBKM TIOBIJIOMJIEHb TOIO); C€KOHOMIYHA 4YaCTUHA IIhOBUX QYHKIIH Mae
3a/]aBaTUCh BUXOJMYM 3 TMPHUHIMIYY PO3YMHOI JOCTaTHOCTi, IO BHUTpPaTH Ha
iHpopMaliliny Oe3neKy B;; MaiTh OyTH MEHIII 32 MOXKJIMBI 30UTKHU B3 3a peanizaii
3arpo3s: By < Bs.

[Toznaunmo uepe3 X;, ..., X, HaOIp MOKA3HUKIB, sIKI BiIOOPaXKatOTh MOKA3HUKH
MPU3HAYECHHS, 3axumieHicTh  iH(opmarii  (koH(]imeHIiHOCTI, LIJTICHOCTI,
JOCTYITHOCTI,  CIIOCTEPEXHOCTi),  3aXWINEHOCTI  CHCTEeMH  JIOKYMEHTAJIbHUX
TEJICKOMYHIKaIii (HAIIHHOCTI, CTaJOCTi, XUBYYOCTi), iX SKOCTI (JOCTOBIPHOCTI
nepegaBaHHs iHdoOpMallii, 3aBaIOCTIMKOCTI, XapaKTEPUCTUK JIOCTABKU 1HQopMaIlii,
SIKOCT1 TIOCJIYT) Ta rapaHTii 3aXUIIEHOCTI (BITHOCHO BCIX €TaIliB JKUTTEBOTO ITUKITY
cuctemu). [Tokasnuk X, — BeTMUrMHA BUTPAT.

3ajada OIIHKM TOKAa3HUKIB 3aXMIIEHOCTI 1 SKOCTI € 3ajadero ix “BuMmipy’ H
BIIOOpaXeHHs Yy JEeAKIA KIIbKICHIM abo sKicHIM mikami. He Bci XapakTepucTHUKH
MOXYTh OyTH OLIHEHI KIJIbKICHO, OCOOJIMBO Ti, SIKI 3aj€XaTh BiJ] aHTPOIOTCHHUX
YUHHUKIB. [IpUMIpoM BaXKKO OIIIHUTH KUIBKICHO HAMIMHICTh 3B’S3Ky 4YM SIKICTh
KepyBaHHS CUCTEeMOIO Oe3mneku. [Ipu HEMOXKIMBOCTI OIIHKK MOKAa3HWKA KUIBKICHO
HOro OLIHIOITh SKICHO, BigoOpakaloun Mipy MpOSIBY JaHOI HPHUKMETH,
3aCTOCOBYIOYM TIOPSJKOBI IIKAIA 1 KOPUCTYIOUYHCh METOJIOM EKCIIEPTHOTO
OTIMTYBAaHHS.

Pe3ynbpratom OIiHIOBaHHS MOBMHHA OYTHM MaTpULS MOKA3HUKIB 3aXMILEHOCTI i
SKOCTI CHUCTEMH PO3MIPHICTIO 1 X m, A€ N — KUIbKICTh MOKA3HUKIB, M — KUIBKICTh
BapiaHTIiB T10OynoBU cuctemu iH(opmamiitHoi Oe3neku. KoxxHoMy BapiaHTy
BIJITIOBi/Ta€ CBOSI TOYKA UM BEKTOP Y MPOCTOPI MOKA3HUKIB X, ..., X, YaCTHHA 3 IKUX
€ KpUTepisiMu BUOODY.

Jis  mpukiaaay po3ISIHEMO TPH  BapiaHTH  TEXHIKO-€KOHOMIYHOI  3ajadi
paIiOHABPHOTO  PO3MOALUTY (YHKIIIOHAIBHUX TIOCHYT 3aXHCTy 3 JeKUIbKOMa
MMOKa3HUKaMHM 3aXHIIEHOCTI 1 IKOcTi (Tadma. 5.1).
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Tabmums 5.1 — MaTpuilst TOKa3HUKIB 3aXUIIIEHOCT] Ta SKOCT1 TEIEKOMYHIKAI[IHHUX
MEPEK

OI11iHKY TTOKA3HMKIB JIJIs1 BapiaHTIB PO3IOIiTY MOCIYT 3a0e3MeueHHS
IToxazHuku 0€3IMeKH 1 IKOCTI CUCTEMH TEJICKOMYHIKAlIHHUX MEPex
3aXHUIIEHOCTI1 Bapiant po3noaity | BapiadT po3nofginy Mix BapianT po3minieHHs
1 IKOCTI MiX PIBHSIMH Ta eJIEeMEHTaMH Mepexi MOCITYT y KIHIIEBUX
MPUKIATHOIO noctyny, LIKC, MMYHKTax
CHUCTEMOIO TPAHCIIOPTHOI MEPEXKi
JlocToBipHOCTI )20 pm Pz
HaﬂiﬁHOCTi H] H2 H3
Kondinenritnocti K; K K;
HiJ’IiCHOCTi H] HQ Hg
JlocTymHOCTI piy pIg; pIg
CriocTepexHOCTI C C, C;
BapTOCTi B[B B[E B[B
["apanTiii 3axucTy — Pisens 1 Pisens 2 Pisens 3

ExoHOMIUHI TIOKa3HUKM MalOTh BPaxOBYBaTH 3arajibHi BUTPATH, BKIIOYAIOYH
BapTICTh MNPUI0AHHS, MOHTaXy (IHCTAJIAIT) 1 TEXHIYHOI eKcIuTyaTalii 3acoly
3aXHUCTy. Y BapiaHTi PO3MOALTY MOCIYT OE3MEeKH MK MPUKIAIHUM PIBHEM 1 IHITUMU
PIBHSIMU 3arajibHi BUTpaTH Ha iH(opMalliiiHy Oe3rneKky MOXyTh OyTH OOYHMCICHI 3a
BUPA30M:

M 1 M
B, = Z;Bm (Z,)+ 21: leim (i) (54)
nie m — iHJeKC MexaHi3my Oesneku, m=1...M, ne M — KinbKIiCTb MEXaH13MiB O€3IeKH;
B,(l, ) — BenuuMHa BUTpAT Ha peali3allil0 m-T0 MEXaHi3My Oe3leKu 3
MMOKA3HUKOM 3axXHUIIEHOCTI /,,;
i — 1HAEKC piBHS Mojenl Mepexi, i=1...I, e I — KUIbKICTh PIBHIB 32 BUHSATKOM
MPUKIIATHOTO PIBHS;
Bin(l;, ) — BeTMUMHA BUTpAT HA peajtizalliio m-ro MexaHi3My O0e3neKkn Ha piBHI i 3
MOKa3HUKOM 3aXHIIEHOCTI /.

VY BapiaHTi po3NOALTY MOCIYT 0€3MeKH MK MPUKIHIIEBUMH MTYHKTaMHU 1 By3JIaMU
Mepex1 3arajabHl BUTpaTH Ha 1HPOpMaIliiiHy 0e3neky Bz MOXyTh OyTH 00UYHMCIICH] 3a
BUPa30M

M J M
B]EZ:NzBm(lm)+szlBjm(ljm)7 (5.5)
m=1 =1 m=
ne N — KiUIbKICTh IPUKIHIIEBUX MTYHKTIB;
V — KUIBKICTh BY3J11B MEPEXKI;
J — 1H1eKc OJoKa By3ia mepexl, j=1...J, ne J — KIIbKiCTh OJIOKIB Ha BY3JI.

[TpunycTtumo, 10 MpU MEPEHOCI 3acO0IB 3aXUCTY 3 MPUKIHIIEBOTO IMYHKTY Y
BY3JIM MEPEKI1 3arajibHa 3aXUIEHICTh HE 3MIHIOETHCS 1 HE YTBOPIOIOTHCS HOB1 KaHATH
HECaHKI[IOHOBAHOTO jocTyny. Toxal 3 (5.5) BUIUIMBAE, 110 3arajibHI BUTPATH MOXKYTh
3MEHIIUTUCh, 60 V < N. 3anexHIiCTb 3aXHUIICHOCTI B NEPepo3MOaiTy 3aco0iB
3aXHCTy Y MEpEXKi MOB’ sI3aHa 3 KOHKPETHUMH MapaMeTPaMHU MOCITYT 3aXUCTY.
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5.2.3 MeTogu Bubopy onTumMansHOro BapiaHta nobygosu cuctemu iHbopmauinHol
6eaneku

Metonu BinOOpy HaWOUIBII paIliOHAJIBLHOTO BapiaHTa MOOYAOBH CHCTEMH
iHpopMaLiiHOT Oe3MeKn MOXKYTh OyTH TakuMu: AUQPEPEHUINHUNA METON; METO.
0araTOKpUTEpiaIbHOTO  OI[IHIOBAHHS;  METOJ  KOMIUIEKCHOTO  TOKa3HUKa;
1HTEepaKTUBHHUI METO/I.

[Ipu ougepenyivinomy memooi BUOUpPAETbCS 0a30BUl aHAIOT, 3HAYCHHS
MOKa3HUKIB SKOTO 3aJaf0ThCs ekcrepTtoM. OIIHIOBaHWN BapiaHT MPU3HAETHCS
3aJ0OBUIbHUM, SKIIO BIH HE MOCTYMAETHCS aHAJIOTY MO >KOJAHOMY 3 IMOKAa3HHUKIB. Y
BUTIAAKY, KOJHM BapiaHT 3a JEIKUMU TIOKa3HUKAaMU TIOCTYMA€ThCA aHAJIOTY a 3a
NeIKUMHU TIepeBakae Moro, el MeToa He 3acTOCOBYEThCA. JludepeHiiiuuii MeTo
3py4HO 3aCTOCOBYBaTH IIpHM TMEPBHHHOMY BiZOOplI BapiaHTIB ISl TMOJAJIBIIOTO
aHaizy.

VY3arasibHEeHHAM JUQPEPEHIIMHOTO METOAY € Memood 0azamoKpumepiaibHO20
OYiHI06aHHs BapiaHTIB 3a HAOOPOM MOKa3HUKIB. Y MPOCTOPI MOKa3HUKIB 3a/1a€ThCS
Take MPAaBWJIO TMOPIBHIHHS 7 — MIPHUX TOYOK (BHUpIIIHE MPAaBHIJIO): TOYKA X Ma€
OLIBIITy TepeBary, HiXk TOYKa y, KO0 BOHA MAa€ X04a O OJHY OUIBITY KOMIIOHEHTY i
H1 oftH1€T MeHIIOo1. [IpocTip MOKa3HUKIB MOAUISETHCS HA TPHU 00JIACTI:

X, - MHOKMHA TOYOK, KOKHA 3 AKX Ma€ OUIbIIy MepeBary, HiK Oy/b-siKa TOUKa
0a30BOTO BapiaHTa;

Xp - MHOXKMHA TOYOK, KOXKHA 3 IKMX HE Ma€ TiepeBar HaJl 0a30BUM BapiaHTOM;

Xc - MHOKMHA TOYOK, KOXKHA 3 SIKMX Ma€ MEHINy TMepeBary, Hik xoda O ogHa
TOYKa, sKa BIAMOBiae 6a30BOMY BapiaHTa.

IIpyu upoMy wMeroai HeoOXimHa 1aji OlIbII JeTaJbHA OIHKA BiAiOpaHuX
BapIiaHTIB.

Memoo KomniexcHo2o NOKAa3HUKa TOJATae y 300yTTI 3rOPTKU MOKA3HUKIB 1 J10
€IMHOTO KOMILUIEKCHOTO TIOKa3HUKa 3a (popMyamMu, O/IHA 3 IKMX MOKE MaTH BUTIIS:

F=YaX,, (5.6)
i=1
e a; — BaroBl Koe(ilieHTH, SIKI B1IOOpaKatOTh “‘Ba>KIMBICTh OKPEMHUX MMOKAa3HHKIB.

[le#i meTonm mpoCTUi, ajleé WOTO0 HEMOXJIMBO 3aCTOCYBaTH y HAIIOMY BHIMAJKY,
KOJM TOKa3HWKW MalTh HE OJHAKOBY Gi3wuyHy mnpupony. Kpim Toro, y
KOMILUIEKCHOMY TIOKa3HUKY OJWH IOKa3HUK MOKE€ OyTH KOMIICHCOBAHO 1HIIIHMM.
[Ipumipom, 3aHMKEHUN TMOKAa3HUK KOHQIAEHIIITHOCTI MOXE KOMIIEHCYBAaTHUCh
3aBUIICHUM TOKa3HUKOM MPOAYKTHBHOCTI. lle HemomycTuMo BUXOASUM 3 IPUHITUITY
“HaliMEHII 3aXUIIECHO] JIJAaHKU .

binbm gockoHamuM € 1HTEPAaKTUBHUN METOJ BHOOPY pallilOHAJIbHOTO BapiaHTa,
SKAW 3aCHOBAaHO Ha OJHIA 13 3amad Teopii NpuiHATTS pimens [21]. Bin
XapaKTePU3y€e€ThCs BUKOPUCTAHHIM EKCIEPTHOI iH(opMallii He JHUIIe IS OILIHKH
MOKAa3HUKIB Yy SKICHUX INKaJlax, a W JJIs OPUAHATTA PIlIeHb MO0 PaIliOHaJIbHOTO
BubOopy. IlopiBHSAHHS OaraToKpuUTepiaJiIbHUX ajJbTEPHATUB (TOYOK MPOCTOPY
MOKa3HUKIB) BHUKOHYETHCS 3a JOMOMOTOI BHIIIHUX TpaBwi. KokHe mpaBuio
0a3yerbcst Ha iHQOpMaIlii, OTPUMYBaHOI BiJl €KCIepTa. 3a JOMOMOTOI0 BUPIITHUX
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MpaBWJI MPOBOJUTHCS YACTKOBE BHOPSAKYBAHHS (paHKUPYBaHHS) TOYOK IPOCTOPY
MOKa3HUKIB.

3aI0BUTBHICTD JESKOTO BUPIIIHOTO MpaBWJIa MOKHA 3°SICYBaTH JIMIIE B TPOIIECI
floro 3actocyBaHHs. Tomy mporenypa BUOOpY MOBHHHA OYyTH KiJlbKa KpPOKOBOIO.
Ski1o BUpilIHE MPaBUIO HE 3a0e3Meuye BU3HAUYCHOCTI BIIOPSIKYBaHHS BapiaHTIB, TO
3a HACTYITHUM KPOKOM Mae OyTH OTpuMaHa JoAaTKoBa iH(opmairis 1 moOyaoBaHe
OlnbIn “‘CHJIbHE” BUpINIHE NPABUJIO, SKE JO03BOJMIO O YCYHYTH HEBHU3HAYEHICTH
BIIOPSIIKYBaHHS BapiaHTIB.

[ndopmariito, oTpuMyBaHy Bif eKcriepTa, HEOOXITHO MEPEBIPATH HA 3MICTOBHICTb,
aJIeKBaTHICTh 3aj7adl 1 He cynepewimBicTb. [lomaTkoBa iHdopmalis Ha KOXHOMY
KpOIli TOBUHHA TIOPIBHIOBATHUCH 13 OTPUMaHOIO paHimie. Tomy mporeaypa noOyaoBu
BUPIIIHOTO PaBUJia TOBUHHA OyTH 1HTEPAKTUBHOIO.

5.2.4 Anroputm BMOGOpPY ONTMManbHOro BapiaHTa nobygoBu cuctemm iHopmaLinHoT
Be3nekn MeTo4OM po3B’A3aHHsA 3agadi baraTokpuTepianbHoro Bubopy

Takum 4uHOM, 3a/a9y MOXHA 3BECTH JIO 3a/1adl OaraToKpuTepiaabHOTO BUOODY,
fKa YCIIIIHO BHPINIYEThCS y OaraThbOX NPaKTUYHUX BHMaaKax. MaTemaruyHa

MOCTAaHOBKA 3aJlaul Taka. 3ajgaHa oOisacTe mapamerpiB P(x;, ..., X,) Ta ILUJIbOBI
(yHKIIT KOMIUIEKCHOT'O MTOKa3HUKA:
k] :f(X],...,)Cm), (5 7)
k2 :f(X],...,)Cm), :

kk = Xn :f(xl,...,xm),

ae kj,...,k, — BEKTOp KpUTEPIiB.

YacTuHy MOKa3HUKIB BUOUPAIOTH Y SIKOCT1 KPUTEPIIB, TaK 110 11 = m +k.

AJTOpUTM TMpOLEAYpPH TOLIYKY palllOHaJbHOTO BaplaHTa PO3MOALTY MOCIYT
HaBEJICHO Ha puc. 5.2.

Crnouatky (QopMmyeThcsl 3arajibHa cTpateris iHpopmariitHoi O6e3mnexu, a Ha ii 6a3i
— YaCTKOBI cTpaterii BapiaHTiB MoOyJ0BU CHCTEMHU 3axHCTy. DOPMYIOTHCS BUMOTH
710 CUCTEMH 3aXHCTY 1 TOYATKOBE BUPIIIHE MTPABUJIO.

B ocHoBHOMY 1uki mporeaypu GOpMyrOThCS BapilaHTH MOOYIAOBH CHCTEMH
iHpopMmariiiinoi Oe3neku Ha 0as3i iHdopmalii exkcrnepTiB. OTpuMaHi BapiaHTH
PAHXKYIOThCS Y TPOCTOPI KPUTEPIiB 1 3aCTOCOBYEThCS BHUpIIIHE TMpaBwiio. Jlami
BUJIYYAEThCS HAWTIPIIMK BapiaHT. SIKIIO TaKMM YMHOM 3HAWJEHO palliOHAJIbHUI
BapiaHT, TO MPOIEAYPY 3aKIHUECHO.

B inmomy Bunaaky dhopmyeTrbes iHPopMallis 1711 HACTYIHOI 1Tepalii MpoLeaypHu:
JETai3yI0ThCs ‘-IaCTI(OBl CTpaTern JETami3ylOTbCSL BUMOTH IO BapiaHTIB 1
dbopmyeTbesa “mijcuiene’”’ BUpiliHe mpaBuiio. [lepeBaroro mpOro MeTomy € Te, Lo
30upaeThes 1 aHa3yeThesl 1H(OpMaIIist eKCIIepTiB 3 11 YCKIaAHEHHAM J0 HAaCTYITHUX
UKITIB. TUM caMUM YHUKAETHCS HAJTMIITKOBICTH 1H(OpMAITii.

Icayroua mapagurmMa epeKTUBHOCTI cucTeMU 1HGOpPMAIiitHOT OE3IMeKH MoJsrae B
TOMY, 110 BEJIMYMHA PU3UKY UM BTPAT BiJ peaiizailii 3arpo3 Mae OyTH MEHIIOI HIX
BUTpAaTU Ha ii moOyJ0oBy Ta KepyBaHHA. ToMy MaloTh Miclie JBa OJHOYACHHUX
IPOLIECH.
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3 ogHOTrO OOKY, TEOpil Ta HOPMATUBHO-TIPAaBOBa Oa3a 3axucTy iH(opMarlli nepen-
0ayae OIIHKY TTOYaTKOBOI'O PU3UKY 1H(POpMaIliiiHOi Oe3meKu Bij peaizailii 3arpo3 Ta
OIIHKY 3QJIMIIIKOBOT'O PU3HUKY ITICJISI CTBOPEHHS CUCTEMH 1H(OPMaIIiitHOT O€3IeKH.

3 iHmoro 60Ky, nepeadavaeThcsl MoOyAoBa cUCTeMHU 1H(OpMaIiiHOI Oe3neku Ta
0oOUYHCIICHHS BUTpAT Ha 1H(opMaIlliiiHy 0e3reKy, BpaxoBYIOUM KOMIUICKCHUM TI1IX1T
U1 TOOY/IOBU CUCTEMH 3a0e3nedeHHs iHdopMalliiiHoi 0e3nmeku Ha BCIX CTaaisx 1
eTamnax >KUTTEBOTO IUKITY, BKIFOYAOYH il CTBOPEHHS Ta KCIUTyaTaIlifo.

[ IToyatox ]

®dopMyBaHHS 3arajibHOI cTpaTerii
iHopmariitHoi 6e3neku (I1b)

®opmyBaHHS BUMOT 10 cuctemu b

®opmMyBaHHS MOYATKOBOT'O BUPILTHOTO MPaBUIIa

dopmyBaHHsI BapiaHTiB cuctemu Ib
Ha 0a3i iHpopMallii eKCIIepTiB

PamxyBaHHsI BapiaHTIB y MPOCTOPI KPUTEPIiB

Bunydenns ,,Haifripuioro” Bapianta

3HalieHo Tak
pamioHamTbHUH
BapiaHT

JeTamizaliisi 4aCTKOBUX CTPATET1YHUX BapiaHTIB
Ib, meramizarisi BUMOT J0 BapiaHTiB,
dhopmyBaHHS ,,ITIJICUIICHOTO’” BUPIIITHOTO
paBuia

[

[ Kiuens ]

Pucynok 5.2 — Ilpouenypa Bubopy paiioHaJIbHOTO BapiaHTa PO3MOLTY MOCITYT
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5.3 Meroanka OMiHKM BUTPAT
Ha 3a0e3nevyeHHs inpopmauniiiHoi 0e3nmexku ATC

[lepenbavaeTbcs, 10 KOMILIEKCHA CHCTEMa 3axucTy iHdopmarii mnudpoBoi
CUCTEeMH KOMYTaIlli CTBOPIOETHCS 3TITHO 3 IMAKETOM HOPMATHBHUX JOKYMEHTIB
CUCTeMHM TEXHIYHOro 3axucTty iHdopmanii Ha mnporpamHo-kepoBaHux ATC
3arajibHOro kopuctyBaHHs. Lludpori komyramiiini cuctemu (IIKC), sk mpaBwuiio,
OCHAIYIOThCSI INTaTHUMHU 1, 3a HEOOXiTHOCTi, JTOJAATKOBUMH IO3aIITATHUMHU
3acobamu T3I, ski mpu iXHHOMY CHUIBHOMY BHUKOPHUCTaHHI YTBOPIOIOTH KOMILIEKC
3aco0iB 1 Mexani3miB 3axucty (K3M3), mo 3ale3neuye mnoTpiOHMII piBEHb
3axuIIeHocTl iHpopmariiitnux pecypceis LIKC.

5.3.1 CtpykTypa BuTpaT Ha iHdopMaLinHy 6e3neky LLATC

[Topsimox BUKOHAHHS poOIT Bu3HayeHo B [12, 22]. Ha crazaii po3pobku podoyoro
npoekty cucteMu T3l y IIKC po3pobnserbcs K3M3, sk B3aeM03B’si3aHUN HaO1p
3aco0iB 1 MeXaHI3MIB 3aXHCTy, IO pealli3yloThb 0OpaHy MoOjeNb 3axucty. Mojenb
3aXUCTy PO3POOISIETHCS HA CTajlii TEXHIYHOTO MPOCKTYBAHHS SK B3a€MO3B’SI3aHHMA
Ha0lp (QYHKIIOHAJIBHUX IMOCIYT 3aXHCTy 3 HEOOXITHUMHU PIBHSAMHU €()EKTHBHOCTI 1
CTIMKOCTI peaiizalii HUX MOCIYT, 33 SKUX 3a0€3MedyeThCs 3aJaHUNA y TEXHIYHOMY
3aBJIaHHI PIBE€Hb 3aXMILIEHOCTI 1H(YOPMALIITHUX PECypCIB.

raTHi 3aco0u 1 MexaHi3Mu 3axXUCTy i1H(opmalii 34e01IbIIOr0 BXKE 3aKJIafeH] B
apXiTEKTypy CyHacHUX [HKC abGo B cucreMy iXHBOI TEXHIYHOI EKCILTyaTallli.
JlonaTkoBi 3aco0M 1 MeXaHI3MH 3aXUCTy PO3pOOJSIIOTHCS W 3aCTOCOBYIOTHCS Y
BUIAJKaX, KOJM INTaTHI HE 3a0e3MeuyloTh HEOOXITHOTO PIBHSA 3aXUIIEHOCTI.
Homenknatypa mrathux ®II3 ta cucrema rapanTiii HaBeaeHa B po3j. 4.1.

BianoBigHO 10 NMpUHLIMIY MiHIMaJIbHOI JOCTATHOCTI CHCTEMa 3aXUCTy Ma€ OyTu
CIIPOEKTOBaHa TaKUM YMHOM, 1100 3/1HCHIOBaNacs MPOTHUAIS TIIBKH TUM 3arpo3am,
10 MalOTh CYTTE€BE 3HAYEHHS AJis1 3aMoBHUKA cucteMu T3, 1 TUIbKM TOIO MipoIO, B
K1 HEOOX1THO HEWTpasizyBaTH YU MOCIAO0UTH, 3MEHIIUTH HACTIJIKH MPOSIBY TaKHX
CYyTTE€BHX 3arpo3, Uil TOro mo0 BTpaTH BiJ IXHIX MOXJIMBHUX peajizaiiii He
NEPEeBUILNIN TPAHUYHO MPUITYCTUMUX piBHIB. Ha cTazmii TeXHIYHOrO MpOEKTYBAHHS
po3po0IsieEThCS Monenb 3axucTy iH(opmarniiaux pecypciB [IKC ta Bu3HawaeThCs
cykynHicte I3 ms peanizamii K3IM3.

Jlnsa Bnepiie ctBoproBanux LIKC crouaTky BUKOHY€eThCS BUOIp CUCTEMH 3 OTJISTY
Ha peanizoBaHi y Hid DII3 Takum 4yuHOM, 1100 MiHIMI3yBaTH BapTICTh POOIT 3i
CTBOpPEHHS JOJaTKOBUX MEXaHI3MIB 3aXHCTy, SKIIO B I[bOMY BHUHHUKA€ moTrpeda. Y
CYKYITHOCTI 31 IITaTHUMHM JIOJaTKOBI ME€XaH13MU MTOBUHHI 3a0€3M€UUTH 3a3HAYCHUH Y
TEXHIYHOMY 3aBJIaHH1 pIBeHb 3axuIieHocTi iHdopmaiii. HeoOxigHo BHOpatH Taky
CUCTEMY, IITAaTHI 3aCOOM 3aXUCTY KOTPOi HAUOLIbIII MOBHUM YMHOM peaji3oByBau O
OTPUMaHYy 3a pPe3yJibTaTaMHU TEXHIYHOTO MIPOEKTYBAHHS MOJIEIb 3aXHUCTY.

Axkmo tun [KC Bxke oOpaHO, TO BUKOHYEThCA OIlIHKA pEaTi30BaHUX y HIU
mratHux OII3 Ha BIAMOBIIHICT, HABEJEHIH Y TEXHIYHOMY MPOEKTI MOJIEI 3aXUCTY.
BiacyTtHi mociyru peami3yroThCs 3a JOIMOMOTOI0 JOJaTKOBUX 3aC00iB 1 MEXaHI3MiB
3aXUCTY.

Ha miii cranii MoXHA BU3HAYUTH CTPYKTYPY BUTpPAT Ha iHQPOpMaIliiiHy Oe3meky,
AK MoKa3aHo B Tabu. 5.2. [Ipu poMy citiJi BpaxoBYBaTH PI3HUIIIO B )KUTTEBUX LIMKIIAX
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MTaTHUX Ta JOJATKOBHX 3ac00iB 1 MEXaHI3MIB 3aXHCTy, @ TaKOX IXHIO YaCTKOBY
peanizaliito B icHyrouii cuctemi TexHiuHOi ekcrutyaTtanii [IKC. Yactuna BuTpaT Ha
iHpopMarliiiny Oe3nmeky Ha IITAaTHI 3axoJM 1 3aco0M BXK€ YBIWIIA 10 BapTOCTI
CUCTEMH, M0 TTOCTAYA€ThCA, @ TAKOXK JI0 BUTPAT B CUCTEMI TEXHIYHOI €KCIUTyaTaIlii.

Tabmung 5.2 — Ctpykrypa BUTpat Ha iHpopmalliiHy 6e3neky B Tunosii [JATC

CraTTi BUTpar
No | Tlincuctema 3aco0iB Ta MEXaHI3MIB 3aXUCTY Lé E o g §
n/n iH(popMmarrii 5 § E 5z .§ = g
v = O < g I g >
2518 | S22/ 8| &%
o .2 o = =1 3 = E» 2
= s | = O | Ol << |O | M
1 [rarai  3acobu  (Pi3UYHOTO  3aXHUCTY: - - - B4 | Bis| - -
YKPIIJICHOCTI 00’€KTa, OXOPOHU TEpUTOPIi,
3aXMCTY BiJ] CTUXIMHUX JIUX TOIIIO.
2 I[OI[aTKOBi 3aco0u q)iSI/I‘-IHOFO 3aXUCTy B21 B22 B23 B24 B25 B26 B27
3 [raTHi opraHi3amiifHO-TEXHIYHI 33aX0IH1 - - - Bss | B3s | - -
MIITPUMKH HAIIHHOCTI, apXxiByBaHHS,
pe3epByBaHHS, PEMOHTO3JaTHOCTI.
4 | JlomaTkoBi OpraHizamiitHO-TeXHIYH1 3aX0/IH B4 B4 | Bsys| Bas | Bss | Bag | Bar
5 [raTHi mporpamHo-TexHiuHi 3axoqu: OII3 - - - Bss | Bss| - | Bsy
Ta MEXaHI3MU 3aXUCTY.
6 | JomaTkoBi MpOrpaMHO-TE€XHIYHI 3axoau: | Bg Bsx | Bz | Bes | Bss | Beg | Ber
®I13 Ta MexaHI3MHU 3aXUCTY.
7 IITatHi OprasizalfiiiHo-aJIMiHICTpaTUBH1 - - - B |Byis | - -
3axoAW 3a0e3medyeHHs TapaHTid Oe3meKu
CEpeloBHINa TIEPCOHANY, CTaHAapTH3aIlii
TC, saxocTi TOKyMEHTaITii.
8 | HomaTtkoBi opranizaiiiiHo-aaMiHicTpaTuBHI | Bg Bsy | Bgs | Bgsa | Bss | Bgg | Bgs
3aXO0/M 3a0e3MeUeHHs rapaHTiii Oe3meKu.
9 | llITatHi OpraHizaIiifHO-poTrpaMHO- - - - Byos | Bos | - | Boy
TEXHIYHI 3ax0oAW 3a0e3MeueHHs TrapaHTid
cnoctepexxnocti 1 keposaHocti  TC,
KOH(]1AeHIIITHOCTI 1 JIICHOCTI
iHpopmaniiinux pecypciB TC.

TC — TexHONOTIYHE CePEOBHIIIC.

JlJis mTaTHUX TPOTPaMHO-TEXHIYHUX 3acC00iB BPaxXOBYIOTHCS €TalM KUTTEBOTO
[UKJTY: TPOCKTYBaHHs, TECTyBaHHS, aTecTaris, ekcruryatamis. CympoBOIKEHHS
MITaTHUX TPOTpaMHO-TeXHIUHUX 3axofiB: PII3 Ta MexaHI3MU 3aXHCTy, BXOIATH 0
3arajJlbHUX BUTpaT Ha TexHiyHy ekcmutyataniro [IKC. Jeski mratHi DII3 Ta
MEXaHI3MU 3axXHUCTy 1HGoOpMalli 3aJUIIWINCh HE3aJISHUMH B ICHYIOUIH CHCTEMI
texHiuHoi ekcruryarallii [IKC ane iXx HEoOX1IHO BpaxyBaTH MpU OOYKMCICHHI BUTpAT
Ha iHpopMaIiiiHy Oe3MeKy.

Jli1s nolaTKOBUX 3ac001B Ta MEXaHI3MIB 3aXHUCTY BPAXOBYETHCS IOBHUN KUTTEBUN
IIUKJI: TOIIYK ,,CTa0KUX MICIP” Ta CKJIaJIaHHsS TEXHIYHOTO 3aBAaHHS a00 TEXHIYHUX
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YMOB, TIPOCKTYBaHHS, CTBOPEHHsS, OIllHKa a00 TECTyBaHHS, aTecTallis,
CYIIPOBOJI)KCHHSI, EKCILITyaTallisl.
3arayibH1 BUTpaTu Ha 1HGOPMAIlIiHY Oe3MeKy MOXKHA BU3HAUUTH 3 BUPaA3y:

N M
BZA:ZZBU, (5.8)

i=1 j=1
ne M — KUTbKICTh BU/IIB 3a0e3nedeHHs 1HpopMaIliiiHOi Oe3neKH;
N — KIJTBKICTb CTAaTEH BUTpAT.

5.3.2 MNpuknag po3paxyHKy Ha TUNOBMWI BY305 KOMyTauii

Buxopucrtaemo MeTOauKy po3paxyHKy —cOOIBapTOCTI HOCIYT  MICBKOTO
TeIeQOHHOTO 3B’ 13Ky, C(POPMOBaHY Ha OCHOBI YNHHOI HOPMATUBHO-IIPABOBOI 0a3M 3
ypaxyBaHHSIM CHCTEMHU VYIPABIIHCHBKOTO  OOJIKYy  BITYM3HSHUX  ONEPATOPIB
TEJIEKOMYHIKAIIii.

Kputepiem anst po3nofiieHHs yciX cTaTeil BUTPAT MPOMOHYETHCS B3ATH YACTKY
D3I s1c (ponra 3apodiTHOT muIaTu npamiBHUKIB mtaty 1udposoi ATC):

d(i)sn ATC = (D3HATC/ @31_[ (59)
Piunuit hon 3apo6ITHOT TIJIATH 32 KOXKHOIO j-010 JIJISTHKO POOIT BUSHAYAETHCS:
O3IIprc= 3 * I * (1 + Hysn) 12, (5.10)

ne 3 — cepeTHbOMICSTYHA 3ap00iTHA T1aTa mpariBHuKa mudpoBoi ATC;

HI— mwrar 3a j-0r0 IUIIHKOIO POOIT;

Hg,n — HOpMaTUB BiJIpaxyBaHb Ha COLIAJIBHI 3aXO0/IH.

Yactka Qonay 3apo0iTHOT MIIATH 711 KOKHOT j-01 AUIIHKHA POOIT pO3paxoBy€eThCsA
3a (opmyIioro:

d(bgn ATCj :cDBHATCj / (DBHATC . (51 1)

AMopTu3aliiiHi BiApaXyBaHHS 3a KOXKHOIO j-OI0 TUISHKOK POOIT 0OUUCTIOITHCS
3a (opmyoro:

Aatci= dpsn atc * Aatc, (5.12)

ne Aarc — amoptu3aniiifi Bigpaxyanss mo ATC.
MarepiajibHi BUTPATH 32 KOXKHOIO j-0OF0 JIITHKOIO POOIT MOIAIOTHCS Y BUTJISII:

Marcj= dgsn atc * Marc, (5.13)

ne Marc; — matepianbai Butpat o ATC.
[ omepartiiifHi BUTpAaTH 32 KOXKHOIO j-O00 JUISHKOIO POOIT BH3HAYAIOTHCS 3a
dbopmyIoro:

EATCj= dq)gn atc * Eatcin, (5.14)

ne Earciy — 1ami Butpatu o ATC.

Jlam posnoautsitoteess BuTpat AUITHOK (PII3) BiAMOBIAHO 7O HOPMATHUBHOTO
nokymenta HJ[ T3I 2.5-002-99.

CepenHe ymnCIIO MPAlLiBHUKIB, 3aHATHX peani3aliero QyHKIINA 3aXUCTy, HABEICHO
3 metoauku [8, 23] mst 10-oi pinsaku (PI13) ,,Cuctema 3axucty Bij 3001B Ta BiIMOB
y po6oTti ATC”:
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ny=1—po (3.15)

Hus 10-oi pinssaku n, = 0,001356. Ilpu upomy po= 0,998644.
[Tpukmnan posnoainenus sutpaT ATC 3a GyHKITIOHATEHUMH MOCIyTaMy 3aXUCTY
MO’KHA HAaBECTH Y BUTJISLA1 TabI. 5.3.

Tabnuusg 5.3 — Po3noainenns Butpat ATC 3a GyHKIIOHATBHUMU MOCITYTaMH 3aXUCTY

Howmep j-oi oinanxu pobomu (DII3)

Aominicm-
Cmammi eumpam Bupobnuyuii wumam pamugHul
wmam

112 3 4 5 6 7 8 9 |10 11| 12 13

1. Onnama npayi 3
8i0paxy8aHHAMU
(D31y1rcj)

Busnauaemuocs 6ionogiono 0o nopmamugnozo wmamy ATC ma cepednvoi
3apobimuoi niamu

Busnauaemocs 6i0nogiono 00 uacmku amopmu3ayitiHux 6i0paxyeans y
2. Amopmu3zayitini cymi eumpam onepamopa abo 00 4ACMKU aAMOPMU3AYIUHUX 8I0PAXyE8aHb
siopaxysanns (A4rcj) | onepamopa y eumpamax wa onnamy npayi onepamopa; 3a OLIAHKAMU
pobim poznodinsiemovcs nponopyitino 00 D311 0ns KodHcHOT 3 OiNAHOK pobim

Busnauaemucs 6i0nogiono 0o uacmku 00x00i8 6i0 HaoanHs nocaye ATC
3. Mamepianohi y cymi 00x00i8 onepamopa; abo 00 YACMKU MAMePIalIbHUX GUMPAm
eumpamu (Myrc;) onepamopa y 6uUmpamax Ha oniamy npayi onepamopa; 3a OLIAHKAMU
pobim poznodinaemuvcs nponopyitino 0o D311 ons koxcnoi 3 dinanok pobim

4. Inwi onepayitini
sumpamu (E4rc;)

5. Vevoeo sumpam

6. Cmpykmypa

sumpam (desm a1cj),
%

Buxigai gaui :
A. Po3wmip Butpat ®II3 3a crarrsamu, rpH.:
- orutarta mpaii 3 BigpaxyBanusamu O3I1 — 138087600;
- aMopTHU3aliiHi BiapaxyBanusa A — 630000,00;
- MartepianbHi BuTpatu M — 460000,00;
- irmm onepariitai Butpatu E — 355000,00.
b. Illrar omeparopa TeleKOMyHiKailii, AKuM 3amydeHo o HanmaHHs OII3,
PO3paxoBaHO 32 HOPMATUBAMU YHCEIBHOCTI MITATY, 3a AUISTHKaMU pooiT, ocid [22]:
1. Cucrema 3axucTy BiJl BIUIUBIB CyO’€KTIB JOCTYMy 4Yepe3 IITaTHI TEepMIHAIIN
00CIIyroByBaHHsI 1 IITaTHI IpUKiHIEB] puctpoi — 0,45.
2. CucreMa 3axuCTy Bij MO3aIlTaTHUX BIUIMBIB Yepe3 IITaTHI, a00 OCHOBHI abo
IITaTHI JJOJaTKOBI MPOrpamu, i (ab6o) TexHiuHi 3acodu — 0,3.
3. CuctemMu 3axuCTy BijJ MO3alITaTHUX BIUIMBIB Ha MapaMeTpu CEpeAOBHUIIA
¢dbyukiionyBanas ATC - 0,3.
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4. CucreMa 3aXUCTy BiJ] BIUIMBIB MO3AIITATHUMH TEXHIYHUMH 1 (a00) porpamMHO-
TEXHIYHMMH 3ac00aMU Ha €JIEMEHTH yCTaTKyBaHHsS B mporieci ekcruryaramii ATC —
0,7.

5. CucreMa 3axMcTy BIJ BIUIMBIB TMO3alITATHUMHU MporpaMHuMHu 1 (abo)
IpPOrpaMHO-TEXHIYHUMH 3aco0aMu Ha mporpamu, aadi i mporecu Ha ATC, ski
yCTaHOBJIEHI B mpolieci i ekcruryararii — 1,1.

6. Cucrema 3axuCTy BiJ BIUIMBIB MPOTPAMHHUX 3aKJagoK 1 (a00) TEXHIYHHUX
3aKJIQHUX TPHUCTPOIB, IO YCTAHOBJEHI Ha TMEPEACKCIUTyaTalliiHUX CTaisax
xutreBoro ukiy ATC —0,3.

7. CucreMa 3axuCTy BiJ BUTOKIB iHpopMarlii yuepe3 kananu [IEMBH - 0,3.

8. Cucrema 3axucTy BiJ BHUTOKIB iH(opmaiii depe3 KaHaau MOOIYHUX aKyCTO-
€JIEKTPUYHUX nepeTBopeHb — 0,3.

9.Cucrema 3axuCTy BIiJl SKICHOI HEAOCTAaTHOCTI 1H(OPMALIHHO BpPa3IMBHUX
pexuMiB, GYHKINHN 1 mocayr, 1o HagatoTbess ATC - 0,7.

10. Cucrema 3axucty BiJ 3001B Ta BiiMOB y po6oti ATC — 0,9986.

11. Cucrema 3axucTy BIJ 3arpo3 y cucremax 30epexxeHHs i1Hdopmalli Ha
¢bi3uuHux HOCcisx — 0,3.

12. Cucrema nikBiiaiii HaCIiAKIB peani3oBaHuX 3arpo3 indopmarii — 1,1.

13. Cucrema kepyBanHns 3acooamu T3I — 1,0.

B. CepennboMicsiuna 3apo6iTHa miiata — 839 rpH.

CyxymHictio Bcix HaBenennx PII3 crBopena MHOXkWHA 3ac00IB Ta MEXaHI3MIB
3aXUCTY, SIK1 3a0€3MeuyloTh e(PEeKTUBHUI Ta KOPEKTHHM 3aXHUCT.

[Tpu pomy mig epeKTUBHICTIO 3200y a00 MEXaHi3My 3aXHCTy PO3YMIE€ThCS MOTO
CIIPOMOJKHICTh TPOTUCTOSITH SIK MPSAMUM aTakaMm, TaK 1 BCUISKAM Jia3iBKaM, IO
noB’si3aHl 3 poOOTOI0 3aco0y abo MexaHI3My 3aXHCTy B KOHKPETHHX YMOBax
3aCTOCYBaHHS (30KpeMa, CIPOMOXKHICTh MPOTUCTOSTH BIIKIIOUCHHSIM, 00XO7am,
YILIKOJIPKEHHAM, 0OMaHaM, MPOBOKYBAaHHSIM TOIIO).

[lin KOpeKTHICTIO 3aco0y abo MexaHI3My 3aXHCTy PO3YMIEThCA HOTO
CIIPOMOXHICTh IPABUWJILHO peanizyBaTu BusHaueHy OI13.

PesynbpTaTn po3paxyHKiB BUTpAT 3a JIISHKAMU poOIT 3aHeceHl y Tabu. 5.4, ne
HaBeJICHO (PYHKIIOHAJIBHO TMOBHUM Hallp MexaHI3MIB 3axucTy i1H(opmarlii
HEOOX1THMX Ta IOCTaTHIX JjIs 3a0e3meueHHs 3a1anoro piBHs 3axuiienocti ATC.

ButpaTtu Ha mratHi 3acobu 1 mexaHi3mu 1HdopMaiiitHoi 6e3nexku [IKC na cramii
il MPOEKTyBaHHs 1 CTBOPEHHS CKJIaIal0Th HEBEJIMKY YACTKYy 3arajbHUX BUTpaT. BoHH
BKJIIOUEH] Y BapTICTh CHCTEM, IO IOCTA4aloThCsA, ab0 y BapTICTh OyIBHUIITBA
00’ €KxTa 3B’ SI3KY.

Butpatn na indopmamiiiny Oesneky Ha cTanaii TexHiyHOi ekcruryatamii L[KC
MOXYTh gocsarat 20...25% 3araibHUX BUTPAT HA LiM cTanii. 3HauHa TXHSA YacTHHA
BXKE€ BpaxoBaHa B ICHYIOU1H cucTeMi TexHiuHoi ekcrutyaramnii LKC.

JonaTkoBi 3axoaM 1 MexXaHI3MU 3a0e3nedeHHs 1HQopmalliiiHoi Oe3neku, sK
paBUJIO, HEOOX1THI MIPU JOCATHEHHI BUCOKOTO PIBHS 3aXMIIEHOCTI 1H(QOpMaIIHUX
pecypciB IIKC. Jlma 6a30Boro piBHS 3aXHUINEHOCTI YacTKa BUTpPAT Ha JOJATKOBI
3aco0M 1 MEXaHI3MU 3aXUCTY MOXKe OyTH HE3HAUYHOIO.
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Tabnuns 5.4 — Posnoainennst ButpaT ATC 3a pyHKIIIOHAIBHUMU TTOCITYTaMH 3aXUCTy

Howmep j-oi ainsaku pobotu (PI13)

Crarti BUTpaT Bupo6uuumii mrar AIMIH,
T, VYeporo
1 2 3 4 5 6 7 8 9 10 11 12 13
1. OnnaTa mparti 3
BiPAXyBAHHAMI 6243 | 4162 | 4162 | 9711 | 15261| 4162 | 4162 | 4162 | 9711 | 13854 | 4162 | 15261 | 13873
(®3HATC/'), FpH.
2. AMOpTH3AIlIAHI 2835 | 1890 | 1890 | 4410 | 6961 | 1890 | 1890 | 1890 | 4410 | 6300 | 1890 | 6961 | 6325
BiJIpaxyBaHHs (Aatc;) TPH.
3. Marepianbni BATPATH | 50 | 1360 | 1380 | 3220 | 5083 | 1380 | 1380 | 1380 | 3220 | 4600 | 1380 | 5083 | 4618
(Matc)), TpH.
4. i onepaniiini 1597 | 1065 | 1065 | 2485 | 3922 | 1065 | 1065 | 1065 | 2485 | 3550 | 1065 | 3922 | 3564
Butpatu (Eatc)), rpH.
szc“’“’ BUTpAr, 112745 8497 | 8497 | 19826 | 31228 | 8497 | 8497 | 8497 | 19826 | 28304 | 8497 | 31228 | 28381 | 222523
6. Crpyktypa BuTpar 573 | 382|382 | 891 | 1403 3.82 | 382 | 3,82 | 891 | 1272 | 3.8 | 1403 | 12.75 100

(do3n atg)), %o




Haii6inpma yactka BUTpaT MpuUIajae Ha AUISHKH CUCTEMH 3aXHUCTY BiJ BIUIMBIB
MO3aIITaTHUMH TporpaMHUMH 1 (a00) MPOrpaMHO-TEXHIYHMMH 3aco0amMH Ha
nporpamu, naHi 1 mporecu Ha ATC, aki ycTaHOBJEHI B Tpolleci ii eKcIulyartarii
(14,03%) Ta Ha cucreMy JKBiAaIlli HACIIIKIB peali30BaHUX 3arpo3 iHdopmailii Ha
ATC (14,03%). JloninpHICTh iX BU3HAYAETHCS MPH OLIHKAX 3aXMIIEHOCTI 1Hpopmarlii
Ta arectaii K3M3 Ha BiAmMoBIAHICTE BUMOraM cucreMu 131.

5.4 MeToanka oOTpPyHTYBAHHSA JOWIJILHOCTI BUTPAT HA iH(opMaiiiny
oe3nexy HHATC

Mertoauky OOIpyHTYBaHHS JOIUIBHOCTI Ta OIIHKY BHTpPAaT Ha CTBOPEHHS 1
BIPOBAHKCHHS CHUCTEMH 3a0e3nedeHHs iHPOpMaIiitHOi Oe3mekn OyneMo po3risaaTu
Ha npukiagl mudposoi ATC.

5.4.1 AkicHMIN B3aEMO3B’SI30K MixXX BUTpaTamu

[Toginumo BuTpaTu Ha 1H(OpMaIliiiHy Oe3leKy 3a HACTyMHHUMM KaTeropisiMd Ha
npukial iHpopmariiiinoi 6esnexu nudponoi ATC:

1. ButrpaTtu Ha opmyBaHHs Ta MIATPUMKY CUCTEMH 3aXUCTY 1H(pOpMalii (BUTpaTu
Ha OpraHizailito iHpopMaliiHoi Oe3neKn).

2. Butpatn Ha ekcIulyaTaiilo, TOOTO Ha TEXHIYHE OOCIyrOBYBaHHS CHUCTEMU
3aXUCTy 1H(OpMAIii Ta 3aXOAM 13 TOMEPEIKEHHS MOPYIIEHb MOJITHUKU Oe3MeKu
MiANPUEMCTBA, HAa BHU3HAUEHHS Ta MIATPUMKY JOCSTHYTOTO PIBHS 3aXHILEHOCTI
pecypciB mudpoBoi ATC.

3. 3anobiranHs 30MTKaM — BUTPATH, SIKHX MOXE 3a3HATH OpraHizallisi B pe3yabTaTi
TOT0, [0 MOTPIOHOTO PIBHS 3aXHUINEHOCTI HE OYJ0 MOCATHYTO a0O0 MpH MOPYIIEHHI
MOJITUKK OE3MEeKU y BUIAJIKAX, MTOB’ A3aHUX 3 BUTOKOM iH(OpMaIllii, BTpATOI0 IMIJIKY
KOMITaHii, BTPATOIO JIOBIpU MAPTHEPIB Ta CIIOKUBAY1B TOIIIO.

4. 3aranbHi BUTPATH, 110 BKJIKOYAIOTh BUTPATH HA OpraHizailiio 1HpopMaIiiHoi
Oe3MeKu, BUTPATH Ha €KCIUTyaTallito Ta 3aro0iraHHs 30UTKiB.

Knacudikaiiss BuTpaT ymMOBHa, TOMY M0 30MpaHHs, kiacudikaiis Ta aHami3
BUTpaT Ha iHGopMaliiiHy Oe3neKky — BHYTPILIHS ClpaBa MiANPUEMCTB, a JETajbHE
pPO3pOOJICHHST TEpeNiKy 3aliekaTh BiJ OCOOIMBOCTEW KOHKPETHOI OpraHizalii.
["o70BHE TpU BU3HAYEHHI BUTPAT HA CHCTEMY O€3MEKH — B3aEMOPO3YMIHHA Ta 3roja
3a CTAaTTSMU BUIATKIB ycepeauHi mianpuemcta. Kpim Toro, kareropii BUTpaT MaroTh
OyTH MOCTIHHUMU Ta HE AYOJIIOBAaTH OAUH OJHOTO.

HeMO0XMBO MOBHICTIO YHUKHYTH BUTpAT Ha O€3MeKy, OJIHaK BOHU MOXYTb OyTH
NpUBEICHI 10 MPUHUHATHOTO piBHsA. Jleski BUAM BUTpAT Ha Oe3neKy € aOCOIIOTHO
HEOOX1THUMHU, a JACSKI MOXKYTh OyTH CYTTEBO 3MEHIIIEHI a00 BUKIIFOUYECHI, HATIPUKJIIA],
Ti, SIKI MOXYTh 3HUKHYTH TPU BIJICYTHOCTI TOPYIIEHb MOJITHKH Oe€3NneKku ado
CKOPOTSTHCS, SIKIIO KiTbKICTh Ta pyHHIBHUH BIUIUB MOPYIICHb 3MEHIIIATHCS.

[Ipn noTpumaHHI TOMITHKM OE3MEKH Ta MPOBEACHHI NMPOQUIAKTUKH MOPYIIECHb
MO>KHa BUKITIOUYUTH 200 CYTTEBO 3MEHIITUTH HACTYITHI BUTPATH:

— Ha BIIHOBJICHHS pecypciB iHPOpMaIIHHOTO cepeI0BHUILIA T ANMPUEMCTBA;

— Ha BIJIHOBJICHHS CUCTEMH IO BIAIIOBIIHOCTI BUMOIaM IIOJIITUKH O€3IIEKH;

— Ha BIIHOBJIEHHs pecypciB iHpopMaliiiiHoro cepeaosuiia uudposoi ATC;

— Ha TIEpepOOKy BCEPEINHI CUCTEMH O€3TEKH;
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— Ha IOPUINYHI CYyIEPEUKH Ta BUILIATH KOMIICHCALIIN;

— Ha BUSBIICHHS IPUYUH MOPYIICHHS MOJITUKUA O€3MEKH.

HeoOxigHi BUTpatu — 1€ Ti, SIKi HEOOXIJIHI HABITh KOJIM PIBEHBb 3arpo3 Oe3merri
IOCUTh HM3bKHMH. lle BUTpaTH Ha MiATPUMAHHS JOCSTHYTOTO PIBHS 3aXHILIEHOCTI
iHpopmMmariitnoro cepemnoBuma I1udpoBoi ATC. OO6OB’sS3KOBI BUTpPATH MOXKYTh
BKJIFOUATH:

— 00CJIyrOByBaHHSI TEXHIYHUX 3aC001B 3aXUCTY;

— KOH(DiICHITIfHE TITOBOJICTBO;

— (YyHKIIIOHYBaHHS Ta ayJAUT CUCTEMU O€3MEKH;

— MIHIMQJIbHUNA PIBEHb MOBIPOK Ta KOHTPOJIO 3 3aJIyYECHHSAM CIIELiai30BaHUX
oprasizairiif;

— HaBYaHHA MEPCOHAILY METOJaM 1H(POpMaIiiHOT Oe3MeKH.

Cyma BCiX BUTpAT Ha MiABHUILEHHS PIBHS 3aXHUIICHOCTI MIANPUEMCTBA Bij 3arpo3
iHopMarriiiHoi 6e3IeKu CKJIagae 3arajbHl BUTPATH Ha O€3MeKy, sika, OJHAaK, MOXKE
OyTH 3MEHIIIEHA 32 pPaXyHOK €KOHOMIi, 110 IOCATAETHCS 32 PaXyHOK (DYHKIIIOHYBaHHS
cucteMu 1HGOPMAIIHHOI O€3MEeKU. AKICHUL 83AEMO38 A30K MIdC yCima sumpamamu
Ha ©Oe3neKy, 3d2albHUMU SUmMpamamu Ha O0e3nekKy ma pieHeM 3aXUUjeHOCmi
inghopmayitinozco cepedosuwa nionpuemcmaea 3a3Buyai Mae Buja QyHkiii (puc. 5.3).

31 3MiHOIO pIBHS 3aXMIICHOCTI 1H(OPMAIIHOTO CcepeloBUIlla 3MIHIOIOThCS
PO3MIpH CKJIAJIOBUX 3arajlbHUX BUTPAT Ta, BIAMOBIIHO, IXHS CyMa — 3arajibHl BUTPATH
Ha Oe3IeKy.

Ha puc. 5.3 mokazaHo, mjo AOCATHYTUH PIBEHb 3aXHUIIEHOCTI BUMIPIOETHCS 32
YMOBHOIO AIKICHOIO 11Kasnoro Bia 0 o 1,

ne 0 — moBHA BIZICYTHICTh 3aXHIIIEHOCTI;

1 —abcomoTHAa 3axMINEHICTh, sSIKA Ha TNPAKTHUIl HIKOJIM HE MOXe OyTu
JOCATHYTA.

Posrnsimaroun By cTopoHy rpadika, Mu OauyMmo, IO 3arajibHi BUTpAaTH Ha
iHpopMarliiiny 0Oe3neKky BHCOKI 3AeOUTBIIOr0 TOMY, IO BHCOKI BUTpaTH Ha
KOMIICHCAIll0 (3armo0iraHHs 30MTKaM) TMpH TMOPYIICHHSX TOJITHKA Oe3MeKH
udpoBoi ATC. Butpatu Ha 00CIIyroByBaHHS CUCTEMHU O€3MEKU JTyKe MaJl.

[Ipumnyctumo, 110 YyacTka BUTpAT Ha iHGoOpMaliiHy Oe3neky 30uibinyeTbes. Lle
BIJINOBIAA€ pyXy BOpaBo puc. 5.3 3a rpadikom.

Axkmo Mum OyaeMo pyxaTucs BIIpaBO 3a TpadikoM, TO JOCATHYTHH pPiBEHb
3aXUIICHOCTI OyAe 30inblIyBaTHCs, a 1HQOpMAIIHUN pu3uK 3HWKyBatucs. Lle
BiJI0YBA€THCS 32 PAXyHOK 30UTBIICHHS KOLITIB HA OpraHizaiiio 0e3meKH.
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I'ph.

1  PiBens,
3aXMIIEHOCTI

Pucynok 5.3 — B3aeM03B’ 130K MK BUTpaTaMu Ha iH(popMalliiiny 6e3rnexy
Ta JOCSATHYTUM PIBHEM 3aXHUIIIEHOCTI

Ilosnauenns: A — BUTpaTU Ha opraxizaniro iHpopmariitHoi 6e3neku; b — 3amobiranHs
30uTKam; B — BuTpaTtH Ha excruryaramito cucteMu iH(opmariiiHoi O6e3meku; I — 3aranbHi
BUTpaTH (KpUBa, IO XapaKTepu3ye ePeKTUBHICTh cUCTeMHU 1H(opMaliitHOI Oe3meku, sKa
BKJIIOYAa€ BUTPATH Ha OpraHizallil0 Ta eKCIUTyaTallilo, a TaKOX EKOHOMIIO KOINTIB, SKOI
JOCATAIOTh MPH CTBOPEHHI cucTemMu iH(opmamiitHoi 6e3nekn); OP — ontumansHuii piBeHb
3axXHINEHOCTI Ta BUTPAT Ha iHpopMaIlliiiHy 0e3mneKy (Touka eKOHOMIYHOI pIBHOBArM)

3anobiraHHss 30MTKaM 3MEHIIYEThCS B PE3yJIbTaTl MOIMEPEKYBATIbHUX 3aXOJiB.
Sk mokazaHo Ha rpadiky, Ha LbOMY €Tall BUTPAaTH Ha KOMIIEHCAI[I0 3armo0iraHHs
30MTKIB MaJa0Th MIBUIIE, HIK 3pOCTAIOTh BUTPATH HA OpTaHi3alliio iHPpopMaIiifHoi
o6esnexku 1udpooi ATC. Sk pesynbrar — 3arajbHi BUTpaTd Ha Oe3meKy
3MEHIIYIOThCS. 3MiHA 00’ €My BUTpAT Ha €KCIUTyaTallil0 He3HAvHa.

SIkuio pyxatuchk 3a rpagikoM BIpPaBO 3a TOUKY €KOHOMIYHOI piBHOBaru (ToOTO,
KOJIM PiBEHb 3aXUIIEHOCTI POCTE), TO CUTYyAallls TOYMHAE 3MIHIOBATUCH. J|0OMBaIOYHCH
CTIIKOTO 3HIKEHHS BHUTpAT Ha 3amoOiraHHs 30MTKaM BiJl MOPYIICHHS MOJITUKU
Oe3neku, MU 0auyuMo, 110 BUTPATH Ha OpraHizallilo MeBHOTrO piBHA 1H(oOpMaIiiiHO1
O€3MeKU 3POCTA0Th BCE MIBUIIIE 1 IBUIIE. BUXOIUTH, 1110 3HaYHA KIJIBKICTh KOIIITIB
MO>Ke OyTH BUTpadeHa Ha JOCATHEHHS IOCHTh MaJIOTO 3HIKEHHS PiBHS PU3HKY.

Puc. 5.3 BigoOpaxkae nuie 3araJibHUN BHUIAJO0K, OCKUIBKM HOTO MOOYJOBAaHO 3
ypaxyBaHHSM TICBHUX TIPUIYIIEHb, SKIi HE 3aBXIW BIiAMOBIAIOTH peaTbHUM
cUTyarissM. [OIOBHE MPHUMYIICHHS TMOJNATaE B TOMY, IIO0 TOYKAa EKOHOMIYHOI
piBHOBaru He 3MIHIOETbCS B yaci. Ha mpakTuil e NpuIylmieHHs YacTo He
BUKOHYETHCSA. OCHOBHI (pakTOpH:

— CTapiHHSA cUcTeMH 1H(OpMaLiifHOT Oe3MeKy;

— PO3pOOHMKHU 3ac00IB 3aXHCTYy HE BCTUTAIOTH 32 aKTUBHICTIO 3JIOBMUCHUKIB, SIKi
3HAXOMATh BCE HOBI 1 HOBI CJTa0K1 MICIIS B CHCTEMaX 3aXHUCTY.
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Kpim Toro, indopmaruzamiss miampueEMCTBA MOXXE€ BHKJIMKATH HOBI MpoOJieMHu,
BUPIIICHHS SKUX MOTPeOye MOJAaTKOBUX BUTpPAT Ha oOpraHizaiito iH(opMariiHoi
oesneku. Bee 11e MoXke 3MICTUTH €KOHOMIYHY PIBHOBAry y HarpsiMy JI0 JIIBOTO Kparo
rpadika.

3 TpOBEACHOTO [OCHIPKCHHS BHUIUIMBAaE, MIO0 Yy CTPYKTypi BHUTpaT Ha
iHpopMarliiiny Oe3reKky TroJIOBHY IIO3HUIIII0 3aiiMaloTh BUTpaTH Ha OpraHi3allio
iHopMarliiiHoi Oe3neKu, OCKUIbKM X 30UIBIICHHS BEJAE /10 3MEHIIEHHS BUTpaT Ha
KOMIIEHCAIIi10 (3anmo0iranHs 30MTKam), a BUTPATH Ha EKCIUTyaTallil0 CUCTEMH Oe3MeKH
MPAKTUYHO HE 3MIHIOIOTHCS.

5.4.2 MeTogu4Hi ocHOBM OBI'pyHTYBaHHSA BUTPAT Ha CTBOPEHHS i BNPOBaLKEHHS
cuctemmn 3abesnedeHHs iHpopmauinHol 6e3nekn Ha npuknaai LLATC

Cghepa suxkopucmanHs MemoOUdHUX OCHOB.

1. MeToau4Hi OCHOBU OOIPYHTYBAaHHSI JOLLUIBHOCTI BUTpAT Ha 3alpOBaKECHHS
cuctemu 1HQopmariitHoi Oe3neku mnporpamHo-kepoBaHux ATC mnpusHaueHa as
BU3HAUEHHS €(PEKTUBHOCTI BUTPAT HA CTAIAX 1X )KUTTEBOTO LIUKIY — MPOCKTYBAHHS
cuctemu iH(popmaliiftHOT 6e3MeKH, CTBOPEHHSI, BUMIPOOYBAHHS Ta BIIPOBAIKCHHS.

2. MeToauyuHi OCHOBH MICTSTh KOPOTKHUWA OMHUC METOJY PO3PAXYHKIB, MOPSIAOK
po3paxyHKiB e(eKkTUBHOCTI BHUTpar Ha iH(opmamiiiny Oesnexky ATC, mpukiamu
PO3paxyHKiB Ta KOMEHTapi 10 OCHOBHUX IOJIOKEHb.

3. MeTtoauuHi OCHOBM TIpU3HAYEH1 IS TpaliBHUKIB migpo3aiumB T3 Ta
€KOHOMICTIB.

4. Pe3ynbTrat BU3HAUYCHHS €(DEKTUBHOCTI BUTPAT MAIOTh BUKOPUCTOBYBATUCS JJIs
BUPIIICHHS TaKUX 3aBJaHb:

— BUOOpY BapiaHTiB moOynoBu cuctemMu iHpopmauiinoi Oesnmeku ATC Ta
MPOTHO31B €(PEKTUBHOCTI BiJl iIXHBOTO 3/1ICHECHHSI;

— IUTaHYyBaHHS Ta palllOHAIIBHUN PO3MOILIT PECYPCIB 3a €TallaMu KUTTEBOTO LIUKITY
cuctemu iHopmaiitnoi 6e3nexku ATC;

— BU3HAYCHHS (PAKTUYHOT €KOHOMIYHOI €(EeKTHMBHOCTI CHUCTEMH 1H(OpMAIIHOT
oesnexku ATC, 30kpema ii BINIMBY Ha €KOHOMIKY ITiATIPUEMCTBA.

5.Ha ocHOBI 0O0IpyHTYBaHHS (POPMYETHCS TEXHIKO-€KOHOMIYHE 3aBJaHHS
BUKOHABIISIM Ha MPOCKTYBaHHS 1 CTBOpPEHHs cuctemu iHpopMmariitnoi 6e3nexu ATC.
KintouoBuMHu HOro mMoOKa3HMKaMU € BeJIMYMHA, sKa BigOMBae €(EKTUBHICTb
3aCTOCYBaHHA, 110 3a0e3neyeHa 3a MEBHUM Mepiojl, Ta BeIUYMHA BiJBEPHYTHX
30MTKIB BHACIIIOK MOKJIMBOI peaizarllii 3arpo3 iHdopmalliiHii 6e3merri.

OcHOBHI NONIOJHCEHHS.

1. BusHaHMMH B MPaKTHIII OCHOBHUMH IMOKAa3HUKAMHM, IO aKyMYJIOIOTh BUTOIU
YIPOBAXKEHHS CUCTEMH 1HPOPMAIliITHOT Oe3MneKy, €:

— YACTUM JUCKOHTOBAHUW JOXOH, SAKHW Y JAHOMY BHIIQJIKy HPEACTABICHO
BIJIBEPHYTUMH BTpaTaMu BiJl peajizalii 3arpo3 iHpopmariiniit 6e3meri;

— TIepi0JT OKYITHOCTI IHBECTHUIIIN y peaizailiro cucTeMu iHhopmarliiiHoi 6e3neku;

— BHYTPIIIHS HOpMa MIPUOYTKOBOCTI.

[TosicHeHHST 1IOJI0 €KOHOMIYHOI CYTI €KOHOMIYHHMX ITOKa3HHUKIB Ta METOAM iX
BU3HAYEHHSI HABEJICH1 Y IPUKJIAJIl PO3PAXyHKIB I[LOTO MiAPO3ILTY.
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2. KinpkicHa MeToAMKa OOTpYHTYBaHHS BUTpaT Ha iH(popMaliiiHy Oe3meKky €
METOJIOM PO3pPaxyHKy TEXHIKO-€KOHOMIYHOI e(DeKTHBHOCTI BIPOBAIKCHHS CHCTEMHU
iHpopMmariitnoi Oesneku B ATC, B sikomy (iHaHCcOBa BUTOJA 3a0€3MEUYETHCS
MIOPIYHUMH  30€peKEHHAMH, sIKI OTPUMaHi TMPHU  BOPOBAIKEHHI  CHUCTEMH
iH(opMarliiiHoi 6e3nexu

ALueK:ABTp E - ABI/IT ’ (5 16)

1€ A yex — BEJIMUMHA IOPIYHOT €KOHOMI];
Ay, — IOKa3HUK OYIKYBAHUX BTpAT;
E — xoe(ilieHT e(pEeKTUBHOCTI CHUCTEMH 3axucTy (Hloro MOKHA Ha3BaTu
Koe(irieHTOM MCUXOJIOTTYHOT e(hEeKTUBHOCTI CUCTEMU 3axucTy), E = (,85.

Ay — HIOPIYHI BUTPATH Ha 1H(OpMALIHY Oe3MeKy.

3. BusHaueHHsA IIOKa3HUMKA OYIKYBaHMX BTpaT A, 3aCHOBaHE Ha 3HAHHI
BnacuHukowm 1iHHOCTI cBO€T iHpOpMaIii Ta EMIIPUYHUX BIIOMOCTSX PO BTOPTHEHHS,
PO BTPATH Bij BIPYCiB, MPO BIIOUTTS aTak Ha pecypcu Toio. [lopyiieHHs 6e3neku
MO>K€ TIPUBOJUTH 110 (PIHAHCOBUX BTPAT, 3B’ SI3aHUX 3:

— IPOCTOSIMU Ta BUXOJIOM 3 JIaJly CTAHIIIHHOTO Ta MEPEKHOTO O0JIaTHAHHS;

— HAHECEHHSIM IIIKOJIM 1IMI/KY Ta peryTalii mianmpueMCTBA;

— OIUIATOIO POOIT 13 BIIHOBJICHHS POOOTH CHCTEMH, MPOrPAMHOTO 3a0e3MeUeHHS
TOIIIO;

— BUTpATaMH 10 CYJJOUYNHCTBY TOIIIO.

4. [TouyaTkoBi JaH1 AJs OLIIHKU MOXYTbh OYTH OJiepKaHl TpbOMa CIOoco0aMu:

— 30UpaHHSIM CTAaTUCTMYHUX JAHUX 3a MOMEPEAHId Mepioa Mpo 3arpo3H, IXHIO
HOMEHKJIATypy ¥ 4acTOTy, BTpaTH, MOHECEHl BiA 3arpo3 — (piHAHCOBi, MOpajbHI,
MaTepialbHi, a TaKOX BUKOPHCTAaHHSAM pe3ynbTaTiB oocTteskeHHs ATC sk 00’ekta
1H(MOpMAIIHHOT TISUTBHOCTI;

— BUKOPUCTAHHSIM CTaTUCTHMUHHUX JAHUX aHAJOTIYHUX YKPAiHCHKHUX IMiANPHEMCTB,
SIK1 JIIFOTh Y TOMY K ITPaBOBOMY T10Ji;

— BUKOPHCTAHHSM CTaTHCTUYHUX JaHUX 3apyODKHUX (ipM 3 ypaxyBaHHSIM
0COOJIMBOCTEN YKPaiHCHKOTO 3aKOHOJ/IaBCTBA, YMOB IMiIMPHEMHHUIIBKOI JiSUTBHOCTI Ta
HOPMATHUBHO-TIPaBOBUX JOKyMeHTiB cdepu T3I. VYV mpuxmami po3paxyHKy
BUKOPHUCTAHO OCTaHHIH CI1oCiO.

5. lna onep>kaHHA OIIHKU OYiKyBaHUX BTPAT BUKOPHCTOBYIOTH TAOJHUIIO OI[IHKU
3arpo3 Ta PHU3UKIB, KA Ja€ MOXJIMBICTh KIJIbKICHO OLIIHUTH HMOBIpHOCTI moAid. B
Ta0NUIl B3a€EMO3B’SI3YIOThCS WMOBIPHOCTI 3arpo3, Mipa HeOe3meyHOoCTi 3arpo3 i
yacToTa MOAiil. 3arajabHi OYiKyBaHI BTpaTH OOUYMCIIOIOTHCSA SIK CymMa OYIKyBaHUX
BTpAaT 3 KOXKHOT MOTEHL1HHOT 3arpo3u. [Ipukiaz 3amoBHEHHs Takoi Ta0IM1ll HaBEIEHO
y Tabn. 5.5. Kopucryrounces pesynbTaTamMu OOCTEXEHHS 00 €kTa 1H(OpMaIiiHOl
JISUTBHOCTI Ta MaTepiajgaMu po3poOIeHOT MOJIENI 3arpo3 CKIAAA€ThCS MEPENiK 3arpo3
iHpopMariiHOi Oe3meku 1 3amOBHIOETHCS CTOBMYMK 2 TaONUIl PO3PaXyHKY
MOKa3HUKA OYiKyBaHHMX BTpAaT. TaOIHIIs 3aTIOBHIOETHCS Y TAKOMY TIOPSIIKY:

- pilyHa YacTOTa BUHUKHEHHS BHU3HAYAETHCA BIAMOBIMHO 10 CTaTUCTUYHHUX
MartepiajiiB KMOBIPHOCTI 3arpo3 1 3aIUCYETHCS Y CTOBITUUK 3.

- BTpaTH PO3PaxoOBYIOTHCS HA OCHOBI CTATUCTUYHMX JIAHUX, K1 310paHi HA JTaHOMY
a00 Ha 1HIIMX aHAJIOTIYHUX MiAMPUEMCTBAX, 1 3aIIUCYIOTHCS Y CTOBITYUK 4.
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- BHECOK KOYKHOI1

IMOTEHIIIHHOT

Aprpr=1,0 ¥ 402 =402 rpH.;

3arpo3d  OOYHCIIOETBCS Y  BIICOTKOBOMY
BIJIHOIIICHHI 1 3aIMUCY€ETHCS Y CTOBMYHK 5.
Ay, pO3paxoByeThes 3a Gopmynoro (5.17) 1 3anUCyrOThCs y CTOBIYUK O.

VY naHoMy BUIMAJAKy MAa€EMO BiJIMOBIAHO:
Aprp1 = 0,6 * 348,4 =209,04 rpH.;

Aprp3 =36 *495,8 =17848,4 rpH.;
Aprpa =36 *790,6 = 28461,6 rpn.;

Aprps= 12,0 * 1425,76 = 17109,12 rpn.;

Aprpe=12,0 ¥ 951,4 = 111416,8 rpH.;
Aprp7= 0,6 * 1407 = 844,2 rpH.;
Aprps= 1,0 * 1988,56 = 1988,56 rpH.;
Aprpo= 1,0 * 2546 = 2546 rpH.;
Airpio= 1,0 * 6003,2 = 6003,2 rpH.;
Ao = 36,0 *10441,28 = 375886,08 rpH.
[limrcymoByrOuUM AaHi KOJIOHKHM 6 TaOd. 5.5 OTpUMYyeEMO MOKa3HUK OUYIKYBAaHHMX
BTPAT Apypy = 462715 TpH.

Tabnuusg 5.5 — Po3paxyHOK MOKa3HUKA O4IKyBaHUX BTPAT

No YacroTa
[Torenmuiitni 3arpo3u BUHUKHEHHS Brparu, | Brparh, Agrp, TPH
TIII. I ’ rpH., L % BIp, ZET
1 | Caborax 0,6 348.,4 1,3 209,04
2 | [IpoHMKHEHHS Y CUCTEMY 1,0 402 1,5 402
3 | Araku Ha [IEOM ympaBniHHs 36 495,8 1,85 17 848,4
4 | Ilomunku B poOOTi 3 023010 JaHUX 36 790,6 2,95 28 461,6
5 | Tenedonne maxpaiicTBo 12,0 1425,76 5,32 17 109,12
6 | HeaBropu3oBaHuii noctyn 12,0 951,4 3,55 11 416,8
7 | Kpanixkka obnagHaHHs 1 Iporpam 0,6 1407 5,250 844.,2
8 | diHaHCOBE MIAXPaNCTBO 1,0 1988,56 7,42 1 988,56
9 |Ilomunku B poOOTI Mepexi
CUTHaNi3alii, CHHXpOHI3amii Ta 1,0 2546 9.5 2546
KepyBaHHS
10 | Kpanixkka nmpuBatHOi iH(popMaItii 1,0 6003,2 22.4 6 003,2
11 | Bipycu 36,0 10441,28 38,96 375 886,08
12 | Beworo 26800 100,00 462 715
6. IToxa3zHUK Ay, 00UUCIIOETHCS 3a (POPMYIIOIO:
Apy=f*L, (5.17)
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1€ f — 4acToTa BUHUKHEHHS MOTEHIIHOI 3arpo3u, piBeHb SIKO1 BU3HAYAETHCS Ha
OCHOBI HUMOBIPHOCTI 3arpo3s;

L — BenuuMHA BTPAT y TPUBHAX, sSKa BU3HAUAETHCS HAa OCHOBI HEOE3MEUHOCTI
MOPYIIEHHS.

Jns TX 3arpo3, Ha sKI BIJICYTHI CTaTUCTUYHI JaHI MPO YaCTOTY iXHBOTO
BUHUKHEHHS, BUKOPHCTOBYIOTh SIKiCHI IIKajdu. YacTOTy BUHUKHEHHS TaKHX 3arpo3
BHU3HAYAIOTh BHKOPUCTOBYIOUHM 3aJIS)KHICTh MK YacCTOTOK W SKICHOI OIIIHKOIO
nmoBipHoCTI. [Ipukiaa Takoi 3aJeKHOCTI MOKa3aHo y Tabi. 5.6.

7. Butpatn Ha cTBOpeHHS cucTeMu iH(GOpMaLiiHOT Oe3MeKu MOAUIAIOTh Ha
0JIHOpa3oBi 1 mepioanyHi. OAHOPA30B1 BUTPATH CKIAJAIOTHCSA 3 BUTPAT HA KYIIIBIIIO
amapaTHUX 3ac001B, MPOrpaMHOro 3a0e3MeueHHs, MPOCKTYBAHHS CUCTEMHU.

[lepioguuHi BUTpaTH CKIAAAIOTHCS 3 BUTpPAT HAa TEXHIYHE OOCIYyroBYBaHHS Ta
CYNPOBOKCHHsI, 3apoOiTHY IIaTy TIEPCOHANy, HAaBYaHHS Ta  ITiIBUIICHHS
KkBami(ikaiii CHeriagicTiB, BUTpAT Ha JOCTIIKEHHS 3arpo3 MOPYIICHHS MOJIITHKH
Oe3neKu.

Tabmug 5.6 — [pukian cepeTHbOPIYHOT HMOBIPHOCTI 3arpo3

PiBenb itMOBiIpHOCTI Omnuc Yacrota
1 2 3
Hes3naunnii HaBpsin BinOynerbcs 0,05
Jlyxe HU3bKUI [Tonis BinOyBaeThCs 1Ba-TPHU pa3u Ha 5 POKIB 0,6
o ITonist BinOyBaeThCd MEHIIIE OJHOIO Pa3y Ha PIK
Huzbxuii a JOE A pasy Hap 1,0
abo0 pa3 Ha piK
. IToxist BinOyBaeThCI MEHIIIE OHOIO Pa3y Ha
Cepenniit OALA BIIOY .. A pasy 2,0
miBpiv4st a00 pa3 Ha MIBPIUYS
. IToxist BinOyBa€eThCAa MEHII OJHOIO pa3y Ha
Bucoxkuit o1 AOYB ) a pasy 12,0
MicsIb a00 pa3 Ha MiCSIIb
Jly*e BUCOKHI1 [Tonxis BinOyBa€eThCs EKiIbKa pa3iB HA MiCSILb 36,0
Excrpemanbuuii [Toxis BimOyBaeThCs ACKJIbKA pa3iB HA JIEHb 365.,0

8. Jlami BHWTpaTH Ha BMPOBAKCHHS CHCTEMHU 3aXHCTy, PO3PaXyHOK IMepiomy
OKYITHOCTI Ta €KOHOMIYHOI e(eKTHBHOCTI, MPHUBEACHI BapTOCTI PO3PaXOBYIOTH
KJIaCHYHUM MeToI0M. [Topsiiok po3paxyHKy HaBEIEHO HIDKYE.

[Topsnox po3paxyHKiB:

1. ITicas BU3HAUYEHHS MOKa3HMKA OYIKyBaHMX BTpaT MPHUIMAETbCA PIIICHHS PO
CTBOpEHHSI cucTeMu 1HGopMaliiiHOI Oe3nekn 1 MPOBOAUTHCA PO3PaxXyHOK ii
€KOHOMIYHO1 e(DEeKTUBHOCTI.

2. O6uparoTbesl BXiAHI JaHl 3a CTATTSIMU BUTpAT Ha KYIIBIKO JIIEH31i, Ha
IPOEKTHI PpOOOTH, HA TEXHIYHY MIATPUMKY. HopmaTuB BUTpaT Ha TEXHIUHY
niaTpuMKy ckianae 30% Big BapTOCTi JilieH31i. BuTpaTu Ha BIpOBaJPKEHHS CUCTEMHU
3aXHCTy 1HpOpMaIlli PO3PaXOBYIOTHCS 3a HACTYITHOIO (hOPMYJIOO:

Cap=Co+ Cip+ 3. G, (5.18)

119



1€ Cyyp — BUTPATH Ha BIIPOBAKCHHS;

C, — BUTpaTH Ha KYIIIBJIO JIIEH3I1;
Cup — BUTPATH HA IPOEKTH1 pOOOTH;
C; — BUTpaATH HA TEXHIYHY MIATPUMKY.

Ilepion OKyMHOCTI 1HBECTUIIIMHUX TIPOEKTIB, TMOB’SI3aHUX 3 BIPOBAKCHHSIM
1H(pOpMaIITHUX TEXHOJIOT1H, HE TTIOBUHEH OYTH OUIBIIMM HIXK TPU POKH, TOMY TE€p10/]
OIIIHKHU €(EKTUBHOCTI JAHOTO MPOEKTY BIPOBAHKCHHS JOPIBHIOE TPHOM POKAM.

Butpatu Ha npoekTHi poOOTH PO3MOAUISIIOTECS Ha mepiomy poui. Butpatu Ha
TEXHIUHY MiATPUMKY PO3NOIUISIOTHCS Ha MOAAIBIINMI Mepio] BIPOBAIKECHHS.

Pe3ynbpraty 11pbOro0 1 HACTYMHHMX PO3PAXyHKIB 3pYYHO 1 HAIJIAHO 3BOJUTH B
TaOJMII0 PpO3paxXyHKy TIOKAa3HMKAa T[IOBEPHEHHA 1HBECTHULIM Ha  CHCTEMY
1H(pOopMaLiiHOT Oe3MmeKu.

[Tpuxnan Ttakoi TaOdMI Ta pPO3PaxyHKIB OIIHKA BUTPAT Ha CTBOPEHHS 1
BIIPOBA/DKCHHS CHUCTEMHU 3a0e3nedeHHs iHdopMaliiiHoi Oe3neku Ha MpUKIaii
udpoBoi ATC HaBonuthes y Tabm. 5.8 y pozaim 5.4.3.

3. Po3paxoByIOThCSI Ha KOKECH PiK HAKOMHMYEHI BUTPATH MPOEKTY BIPOBAKEHHS
3a OpMYJIOIO:

CHaK 1= CHaK nou. T CBnpl,
CHaK 2= CHaK 1+ CBan, (519)
CHaK 3= CHaK 2+ CBHp3,

ne Ci — HAKOMIMYEHI BUTPATH MPOEKTY BIPOBAKEHHS;
Cynp — BUTPATH HA BIPOBAJKCHHS.
4. Po3paxoByeTbcsl Ha KOXKEH PIK HAKOMWYEHHUH YMCTHI TPOLIOBH MOTIK BUTpAT
Ha BIPOBAHKEHHS 32 (HOPMYJIOHO:
2, CF

NPV,= Y

A 2
T A+n) 620

ne NPV,— HakOMMYEHUW YWUCTUN TPOUIOBHM TMOTIK BHUTPAT Ha MPOEKT
BIIPOBAKCHHS;

CF — rpo1ioBuii MOTIK BUTPAT HA BIPOBAIKEHHS;

r — CTaBKa TUCKOHTYBaHHS.

Ponp rpomoBoro mnoToky BIIIFParOTh BUTpaTH Ha BrOpoBajxkeHHs. (CrTaBka
JTMCKOHTYBaHHS JIOPiBHIOE CcTaBIll pedinancyBaHHs HarionansHoro banky Ykpainu,
r=15%.

5. Obuparotbcst 3 (PiHAHCOBUX Ta TEXHIYHUX 3BITIB MIANPUEMCTBA, MOKA3HUKU
3aranbHO1 BapTocTi BoioJiHHs (TCO — Total Cost of Ownership):

TCO, — noroununii noka3zHuk 1CO;

TCO, — uinboBwuii nokazuuk 71CO;

TCOy — daxtranmii nokazuuk 7CO.

6. Po3paxoByroThCsl BUTOIM MpW ONTUMI3alli TMOKa3HUKA 3arajbHOi BapTOCTI
BOJIOJIIHHS 32 ()OPMYIIOI0:

B = TCO, - TCO,, (5.21)

ne B — Hakonmm4eHni MOKa3HUK BUTOJ pu onTuMizariii nokasauka 7CO;
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TCO, — norounui nmokazuuk 1 CQO;
TCOy — paxrnunnit nokasuuk 7CO.
7. Po3paxoByIOThCS BETUYMHHU HIOPIYHOI €KOHOMIT 32 (hOPMYJIIOLO:

Awex = ABTp *E— A (5.22)

1€ A yex — BEJIMUMHA MIOPIYHOT €EKOHOMI];

Ayrp — TIOKA3HUK OYIKYBaHHMX BTPaT;

E — xoedimieHT e(EeKTUBHOCTI CHUCTEMHU 3aXHCTy (KOE(QIIIEHT ICUXOJOTI4HOI
€(eKTUBHOCTI CUCTEMU 3aXHCTY);

Ayyr — IIOPIYHI BUTPATH HA 1HQOPMALiiHy 0e3neKy, Ay = TCOy,

8. Po3paxoByeThcs TMOKAa3HWUK BUTOJ TpW omntuMmizamii mnokaznuka 7CO Ta
IOPIYHOT €KOHOMIT 3a (hOPMYJIOF0:

Bico =B + Ayer (5.23)

ne B, — TokazHUK BuUTOM TpW onTuMizarii mokazHuka 7CO Ta MOPIYHUX
30€pEeKEHbB;

B — Buronu npu ontumizaiii nokasnuka 7CO;

Aex — BETTMUMHA MIOPIYHOT €KOHOMI].

9. Po3paxoByeThCsi HAKOMWYEHUM TMOKA3HWK BUTOJl MPU ONTHUMI3allli MOKa3HUKA
T'CO Tta mopiyHO1 €KOHOMIT 3a (POopMYyIIOIO:

BHaKl = Bmcol,
BHaK 2= BHaK 1+ BmcoZ, (524)
BHaK 3= BHaK 2+ Bmco3

ne B, — HakomwueHWid TMOKA3HWK BWUTOMA TpH onTuMiszaiii mokaznuka 7CO Ta
IOPIYHOT €KOHOMIT;

B,co — TOKa3HWMK BuroA mpu ontuMizamii mnokasauka 7CO Ta MOPIYHUX
30epeKeHb.
10. Po3paxoByeThCs TPOLLIOBHII MOTIK 32 (POPMYIIOIO:
CF = B,co— Canp, (5.25)
ne CF — rpoloBUi MOTIK;
B, — mOKa3HMK BUroj mpu onTuMizamii mnokasHuka 7CO Ta NIOPIYHHUX
30€peKEHbB;

Cynp— BUTPATH Ha BIIPOBAKCHHS.
11. Po3paxoBy€eThCsl HAKOTIMYEHUIA MPOIIOBUI MOTIK 32 (HOPMYJIOHO:

CFHaK= BHaK_ CHan: (526)

ne CF,«— HaKOTIMYEHUN TPOIIOBHUH TOTIK;

Byx — HaKomWYeHWW TOKa3HUK BHUTOjA Npu onTuMizarii mokazHuka 1CO Ta
HIOPIYHOT EeKOHOMI];

Cax — HAKOTTMYCH] BUTPATH MPOEKTY BIPOBAKCHHS.

12. Po3paxoBy€eThCs ~ HAKOMMYECHWM  YHCTHA  TPOIIOBUMA  TOTIK  JOXOJIB
(B1ABEpHYTUX BUTPAT) BiJ MPOEKTY BIPOBAKEHHS 32 HACTYIHOIO (DOPMYIIOI0:
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2 CF
NPV = -
! gaw)’

(5.27)

ne NPV, — HakONMWYCHUW YHCTHA TPOIIOBHH MOTIK BIABEPHYTHX JOXOJIB BiJl
MPOEKTY BIPOBAKCHHS;

CF — rpowmoBuil mOTIK (BUroau BiA ontuMizamii nokazHuka TCO Ta
BIIPOBA/XKCHHS KOPIIOPATUBHOT CUCTEMH 3aXUCTY);

r — CTaBKa JUCKOHTYBaHHS.

CraBka NMCKOHTYBaHHS y Ml dopmyni npuiimMaetbes 3a r = 25%. lle nacthb
MOKJIMBICTh OOYUCIUTH Al BHYTPIIIHIO HOPMY IPUOYTKOBOCTI.

13. Po3paxoByeTbcsi BHYTpiliHA HopMma mpudyTtkoBocTi (IRR). Po3paxyHok
npoBOAMThCS rpadiunuM criocoboMm. Ha rpadiky OynyeThcs mpsima, sika 3’ €HYE
TOYKY HAaKOIMWYEHOI0 YHUCTOr0 TPOLIOBOrO MOTOKY Ha mpoekt NPV, mpu cTaBii
OUCKOHTYBaHHS r = 15% 3 TOYKOIO, sfIKa BIJAINOBIJa€ HAKOMUYCHOMY YHCTOMY
IPOIIOBOMY MOTOKY BIABEPHYTHX BUTpPAT Bif MPOEKTY BIpOBaIKeHHS — NPV, npu
CTaBIll TUCKOHTYBaHHSA ' = 25%.

Touka, ne mpsMa TeEpeTHHAE BiCh aOCIUC € BHYTPINIHBOI HOPMOIO
npuOyTKoBOCTI. [IpuOYTKOBICTh TyT Ma€ 3HAUEHHS BiIBEPHYTUX 30UTKIB, SIKI MOTJIH
6 OyTu 3a BiICYTHOCTI cucTeMH 1H(OpMaLiiHOT Oe3MeKu.

5.4.3 MNpuknag po3paxyHKy OLUiHKK BUTpAT Ha iHpopmauinHy 6eaneky LLATC
OOupaemo BX1HI JaHi 3a CTATTAMU BUTpAT, IK1 HABOAUMO B Tab. 5.7.

Tabnuis 5.7 — Buxinui gani 1j1st po3paxyHKy

Ne CratTi BUTpaT Bapricts, rpH.
1.

1 Butparu Ha KymiBito JineH3ii 150 000

2 Butparu Ha mpoekTHI poOOTH 3500

3 Texnaiuna miarpumka (30% Bix BapTOCTI JIIIEH31T IOPIYHO) 45 000

PospaxoByemo Cyy, — BUTPATH Ha BIPOBAKEHHS CUCTEMH 3aXUCTy 1H(OpMaIli 3a
dopmynoro (3.18) Ta po3noaiisemMo ix Ha Tpu poku. Butpatu Ha mpoekTHI podoTH
PO3MOIISAEMO Ha TIEPIIIOMY POIIl.

Butpatn Ha TeXHIYHY MIATPUMKY PO3IMOIIISEMO Ha TMOMANBIIANA TMEPioJ
BrpoBa/UKeHHS. [l 1 mojaneini pe3ynbTaTH OOYUCIEHb 3BOJAMMO B TaOJUIIO
PO3paxyHKY OIlIHKM BUTPAT HAa CTBOPEHHS 1 BIIPOBAKEHHS CHUCTEMH 3a0€3MCUCHHSI
iHopmMmariiinoi 6e3neku (Tabdin. 5.8).

PozpaxoByemo Ha koxeH piK Ci, — HAKONTMYCHI BUTPATU MPOCKTY BIPOBAIKCHHS
3a popmymamu (3.19). MaemMo 1ocCITiIOBHO:

Clax 1 =150 000 + 3500 = 153 500 rpH.;

Cliax 2= 153 500+45 000 = 198 500 rpH.;

Ciax 3= 198 500 + 45000 = 243 500 rpH.

Pe3ynbraTtu 3anocumo B Tabi. 5.8

PospaxoByemo NPV — HakoNMWYeHUH YHMCTUN TPOUIOBHM TOTIK BUTpAaT Ha
BIIPOBaHKeHHS 32 hopmyroro (3.20).
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3a tpu poku maemo NPV = 150 000 * 0,15 = 22500 rpu. Lleii pe3yabTat 3aHOCUMO
y Apyruii CTOBITUKK TabI. 5.8.

PoOumMo Ha KoXeH pik BHOIPKY 3 (pIHAHCOBUX Ta TEXHIUYHMX 3BITIB MiAMPUEMCTBA
MOKa3HHUKIB 3arajibHOi BapTOCTi BooAiHHSA (TCO):

TCO, — norounoro nokasaunka TCO;

TCO, — uinboBoro nokazuuka TCO;

TCOy — paxrnynoro nokasuuka TCO.

Pesynbratu BUGipKu 3aHoCcHUMO B Tabd. 5.8.

Po3paxoByeMo Ha KOXKEH pIK Ta B LIJIOMYy 3a TPH POKM B — HaKOMUYECHUN
MOKAa3HUK BHUTOAM TMPH ONTHMI3allii MOKa3HWKA 3arajibHOi BapTOCTI BOJIOAIHHS Ta
niopiuHi 30epexxkenHs 3a popmynoro (3.21).

Tabnuis 5.8 — Po3paxyHOK OLIIHKM BUTPAT HA CTBOPEHHS 1 BIPOBAIXKEHHS CUCTEMU
3a0e3neueHHs 1HpopMmaniiiHoi Oe3neku Ha mpukial upposoi ATC

No TTouaTkoBi Poxu
I1.I1 IlokazHuku BUTpATH, 1 2 3 Bcroro,
IpH. TpH.

Butparu Ha BpoBaJKEHH,
CBHp

Hakonmueni BuTpatu

150 000 3500 45 000 45 000 243 500

2 150000 | 153500 | 198500 | 243500 ;
MPOEKTY BONPOBAIHKEHHS, Chax
Haxonunuenuii YUCTUH

3 rpomoBui  notik  (NPV) 22 500 i i ) i
BUTpAT Ha IIPOEKT
BIPOBAKEHHS, NPV,

4 %TOO‘*H““ nokasrak  1CO, ; 879458 | 879458 | 879458 | 26738374

5 %,[gOI’OB““ nokasuuk  ICO, | 6621.64 | 6621.64 | 6621.64 | 19864.92

1T

¢ | PaxTwanmit nokasuuk 1CO, |- 8359.99 | 727352 | 6621.64 | 22255.15
TCO,

7 | Buromm mpu - onTEmisani 0 43459 | 152106 | 217294 | 4128,59
nokaszuuka 7CO, B

8 EOK%H“K OHIKYBAHUX BIpAT 0 462715 | 462715 | 462715 | 1388145

BTp

9 EdexTuBHICTh cucTeMHu i 85% 85% 85% i
KOPIIOPAaTUBHOT'O 3aXUCTY, £

1 | BemrimHa mopiaHoi 0 384 947.7 |386 034.23|386 686,111 157 668.1

EKOHOMIT, A ek
[Toka3HUK BUTOI NTPU
11 | ontumizanii nokaszauka 7CO 0 385382, 3 |387 555,29|388 859,05| 1 161 796,7
Ta MOPIYHOT €KOHOMI1, B0
HaxonmueHuit moka3HuK
BUTOJI TIPY ONTHMI3arlil

12 . 0 385382, 3 |772 937,64|1 161 796,7 .
nokasHuka 7CO Ta mopi4Hoi
eKOHOMII, By
13 | ['powosuii notik, CF -150 000| 381 882,3 |342 555,29|343 859,05| 918 296,69
14 | Haxomuienuid rpomosuii - 150 000| 231 882.3 |574 437.63|918 296,69 -

OTIK, CFyax
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Haxkonmnuenuit unctuii
rpomtoBuit moTik (NPV)

15 . - 37 500 - - - -
A0XO0O1B BIIPOBAPKCHHA
NPV,

16 Bnytpimss Hopma 18.5% i i i i

npubyTKoBocTi, /RR

Maemo mocITiJOBHO:

B, =8794,58 — 8359,99 =434, 59 rpH.;

B, =8794,58 — 7273,52 = 1521,06 rpH.;

B; =8794,58 — 6621,64 =2172,94 rpH.;

By =434,59 + 1521,06 + 2172,94 = 4128,59 rpH.

Pe3ynbpratu 06uncieHb 3aHOCUMO B TaoII. 5.8.

3anucyemo y Tabi. 5.8 BEIMYMHY ITOKa3HUKA OYIKYBAHHUX BTPAT Ay, TA BEIMYHHY
KoedilieHTa €(QEeKTUBHOCTI CHUCTEMH KOPHOPATHUBHOIO 3aXUCTY (KOE(IIeHT
IICHXOJIOT14HOI €QEKTUBHOCTI) E, Ay = TCOy;:. Po3paxoByeMo Ay — BEIMYUHU
HIOPIYHUX 30epexeHb 3a Gpopmynoro (3.22).

Maemo mocITiTOBHO:

Apex1=Aprp ¥ E — Ay 1 =462 715 * 0,85 — 8359,99 = 384 947,76 rpH.;

Apex2=App ¥ E —Apyr2=462 715 * 0,85 — 7273,52 = 386 034,23 rpH.;

Apex3=App ¥ E —Apr3=462 715 * 0,85 — 6621,64 = 386 686,11 rpH;

Apes=Awpp ¥ E — Aprz=1 388 145 * 0,85 — 22255,15 =1 157 668,1 rpH.

Pesynbprat 06unciIeHb 3aHOCUMO B Ta0I. 5.8

Po3paxoByeMo Ha KOXeEH PIK Ta B IIJIOMY IMOKAa3HWK BUTOJ TPH ONTHUMI3AIli
nokazHuka 7CO Ta mopiuanx 30epexens B, 3a popmynoro (3.23).

Maemo mociJoBHO:

Biicot = B + Auext = 434,59 + 384 947,776 = 385 382,35 rpH.;

Bicor = Bo + Ao = 1521,06 + 386034,23 = 387 555,29 rpH.;

Biicos = B3 + Az = 2172,94 + 386 686,11 = 388 859,05 rpH.;

Bicos = Bumcot + Bucoz + Bucos = 385382,35 + 387 555,29 + 388 859,05 =
=1 161 796,69 rps.

PesynbpTat 06unciIeHb 3aHOCUMO B Ta0II. 5.8.

Po3paxoByeMo Ha KOKEH PIK HAKOMWYEHWH TMOKA3HWK BHUTOJl MPH ONTUMIi3allii
noka3nuka 7CO Ta mopiuHi 30epexeHHs 3a hopmynamu (3.24).

Maemo mocITiJOBHO:

Biax 1 =385 382,35 rpH.;

Biax 2= 385 382,35 + 387 555,29 = 772937,64 tpH.;

Biax3=772937,64 + 388 859,05 =1 161 796,69 rpH.

Pe3ynbpratu 06uncieHp 3aHOCUMO B TaoII. 5.8.

Po3paxoByemMo Ha KOXEH pik Ta B LioMy rpomoBuil notik CF 3a (hopmynoro
(3.25). Maemo nocJiI0BHO:

CF| = Byyco1 — Cynp1 = 385 382,35 — 3500 = 381 882,35 rpH.,

CF, = Bycon — Cynpo = 387 555,29 — 45 000 = 342 555,29 rpH.,

CF3 = Bycp3 — Cynps = 388 859,05 — 45 000 = 343 859,05 rpH.,

CFs=CF, + CF, + CF; = 385382,35 + 342555,29 + 343859,05 =
=918 296,69 rpH. Pezynbratl 064KciieHb 3aHOCUMO B Tad1. 5.8.
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Po3paxoByeMo Ha KOKE€H piK HAKOMUYEHHUH TpomoBUi MOTIK CFyy 32 GOPMYIIOH0
(3.26). Maemo nocCJI1I0BHO:

CF 1= Buaxt — Craa= 385 382,35 — 153 500 = 231 882,35 rpH.;

CF a2 = Buuo — Chao =772 937,63 — 198 500 = 574 437,63 rpH.;

CFui = Buas — Cras =1 161 796,69 — 243 500 = 918 296,69 rpH.

Po3paxoByemo NPV — HaKONUYEHUN YUCTUNA TPOUIOBUI MOTIK BUTPAT HA MPOEKT
BIIPOBAPKCHHS Ta JIOXO/IIB BiJl MPOEKTY BIPOBaKeHHS 3a popmyrioro (3.27). CtaBka
JTUCKOHTYBAHHA y 1ii hopmyii mpuitMaeTrhes 32 + = 25%. lle mactb MOXKIIUBICTB
OOYHCIIUTH J1aji BHYTPIIIHIO HOPMY IPUOYTKOBOCTI.

Otpumanuii pesynbTaT po3paxynky NPV = — 150 000 * 0,25 = — 37 500 rpH.
3aHOCUMO B TaoI. 5.8.

PoszpaxoByemo [RR — BHyTpilIHIO HOpMYy npuOyTKOBOCTi. Po3paxyHOK
MPOBOUTHCA Tpadiuanm crmocobom (puc. 5.4). Ha rpadiky Oyayerbest mpsma, sika
3’€HY€ TOYKY HAKOMUYEHOTO YUCTOrO TPOIIOBOI0 MOTOKY BUTPAT Ha MpoeKT (NPV)
OpU CTaBIl AUCKOHTYBaHHS r = 15% 3 TOUYKOWO, sIKa BIJNOBIJIA€ HAKOMUYECHOMY
YUCTOMY TpOIIOBOMY IIOTOKY JOXOAIB (BIABEPHYTUX BHUTPAT) BIiJ MPOEKTY
BIPOBAKeHHs — NPV, 1ipu CTaBIll JUCKOHTYBaHHA 1 = 25%.

Touka, 1€ mnpsiMa TMepeTHUHae Bich a0CUUC € BHYTPIIIHbOIO HOPMOIO
npuOyTKOBOCTI. [IpHOYTKOBICTh TYT Ma€ 3HAYCHHS BIJBEPHYTUX 30UTKIB, sIKI MOTJIN
0 OyTH 3a BIJICYTHOCTI cuUcTeMHU iHpOpMaliiftHOoi Oe3neku. 3 puc. 5.4 BUIUIMBAE, 110
IRR = 18,5%. Ilpu craBui auckoHTyBaHHS 18,5% mOTOYHA BapTICTh OUYIKYBAHHUX
BIJIBEpPHYTUX 30UTKIB Oy/€ JOPIBHIOBATH MOTOYHIN BapTOCTI HEOOXITHUX T'POIIOBUX
BKJIQJICHD.

Exonomiuni  acnexmu  6nposaodcenus cucmemu  iHopmayitiHoi  Oe3nexu.
IHHOBaIIfiHI  1HBECTHINI BKJIAJCHHS EKOHOMIYHHUX PECypCiB Yy  CHUCTEMY
iHpopMaliiHOI Oe3nekn Ta iX BOPOBAIKEHHS 3 METOI0 CTBOPEHHS M OJep KaHHS
YUCTOI BUTOAM HAa OKPEMOMY rOCIOAAPChKOMY 00’ €KT1 TOCTIOIaPIOBAHHS.

Buronu Biji BUKOpUCTaHHS CHCTEMHU 1H(GOpMAIIHOI O€3MeKU BUSIBISIOTHCA Y
BUTJISIZII BIJIBEPHYTUX 30WTKIB, JOXOAIB TMIANPUEMCTB, SKI HAJAIOTh IOCIYyTH 3
3axXHCTy 1HOpMaIlii, COIIaIbHO-EKOHOMIYHUX Ta 1HIIMX MepeBar.

[ToTik peanbHUX rpolIe, 32 JOMOMOTOIO SIKOTO 3[1ACHIOETHCS OI[IHKA BUTOJIU B1JT
BIIPOBA/DKCHHS cUCTeMM 1H(doOpMaliiiHOT Oe3MeKu, 1€ BiABEPHEHHs IUIATeXIB 3a
30uTKaMH, abo0 TIaTexy (BIATIK peaIbHUX Tpolled SK HACHiJoK €(EeKTUBHOTO YU
Hee(DEeKTUBHOTO BUKOPUCTAHHS CUCTEMH).

SIKII0 mMpOoTAroM MEBHOTO MEpioAy BiABEPHYTI 30MTKU MEPEBHUILYIOTh BUTPATH,
MO>KHa TOBOPUTH MPO MO3UTHUBHI IPOIIOBI MOTOKHU (positive cash flows).

SIKII0 BUTpaTH MEPEBUILYIOTh BIABEPHYTI 30MTKM — MalOTh MICII€ YHCTiI BUTPATH
(net expenditure) abo BIATOKH IpOLIOBUX KOWITIB (cash outlay). Ycst cepis rpoIOBHX
MOTOKIB, MOB’ I3aHUX 3 IHHOBAIITHUM MTPOEKTOM, € TTIOTOKOM TPOIIOBUX KOMITIB (flow
stream).

Jlns BUSBIEHHS BUXIOHHUX JaHUX, OCOOJIMBO ITOTCHIIIMHOI MOXKJIHMBOI BHIOJIH
POEKTY, HEOOXiJHA TICHA B3aEMOJIS MIANPUEMCTB-3aMOBHUKIB 3 PO3POOHUKAMHU
TEXHOJIOT1M 1H(OpMaIiitHOT Oe3MeKn Ta CHUCTEeMAaTHYHE IPOBEICHHS MOHITOPUHTY
cTaHy iH(opMaliifHOi 0e3MeKH 3 METOI HAKOMMYEHHS CTATUCTUYHHUX JaHUX MPO
3arpo3u, aTaky, BEIMUYUHY 30MTKIB BiJl aTak Ta €eKTUBHOCTI CUCTEMHU 3aXHUCTY.
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Pucynok 5.4 — BuyTpimHs HopMa npuOyTKOBOCTI

3anumaHHs1 0511 caMOKOHMPOJTO

1. Ha sixi kareropii HoaiIsIIOTECS BUTPATU Ha iHpOpMaIiiiHy 6e3mneky?
2. IIlpokoMeHTy#Te CTPYKTYpy BUTpaT Ha iHbopmaliiny 6e3nexy [ATC.
3. Sk OlIHIOEThCS 3axUINEHICTh 1H(oOpMali BiJi BUTOKY 1i TEXHIYHMMH YU
(h13UYHUMH KaHaJIaMK ?
4. TlosicHITh ~ OCOOJMBOCTI  €KCIEPTHUX  METOAIB  OLIHKA  MapameTpiB
1H(opMariiiHo1 Oe3MneKH.
5. JlaiiTe BU3HAYCHHS MOHATH ,,METOJ HEYITKOI JIOTIKM ’, ,, HCUITKUX MHOXHUH Ta
,JIIHTBICTHYHI 3MiHH1”. SIK€ BOHM MalOTh 3aCTOCYBaHHs?
6. Ha sxi Tpu kimacw MOKHa TOAUTMTH 3a/ladl aHaIi3y MOKa3HUKIB 3aXHIEHOCTI
iH(pOopMaLIiHUX pecypciB?
7. Ins 90rO0 BUKOPHUCTOBYIOTH MATPHUIIO TOKA3HWKIB 3aXWINEHOCTI Ta SKOCTI
TEJIEKOMYHIKALIMHUX Mepex’?
8. IlosicHiTh MeTOAM BiIOOPY HAMOLIBII paliOHANIBHOTO BapiaHTa MOOYAOBU
cucteMu iHMOpMAIIHHOT O€3MeKH:
8.1) nudepeHuitHUN METO/;
8.2) MeToa 0araTOKpUTEepIaAIbHOTO OI[IHIOBAHHS;
8.3) METOJ KOMIIJICKCHOI'O IMOKa3HUKA;
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8.4) IHTepaKTUBHUHN METO/I.

9. IlosicHITh anropuT™ BHOOPY ONTUMAIBHOTO BapiaHTa MNOOYAOBH CHUCTEMU
iHpopMarliiiHoi Oe3NneKu METOJOM PO3B’sI3aHHS 3aJadl  0araTOKpUTEPIAIbHOTO
BUOODY.

10. Ska crpykrypa BUTpat Ha iHGopMalliiHy 6e3neky B TunoBiii [JATC?

11. SIx BU3HAUaIOTHCS BUTPATH 32 (DYHKIIOHATLHUMU MOCITYTaMU 3aXUCTY:

11.1) 3a omaToro mparii;
11.2) 3a amopTu3aLiiHUMHU BiIpaxXyBaHHIMH;
11.3) 3a MaTepialbHUMHU BUTPATAMHU.

12.3a sxuMu YoTHpMa KaTETrOpiIMU MOIUISIOTH BHUTpPATH Ha 1HQOpMAIliiHY
oesmneky mudposoi ATC?

13. TlosicHITh AKICHHIM B3a€MO3B’S30K MIDXK yciMa BHUTpaTaMu Ha Oe€3IeKy,
3aralbHUMHU BHUTpaTaMM Ha Oe3leKy Ta piBHEM 3axHINEHOCTI 1HQOpMAIitHOro
cepeloBHUIla MIANPUEMCTBA.

14. SAxuit Gp13UIHUN CMUCIT «TOYKU €KOHOMIYHOI pIBHOBAru»?

15. [IpokOMEHTYITE METOJAMYHI OCHOBH OOIPYHTYBaHHsI JOLLUJIBHOCTI BUTpaT Ha
3ampoBaHKEHHS cUcTeMU 1H(popMalliitHoi 6e3neku nporpamHo-kepoBanux ATC.

16. Sk 3HaxOATh YACTOTY BUHMKHEHHS MOTEHI[IHHUX 3arpo3?

17. Illo HeoOX1HO AJI 3HAXOKEHHS CepeAHbOPIYHOT HMMOBIPHOCTI 3arpo3?

18. Sk po3paxoByeTbcs BHYTpilIHSA HopMma mpuOyTkoBocTi (IRR)? TlosicHiTH
rpadik BHYTPIIIHbOI HOPMU MPUOYTKOBOCTI.

127



6 KOMILIEKCHA CUCTEMA IH®OPMAIIMHOI BE3NNEKU IIEHTPY
OBPOBKH BUKJIMKIB OPI'AHIB BHYTPIIIHIX CIIPAB

3akonoM Ykpainu “TIpo TtenexkomyHikaiii® BHU3HAYE€HI KIHOYOBI 3aBJIaHHS
3abe3neueHHs 1HGOPMAIIHHOI Oe3MeKu TEeICKOMYHIKAIMHUX MEpeX: OXOpoHa
TaeEMHUIIl TeneOHHUX PO3MOB, TenerpadHoi, I1HIIOT KOPECTOHJICHIIl; 3aXHCT
iH(opMallii 3 00MeKEHUM JTOCTYTIOM, 1[0 € BJIACHICTIO JIEPKABU; 3aXUCT JCPKaBHUX
iHpopMaliiiHuX pecypciB; 3aXUCT 1HGOpPMAIlli PO CIOKUBAYA; 3aXUCT 1HPOpMaIlii,
0 TEPEAEThC TEICKOMYHIKAIIMHUMUA Mepexamu; 3a0e3MedYeHHs] CTaJlOCTi,
HAAIMHOCTI Ta MIATPUMKH PIBHS AKOCTI Ta O€3MEeKH TeIEKOMYHIKAIIITHIX MOCIYT.

CunpHa 1HTErpaiisi TEJIEKOMYHIKalIMHUX, MEpPeXHUX Ta KOMII IOTEPHHUX
TEXHOJIOT1M NPUBOIUTH A0 00 €AHAHHS CHCTEM OOpOOKH, mepefadl Ta 30epiraHHs
iHpopMmarii. [IpakTHUHUM NPHUKIAIOM IHTETpOBaHO! 1H(OPMALIHHOT TEXHOJOTI €
3aCTOCYBaHHS YyHIBepcalbHOI 1H(GOKOMYHIKAlLiMHOT Tuiatrgopmu A podotu 3
KJieHTaMu: 1eHTpiB 00poOku BukiukiB (LIOB, Call - uentpiB) ang nodyaoBu By3iy
CIy’)k0 3B’S3KYy TEJICKOMYHIKAIIIMHUX MEpeX 3 PO3BUHYTHMH IOCIyTaMu MIJis
HIIPUEMCTB, OpraHizailiii Ta HaceneHHs [23]. BigkpuricTs iHQOpMaLIMHUX CUCTEM,
IpPOCTOTA JIOCTYNy 10 1H(GOPMAIIHHUX PecypciB MOPOKYIOTh Oarato mpooiem. Y
JTAHOMY PO3JI1T1 BUKJIAIal0ThCS:

- IPUHIUMIIA  TOOYJ0BM IEHTPIB OOCIYyroBYBaHHS BHUKIMKIB JUIsi OpraHiB
BHYTPIIIHIX CIpaB Ta IHIIMX OpPraHiB JEp>KaBHOI BiIaaH, Kl MOOyq0BaHI Ha 0asi
mudpoBux Bigomunx ATC Ta oOnagHaHHA 3 KOMyTalli€r MakeTiB (/P - KOHTaKT-
IIEHTPIB);

- METOJIM PO3PaXyHKY XapaKTEPUCTUK 0OCIyroByBaHHs, 1HPOpMAIIHHUX MOTOKIB,
o0csary 001alHaHHS Ta YUCJIEHHOCTI MEPCOHANYy;

- BAMOTH JI0 CUCTEMM TEXHIYHOIO 3aXHCTy iH(opmarlii o0’ ekTiB iHGopMariiiHoi
JISUTBHOCTI OpPTaHiB BHYTPIIIHIX CIIPaB;

- IPOLIETypH MPOEKTYBAHHS KOMIUIEKCHOT cUCcTeMU 3a0e3neueHHs iHpopMaliitHoi
0e3neKu EHTPIB 00pOOKH BUKPHKIB.

6.1 llpununnmu apromMaTu3anii 00podKM BUKJIUKIB Ta HAIaBaHHA
iH(popMaLiifHUX Ta TeJEeKOMYHIKALIMHMUX MMOCIYT

LenTpu 00poOKH BUKIMKIB — 11€ yHIBEpCajabHa cucTeMa 0OMiHY MOB1IOMJICHHSIMH,
gKa 00’ €IHy€ KOMII IOTEpHY TenedOoHII0, KOMYHIKalliHI MepeXki i BUKOPUCTOBYE
KOMIT' I0TepHO-TenedoHHy iHTerpauio. CTBOPEHHS IEHTPIB CTAJ0 MOXJIMBUM MPH
pO3p0o01Il KOMITJIEKCY 3ac00iB KOMII IOTEPHO-TEIe(POHHOT 1HTErpalii sIK CyKYyIHOCTI
pEeKOMEHalil Ta CTAaHJApPTIiB, CIPSIMOBAHUX HA B3AEMOJIIO MPHUCTPOIB TeIe(HOHHOTO
3B 513Ky Ta KOMIT I0TepHOi TexHiKu. OKpiM TOro, po3po0IieHo crieniaibHe MporpaMHe
3a0€3MeUeHHs 71 BUKOHAHHS (YHKIM, paHillle BHKOHYBAaHUX OINEPaTOPOM
Tesne()OHHOTO 3B’ SI3KY. Y CI0O OCHOBHY po0OOTY 3 0OpPOOKH BHKJINKY BUKOHYE KOMILJIEKC
armapaTHOTO Ta MPOTPaMHOTO 3abe3neyeHHs. BUKOPUCTOBYIOTHCS aNrOpUTMHU CUHTE3Y
Ta pO3Mi3HABaHHS MOBJICHHS i IHTEJNIEKTyalbHA CUCTEMAa PO3IOAITY BUKIIHKIB.

LJOB npusnaueno nAis PI3HOMAHITHUX TeNEPOHHUX BY3MIB CIyXO0 3B’S3KY:
MPAaBOOXOPOHHUX OpraHiB, IIBHJKOI JOMOMOTH, TOXEXKHOI OXOPOHH, PI3HUX
JIOB1IKOBHX CIIY>kKO, CUCTEM JIJIsl BAKOHAHHS 3aMOBJICHb Ta MPOAaXy KBUTKIB. LleHTpu
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MOXKYTh BUKOPHCTOBYBATHCH JJIsi 0OCIYyrOByBaHHsS aOOHEHTIB, KOTPl KOPUCTYIOTHCS
MDKMICBKMM Ta MDKHApOJHHMM 3B’SI3KOM, [IJIi BUBUIBHEHHS oOlleparopa BiJ
TPYJIOMICTKMX MOHOTOHHHUX OTEpaIlii.

3aJIe)KHO BiJ] XapakTepy omnepailii, KoTpi npoBosaTh [IOB, noainsroTees Ha: npuii-
Maro4i I3BIHKH; TaKl, 110 3aMarOThCsl MACOBUM OOJI3BOHIOBAHHSM; 3MIIIIAHOTO THUITY.

Dyukuyii yenmpy o006pooxku euxaukie. Y 11OB s3miiicHIO€TbCS g0CTYyH 0
KOMIT FOTEpHO1 0a3u JaHuXx, Je 30epiraetbes iH(opMmailis mpo aboHeHTiB. YacTuHa
JaHUX, 0 3aHOCSATHCA B TaKy 0a3y, BBOJSATHCS OINEPATOPOM BPYUYHY, UYACTUHY
aOOHEHT MOKe HaOWpaTu caM 3a JIOTIOMOTOI0 TeleoHy, a YacTUHY BH3HAYa€e
aaMiHicTpaniss TenedoHHOi Mepexi. OmepaTop Mae MOXIHUBICTH KOPOTKOTO
aHKeTyBaHHs a0OHEHTa IPU KOTO MepuIoMy J3BIHKOBI A0 LleHTpy.

HaparoTbcst  1HTENEKTyalbHI  TOCAYTM  Taki, SK  TEJIErOJOCYBaHHS,
BUKOPHUCTOBYeThCs [HTepHeT. Bomnouac 3 mepermsimanusm 3Micty Web-pecypci
MOke OyTH OpraHi3oBaHO Iepe/aBaHHs TOJIOCOBHX IOBIJOMIICHb B1JI KJIIE€HTA [0
arcHTIB 1 HaBmaku. MOJIMBa opraHi3ailisi PO3BUHYTOI JOBIJIKOBOI CIy>KOH, CITyKOU
KOHTPOJIFO A00OHEHTCHKUX PaXyHKIB.

B Vkpaini Ha TenekoMyHIKaIlIMHUX MeEpexax 3arajbHOro KOPHUCTYBaHHS
pO3MOYATO BIPOBAIKEHHS BY3MIB CIOY>KO 3B’s13Ky 3 QyHkuiasmu Call-ueHtpy, sKi
MOBHUHHI 3a0e3mnedyyBaTd OOpOOKY HaBaHTAXEHHS BiJl 3BUYAHHUX  IOCIHYT,
BUCOKOSIKICHUX 1HTEJEKTYaJIbHUX MOCIYT, @ TaKOX HABAHTAXKEHHS 3 ypaXyBaHHSIM
NOCTYIly 10 Mepem IHTepHeT Exonomiuna e(i)eKTI/IBHICTB LHOB nocsraerscst 3a
paxyHOK €KOHOMII Ha oOpraHizaimii BHYTpIIIHIX IOTOKIB 1 MiJABUIIECHHS SKOCTI
00CITyrOByBaHHS.

€ JucleHH1 BapiaHTU B3a€MOJIT areHTa (CBOro poJy aBTOMaTHYHOTO oIeparopa) i
kimieHTa (cmoxkuBada). [{OB 3abesneuye enwnHe cepemoBuine OOMIHY MOBIIOMIICH-
HSIMHU MTOMIDX CIIBPOOITHUKAMH MIANPUEMCTBA Ta KialeHTaMu (puc. 6.1). Yci nosinom-
neHHs ((pakcu, €JIEKTPOHHI JUCTU TOII0) OOpOOJIAIOTHCS B OJHAKOBHM CIOCIO, IO
CIpHsie EKOHOMIT Yacy Ta nmepcoHaity. TUM caMHUM 3HMXKYIOThCS BUTPATH Ha 00CIyTro-
ByBaHHS 1O TenedoHy. EKOHOMISI JOCATAEThCS 3a paxXyHOK TaKUX YMHHHUKIB: 30171b-
IMIEHHS MIBUJKOCTI OOpOOKM BUKIMKIB; palllOHAJbHE BUKOPHCTAHHS BHCOKOOILIA-
YyBaHUX CIEIIaTiCTIB; CKOPOUYEHHS YMUCEIBHOCTI Omepalliid, 1o BUKOHYIOTHCS MpHU
0o0poOIll BUKIMKIB, 3a paxyHOK peecTpaiii iHdopmMallii, sSka TOBIIOMIISETHCS
a0OHEHTOM; €KOHOMIsl BUTpAT Ha OIJIaTy Teae(OHHUX PO3MOB 3a OE3KOIITOBHUMHU
Homepami (mocayra 800); aBToMaTH3aIliss KOHTPOJIIO 33 pOOOTOIO oTmIepaTopa.

Oyukuii [HOB peanizyioTbcss 3a JTONOMOIOKO  CIELIaIbHOTO MPOrpPamMHOTo
3a0e3neueHHs. [OJIOBHUM € TPOrpaMHHUN KOMIUIEKC aBTOMATHYHOTO p03nozuny
BUKJIMKIB. YCI omepaiii peecTpyloTbcsl 1 MOXYTh OyTH TMOJaHI Yy BHUIJISAL
CTaTUCTUYHOI 1H(GOpMAIIIT MO0 YACOBUX XAPAKTEPUCTUK OOCTYyrOBYBaHHS KJIIEHTA,
yacy OYIKYBaHHS TOIIO. Y mpoueci oOpoOKH BHUKJIHMKIB iIOTh OINEPaTOpH, IO
CHEI1aJI3yI0ThCS Ha MPUKIIAIHUX 3a]a4ax.

CrnemiansHae nporpamue 3abesneueHns (I13) ¢pyHkiioHye Ha BUIIJIEHOMY CepBepi
abo rpyti cepBepiB. PoOoui MicIisl areHTiB, K NpaBUiIo, 00JIalHaH1 KOMIT FOTEPHUMHU
pOoOOUYMMHM CTaHIIIMU Ta/a0o0 creliani30BaHUMH TeleOHHUMHU arapaTaMu.
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Tenegon || l'orocosa ABTOBiZMOBITa Bineo dakc E-mail [HTepHeT

TTOTITTa

baza nannx

Cucrema po3IIOaiIY BUKIINKIB

2V RN

Knientn

Pucynok 6.1 — ®yHKI1I0HAIbHA CTPYKTYpa LIEHTPY 00pOOKH

Y cranmapti R.100 Mixnaponnoi opranizauii The Enterprise Computer
Telephony Forum (ECTF) onepatop BU3HAYA€THCS TaK:

onepamop (acenm) — 1ie MOAUHA a00 MPHUCTPI, OCHOBHOIO (PYHKIIIEIO SIKOTO €
00poOKa BUKIIUKY.

Omneparopu 17eHTU(PIKYIOTHCS YHIKAJIBHUM 1M’ sIM a00 HOMEPOM Ta MalOTh KOKEH
CBIi TApOJIb, SIKMI 3aIUTYETHCS MPU PEECTpallii oneparopa Ha pododoMy MiCIIi, TakK
3BaHIN KOHCOJTI.

Komriekc Moke meperaBaTi BUKIMKU BiJl OJHOTO OTIEpaTopa J0 1HIIIOTO Pa3oM 3
yciero 1H(OpMaIIi€r0 3aJIEKHO Bijl IHTEHCUBHOCTI Ta XapaKTepy BUKIUKY KJ1€HTIB. 1l
ONTUMI3Y€E 3aBaHTAKEHHS OIEPATOPIB Ta CKOPOUYE Yyac 0OpOOKH.

Cmpyxkmypa ma npunyunu (yHKYioHy8aHHs yenmpie oopodbKku euxauxie. Bapiant
apxitektypu [{OB nogano Ha puc. 6.2.

CepBep-1UT103 Cepsep- Cepsep-6a3za
TOM3K 3 TdM3K MapIIDVTU3ATOD ITaHWUX
7} A 7}
A2 A 4
JIOM Hna 6a3i TCP/IP
) A A
v 2 2
Arenrt 1 ® o o Arent N Menemxep

Pucynok 6.2 — ®yHKIIOHAIbHA CTPYKTYpa LIEHTPY 0OpOOKH BUKIIMKIB

[Tepuri BapianTu moOyaoBu TenegorHo-kom orepHoro [{OB peanizoByBaaucs i3
3aCTOCYBaHHSIM YCTaHOBUYO-BUPOOHWYOi KOMYTAIIMHOI CTaHINi Ta TeJIEeKOMYHiKa-
I[IHHOTO cepBepa.

binem rayuki LHOB moxyTh 6a3yBaTHCh Ha 3aCTOCYBaHHI CTaHAApTIB Voise over
IP (nanpuxnan H.323, koTpuii perinaMeHTye IpOTOKOJIHU nepeaaBanHs Tenedonii /P-
MEPEKEIO).

[IpoyKTUBHICTh TEHTPY 3aJCKHUTHh BIJ MPOIYCKHOI 3JaTHOCTI MOTO CKJIaJ0BHUX
YACTUH: MUIO3y JUIs CHOJY4YeHHS 3 Tele(OHHOI MEpPEkKEI 3arajJbHoro
kopuctyBanHs (THM3K); BHyTpimHbOi /P - Mepexi (JIOKaIbHOI OO0YMCIIOBAIBHOT
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Mepexi — JIOM); mapmpyrtusaropa mis peamisamii JOTiKd MaprpyTtu3samii /P -
nakeTiB; 6a3u gaHux. s peamizaiii nUIH03y BUPOOJISIIOTHCS CIEIiani3oBaHi IJiaTh
HUTI03y “‘rosioc — I[P - Mepeka”, KOTpi T03BOJISIFOTh NMPUEHATH TApPHITYPY oneparopa
i1 HaOupaTu HOMEp Ha KjaBiaTypi. BUKIMK mpuilMaeTbcs KOMI FOTEPOM, 1 Bl Ail
orepaTop BUKOHYE uepe3 KoMm 1oTep. [{udpoBuii curHampHUi mporecop Takoi IiaTu
peaiizye alropuT™M CTHUCKaHHS MOBJEHHS 3a mpoTokosom G.721 abo G.729 13
3aTPUMKOIO TOJIOCOBOTO CUTHAIYy He Oinbiie 3a 55 mMc. KoM’ toTepu miaKIF09aroThCsI
yepes inTepdeiic RS-232 abo apanrtep Ethernet.

Binomua ATC (BATC) minkmodaetbes n0 THM3K OGaraToxaHaabHOIO
3’ € THYBAJIBHOIO JIIHI€I0. €MHICTh Ta THI TAaKOTO 3’ €THAHHS BU3HAYAIOTHCS TTOTOKAMH
3anuTiB, sskuMu omnepye [{OB, Ta MakCuManbHOIO KUIBKICTIO areHTIB, IO MPAIIOI0Th
B OJHY 3MiHy. 3’ €IHYBaJbHUN TPaKT MOke OyTH 30pranizoBano kaHaiamu El1 a6o
BOJIOKOHHO-ONITUYHOIO JiHI€I0 3B’s3ky. Sk mnpaBuno, BATC nonoBHIOETHCS
KOMYHIKAI[IHHIM MPUCTPOEM (OKpEMHUM OJIOKOM) JJIsi CIIOTYYEHHS 3 KOMIT FOTEPHOIO
Mepexero. Moro dyHkuis — 3a6e3meunt o6MiH moBizoMiIeHHs MU oMk BATC Ta
KoMIT 10TepHOI0 cuctemoro. dynkiionysanns [{OB nmokaxemo 3a 1OMOMOT0I0 CXeMH
(byHKIIIOHABHOT B3a€MO/I1T anapaTHO-MPOTPAMHOTro 3a0e3nedeHHs (puc. 6.3).

OCHOBHMMH  B3a€MOJIIIOUMMHU  TMPOTPAMHO-AMApaTHUMH  (YHKIIOHATIEHUMHU
onuauisiMu [{OB € xomyHikamiitHuil cepBep, 6a3a JaHNX, CHCTEMa aBTOMAaTUYHOTO
J03BOHIOBAHHS, CUCTEMA IHTEPAKTUBHOTO I'OJIOCOBOTO OOMIHY, cepBep 0a3 JaHUX Ta
CepBep CTATUCTUKH.

Komynikamiiinuii cepBep 3a0e3nedye MOXKJIMBICTh OOpPOOKHM BHUKIHMKIB 1 €
0e3MmocepeTHbO CIOIYUYCHUH 3 KOMYHIKAI[IWHUM MOPUCTPOeEM. BiH € 1eHTpalbHUM
BY3JIOM 30HMpaHHS Ta PO3NOALTY Oyab-sikoi 1H(opmalii Tene@OoHHUX 3’€IHaHb.
['osmoBHA 0COOIUBICTH MOJISITAE B iHTErparlii BCix (QPyHKIIIH KepyBaHHS KOJEKTUBHUMU
Ta IHAWBIAYadbHUMH TIEPEMUKAHHSMHU, TIEpeJaBaHHS CUTHAIiB y CHCTEMY
ABTOMATHU30BAHOTO pO3MOMITY BHUKIWKIB, y OJOKM aBTOMaTHYHOTO 30UpaHHs
iH(opMmariii, y 6710Ku reHeparlii BUXiAHUX JI3BIHKIB 3a MOMEPEAHIMHU MEepesliKaMH Ta B
CHUCTEMY I'OJIOCOBOI IMOLITH.

baza nmaHux KOMyHIKamidHOTO cepBepa € sApoM 1H(OPMALIHHOT CHCTEMHU.
OyHKIIOHATBHO 0a3y JaHUX MOKe OyTH pO30MTO Ha JEKUIbKa OCHOBHHX 0a3:

- 0a3a JaHUX KIIE€HTIB;

- IpeAMeTHA 6a3a IaHuX 3 MapaMeTpaMu CBO€T YCTAHOBU;

- omepariiina 0asa, Je 30epiraroThCs ANTOPUTMU KEPYBAHHS MaPIIPYTHU3AIIEIO
3allUTIB;

- cTaTucTMYHA W areHTchbka 0aszu nanux [{OB, kynu 3anmucyroThCsi 1CTOpisS yCiX
nojii Ta J1i KOKHOTO areHTa Mpu MOro CHIJIKYBaHHI 3 KJIIEHTaMH; BEIEThCS Taka
CTaTHCTHKA, KOTpa jJomoMarae onTtumidyBatu pobGoty [[OB: 3aBaHTakeHHA
oOJalHaHHS, CEpeqHs TPUBAIICTh TMEPErOBOPIB, Yac OO 3HATTS areHTOM TPYOKH,
KUIBKICTh OOCIIY’KE€HUX BHUKJIMKIB, YTOMJIIOBAHICTh areHTa, MOro IpOJYyKTHUBHICTH;
meHemkepu [JOM ¢opMyroTh mpaBuia Ta CiieHapii 00CIyroByBaHHS, KOHTPOJIOIOTh
MPOAYKTUBHICTH CUCTEMH Ta poOOTY OmepaTopiB;

- 0ibmioreka mnpukmagHux nporpam API, koTpi mumryTecs 3a JOMOMOTOIO
crieriagbHuX 3aco0iB 13 ypaxyBaHHSM 3MICTy mepmux aBox 0a3; APl Bu3HauaroTh
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IMPU3HAYCHHA

OHOBJIIOBATHUCH.

Ta

CepBep MapmpyTu3amii

—

excrutyatariiiii - moxkauBocti  [[OB 1 MaroTth
IHpopMartis cTOCOBHO
@90610/1 BHIKJIUKIB .
APM Teneponuuit
Arenra amanar
Iadopmaris
11010 BUKITUKY
Bukmk — miaiMKHEHHS
BATC |«— T¢M3K
TenedonHi 3anucu
Buknuk — miiiMKHEHHS Cepsep
JOCTYILY <— IHTepHeT
TenedonHni 3anucu A0 ATeHTA
Buknuk —
MIIMKHEHHS HUB
Habupanus Homepd APM
Ta TepeIaBaHHsl MeHe/kepa
IHCTP YKL 1I0B
03
OmparroBanHs
JIOCOBHX TIOBiTOMJIEHB
THcTpyKkiis 3
MapIIpyTu3anii
HUB
JlauHi quist
ABH
Bukmik - baza nannx
¢ TiIMKHCHHA [L1o3 < CepBep 0a3u < rerne (I)OHHI/IX
JaHUX .
BUKJIKIB

MOCTIMHO

Pucynox — 6.3 ®yHkirioHambsHa B3aEMO/IISI aITAPATHOTO Ta MPOTPAMHOTO
3abe3meuenns [JOB

HUB -

ac

KOMYTaTOpH,

K1

3a0€3MeYyIoTh

3’ € THAHHS

cepBepiB

Ta

aBTOMATHU30BaHUX poOounx wmicub (APM) nns mepenaBaHHS CHUTHANIIB BUKIHUKY -
N1AKIIOYCHHS, HAOUPaHHA HOMEpA, IHCTPYKIIIM MapiIpyTH3alli Ta 3’ € JHaHHs, TaHUX
JUIs1 aBTOMAaTUYHOTO BU3HaYeHHsI Homepa (ABH) too.
CucreMa aBTOMAaTHYHOI'O JIO3BOHIOBAHHS € KOMIUIEKCOM amaparypu ta I3 s
ABTOMATHYHOI TEHepallii BUXIJIHUX BHUKJIMKIB 3a 3a3Jajeriib MiArOTOBJICHUMHU
nepeaikaMu. AJITOPUTM PO3CHIIAHHS TaKWM: KO a0OHEHT BIJTOBIJA€ HA J3BIHOK,
TO BiH 3 €JHYETHCA 3 BUIBHHUM areHTOM. SIKIIO Hi, TO JA3BIHOK Oy/€ MOBTOPEHO
mi3Hime. Yactora BUKIMKIB O0YHCIIOETHCS 3aJIEKHO BiJl 3aBaHTakeHHs [1OB.
Cucrema IHTEPAaKTUBHOTO TOJOCOBOrO OOMIHY € MO CYyTI aBTOBIANOBIJAYEM,
KOTpHUil 3a0e3rmedye CHCTeMY TOJOCOBOTO MEHIO. BuOip MyHKTIB MEHIO CIOXKHBAY

132



3MIIACHIOE 3a JOMOMOIOI0 KJaBlaTypu 3BHYAWHOTO TeleOHY B PEKHMI TOHAJIHLHOTO
HaOupaHHs. [IpucCTpiii BUKOHYEThCS Y BUIVISIAI OKpEMOro OJIOKa 1 CHOJYyYaeThCs 3
ATC Ta koM’ FOTEPHOIO CUCTEMOIO 3a CTaHAapTHUMU npotokosiamu (H.323 Tomno).

CepBep 0a3 nmaHux Moxke OyTu BuauieHHMM abo dyHkiionyBatu sk [I3 Ha
KOMYHIKaliitHoMy cepBepi. Bin opranizye gocryn ycix yactud [{OB no 3anucis 6a3
JaHUX.

Cepgep cTaTucTuku 3abesrneuye 30upanns iHpopmariii o0 podotu ycporo [{OB
Ta OKPEMUX areHTIB.

6.2 3agaui Ta apxiTekTypa nHeHTpPy 00po0KHM BUKJIMKIB cay:x0m «Misinisi» Ha
0a3i Bizomuoi HHIATC»

Omnepatopcbkuil HEHTp OOPOOKM BHKIMKIB CHy:KOM «Minmilis» Moxe OyTu
nmoOyoBaHUHN K TMOKa3zaHO Ha puc. 6.3. DI3UYHO BUKIUKH PO3MOIUISIOTHCS II0
poOOYHM MICIIM — KOHCOJISIM [24].

Konconp Moxe OyTu peajnizoBaHa Pi3HUMH CIOCOOaMH, 3aJ€KHO Bij amapaTHO-
IPOrpaMHUX pillleHb, 3ACTOCOBAHUX B YCTaTKyBaHHI B IIoMy. B paHHIX cucTemax
CPB (mo6ynoBanux Ha 6a3i YATC) koHCOIb CKIIaanacs 3 JBOX PI3HUX CKJIAJOBHUX:
Tene(OHHOT 1 KOMITFOTEPHOI.

Tenedonna yacTuHa KOHCOJ1 3a0e3nedye NpuiioM TenedOHHUX BHUKIMKIB 1 €
OPUCTPOEM IIATPUMKH MOBHOTO JiaJiorTy «aOOHEHT-OIepaTrop». B HaimpocTimomy
BUIMAJKY - I1I€ aHAJOTOBHH TeleoHHUN amapaT 3 TelaedOHHOW TPYyOKOK abo
TapHITYPOO, IO MIAKIIOYAETHCS O CHUCTEMH IO JBOX JPOTSHUX aHAJOTOBUX
a0OHEHTHHX JiHIAX. B nmeskux cucremax - ne crangaptHuil Tenegonanii ISDN a6o
CHeliali30BaHui  amapar,  3a0e3Nne4YeHuid  PIAKOKPUCTANIUYHUM  JHUCILIICEM,
CBITIIONIOAAMU I 1HAWKAIIl BHUKIMKY 1 (YHKIIIOHAJIGHUMH KJIABIIIAMH, 32
JOTIOMOTOI0 ~ SIKMX TPOBOASATHCS BCl OCHOBHI omeparii, TOB'S3aHl 3 #Oro
oOcTyroByBaHHsM (IIpUHOM, Iiepeaapecartisi, Bia0ii 1 T. 1M.).

Komm'torepHa ckiiamoBa miaTpumye iHTepderc omepaTopa 13 CIeriagi30BaHO
0a3010 JaHuX ciyx0u «Mumitis». B 6iaemiocti modynoBanux Ha 6a31 YATC cucrem
Il JIBl CKJIaJIOBI BUKOPHUCTOBYIOTH IS OOMiHY 1H(OpPMALIE MPUHIIMIIOBO Pi3HI
MEpEeKi 1 CHHXPOHI3YIOThCS uepe3 ynpasistounii cepsep CPB.

Beenenns inTepdeiicy s 30BHIMIHBOTO YIPABIIHHSA aJITOPUTMOM OOPOOKH
BUKIUKY (Application Programming Interface, API), BUBYEHHIO SIKOTO IMPUCBAYECHO
OKpeMe 3aHATTS.

['onoBHa mepeBara, sika gocsAraeTbcs BrnpoBajkeHHsSIM APl - ¢yHkuioHanbHa
PO3IIMPIOBAHICTh  KOHTAaKT-UEHTpY. KpiM TOro, BUTATYIOUHM 1 aHaJI3yIOUH
iHpopMallito, 3B'A3aHy 3 BHKJIMKOM (HOMEp BHKIMKAIOYOro a0OHEHTa, [aHi,
onepskani mpu miano3i 3 IVR 1 T. 1.), 1 onepaTuBHO B3aeMOif0UM 3 0a3aMH JTaHUX
cayx06m «Mimimisi», mo makiIrJaTses yepe3 API, 10 MoMeHTy npuiioMy BiacHe
Tene(OHHOT0 BUKJIMKY KOHTAKT-LIEHTP BXke 3a0e3medye ornepaTropa HEOOXiTHOIO
JOBIAKOBOIO 1H(GOPMAIlIEI0, 10 BIAHOCHUTHCA A0 I[LOTO BUKJIUKY. TakUM YHUHOM,
BCcs iH(opmalis, CynpoBO/UKYyHYa 3anuT (Homep TenedoHy, 1M's, perioH
MEIIIKaHHA, 10 I[IKABUTh MHUTAHHS, MOMEPEIHS ICTOPiA 1 T. M.), MPOUYUTYETHCS 3
0a3u JaHUX IEHTPY 1 3'ABISETbCA HA €KpaHi poOoYoro Micus orneparopa
(aBTOMaTH4YHO a00 Mo Horo komad#dil). Lls ¢yHKIS €KOHOMHTH pOOOUYMH dYac
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omeparopa, MmiABUIIYE €(EKTUBHICTh OOCIYrOBYBaHHS BHKJIWKIB 1 BUKOHAHHS
NOB'sI3aHUX 3 HUM 3ajad.

ATpulyTH oniepaTopa ciayx0ou «Mimiiis»:

- Ipi3BHIIIE, IM'sl, IO OATHKOBI;

- 3BaHHS;

- IOCcaja;

- peecTpailiiine im's;

- ocoOucTu#l i1eHTU(iKaLiHUI HOMED;

- 0COOHUCTHI MapoJIb;

J0OAATKOBI JTaH1, 110 BU3HAYAIOTH MpaBa 1 KBajidikaliio omneparopa.

KouTpo:s 1 ynpaBiaiHHS IUMU aTpuOyTaMy MOKJIAJAETHCS HAa KEPIBHUKA CITYKOU.
MOo>IMBOCTI, IO HAIAIOThCSI OMEPATOPY, BU3HAYAIOTHCS MOT0 IpaBaMH 1 3aJja4aMH,
BUPINTYBAHUMH JJAHUM OTMIEPATOPCHKUM IIEHTPOM.

VY 3arajgbHOMY BUIIAJKY BOHU OMUCYIOTHCS HACTYITHUM HA0OPOM (PYHKIIIN:

- peecTpallis B MIEBHIN onepaTOPChKil IpyIii;

- IPUMTMHEHHS PEECTPALIiT;

- KOpOTKOYacHe OJIOKyBaHHS KOHCOJI;

- TIpUHAOM BXIJTHUX BHUKJIHUKIB 3 4Yepru (MEpCOHANbHOI, YEpPru TPYyIH, YEpru

CITYKOn);

- mepeajpecarlisi BUKJIMKY (0 1HIIOro orepaTopa, A0 CTaplIoro oneparopa, a0
1HIIIOT TPYNH OMEepPaTopiB, A0 aBTOIH(POpPMATOpPa);

- IPUMYCOBE P03’ €THAHHS;

- yTpUMaHHS 3'€IHAaHHS 3 OJIHOYACHHM CIIY>KOOBUM BUKJIMKOM CTapIIIOrO
omeparopa (sl KOHCYJIbTAIli);

- 3aITUC PO3MOBHU 3 A0OHEHTOM;

- IPUKAOM BiJl CUCTEMHU BHXIJHOTO 3'€[IHaHHSA, Hallepel BCTAHOBJICHOIO HEIO 3a

CIIUCKOM CITOBIIIEHHS.

Omnepatop (KoHTpoJiep) Ciyxk0u «Mimilisi», Ma€ NpaBO HE TIAbKU 3alMaTHCS
00CIIyrOBYBaHHSIM BUKJIMKIB, 1110 MOCTYMNAalOTh BiJ a0OHEHTIB, ajie 1 KOHTPOJIIOBATH
poboty omeparopiB B rpymi (IMIIKIOYAOYUCh B PEXKUMI  MPUXOBAHOTO
IPOCITYXOBYBaHHS 1 aHATI3YIOUM CTATUCTUYHY 1 ONEPAaTUBHY 1H(POpMAILil0).

CnoBimeHHsT MPO BXIJAHUN BUKJIUK MOXXe OYyTH TepelaaHo Ha poboue Micie
orepaTopa ABOMa crocodbamu:

- 3a JIOTIOMOT OO Bi3yaJIbHOI 1HIUKAIIIT;

- TOHAJLHUM CUTHAJIOM, TIOCJIAaHUM B TapHITYPY orepaTopa.

Cratuctuka 1 o0Omik BUKIHKIB. OOJIK BHK/IMKIB, HAKONWYEHHS 1 aHai3
CTaTUCTUYHOI iH(oOpMaIlii mpo poOOTy omepaTopiB € OCHOBHHUM 3aCO00M OIHKHU
e(heKTUBHOCTI (PYHKIIOHYBaHHS CIy)0u «102». HakommdyBaHy 1 KOHTPOJIbOBAHY
iHpopMalio ciyx0u «Mimimisi» MOXXHA PO3AUIMTH HAa TPU OCHOBHI KaTeropii:
ornepaTUBHA, CTATUCTUYHA, OOJIIKY BUKJIMKIB.

Onepamuena inghopmayisn TO3BOJISIE KEPIBHULTBY CIYKOU «102» KOHTpOIIOBaTH
(YHKIIOHYBaHHS YCTAaTKyBaHHs, OLIHIOBATH MOTOYHE 3aBAaHTAKEHHS CIYXKOHU TOIIO.
Jlo omepaTtuBHOI NOTOYHOI 1H(OpMAIi BIJHOCATHCSA: 3aBAHTAXKEHHS PO3MOBHHUX
KaHaJliB; JIOBXKMHA Yepr; CTaH ONEepaTOPChbKUX KOHCOJEH 1 IEBHOTO ONepaTopa.
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Ingopmayis  06aiky BHUKIUKIB BKIIOYAE TApaMETPU KOXXHOTO BUKIIUKY,
MPUAHATOT0/00CIIyrOBaHOTO/BTpAaYEHOT0 CIIYK0010 «102», cmamucmuuni 0ani Ipo
K1, SIK MPaBUJIO, HATPOMAKYIOTHCS 1 aHATI3YIOThCS KEPIBHUIITBOM ciykOu. Tyt
BPaXOBYIOTHCS: TUI BUKJIUKY (BX1JIHUN/BUX1THUN/BHYTPINIHIN); KITbKICTh BUKJIMKIB
3a MEBHUW MPOMDKOK 4acy; cepeiHs IOBXWHA 4Yepru (BeJMYMHA, MOTpIOHA IS
ONTHMI3aIlli YKclia ONepaTopiB); CEpPeHs TPUBAIICTh PO3MOBH; CITIBBITHOIIEHHS
qyuciaa KOPUCTYBadiB, 00CIY>KeHHUX 3a jornomMorot cuctemu IVR 1 onepaTopiB; 4yac,
MPOTATOM SIKOTO BC1 JIiHIT 3alHATI; CepeAHi Yac 3alHITOCTI Oleparopa; CEpeaHe
YHCJIO ONEPATOPIB, L0 3HAXOASTHCS B CIIYXO01 32 IEBHUN MPOMIKOK 4Yacy; CEpeIHii
yac yTpUMaHHS 3'€THAHHS; CEpeAHs TPUBAIICTh IHTEPBATY MIDXK 3aKIHUYEHHSIM
00CITyrOByBaHHS BHUKJIMKY 1 IMOYaTKOM OOCIYyrOBYBaHHS HACTYITHOTO BHKJIHUKY;
MaKCHUMaJIbHa TpHBaJIiCTL OUlKYBaHHS; HE OOCIyroBaHl BUKIUKH (aOOHEHT He
JI0YEKaBCsl BIAMOBIAI omeparopa abo HE JOA3BOHHUBCS YHACHIIOK 3aiHATOCTI BCIX
omepaTopiB 1 MiCIb B 4Yep3l); CEpeAHs IHTEHCUBHICTh IOBTOPHUX BHKJIUKIB;
imeHTuikaiiHuii HOMep omepaTopa, M0 OOCHYKUB BHUKIHMK; HOMEp TIpyIHu
omepaTopiB; BiICOTOK 0OCIYyroBaHWX BUKJIUKIB.

IctoTtHOIO BHMOTror 10 Call - neHTpiB ciyx0m «102» € HeoOXiIHICTh TICHOI
iHTerpamii (1 B3aemojii B TIporecl OOCITYroBYBaHHS BHKJIMKIB) KOMYTaIlilHOT
HiJCUCTeMH 3 1H(pOpMaIliiHUMHU 0a3aMu JTaHUX CIYKOU «Miumiiis» 1 13 3arajJilbHUMHU
MUTIIIMHUMA  1HOpMalliiHUMU 0a3aMu  JaHuX. /[l oOCIyroByBaHHS KOXKHOTO
BUKJIMKY, Oyab BIH 110 BXiMHWA a00 BUXIAHWH, MOTPIOHUN AOCTYN A0 JAHUX, IO
30epiraeTbCsi y BIANOBIAHUX 1H(GOpMalidHUX ©0a3ax LEHTPY, 1, MOXIHUBO,
MoaudiKaris X JTaHuX.

CyvacHi Call - ueHTpr MOXYTh MaTH COTHI a00 THUCAYl OMNEpaTopiB, SKi
3HAaXOJATHCA B OJTHOMY MiCIli, 200 pPO3MILIECHUX B JACKIIbKOX PEriOHaJbHUX LIEHTPaX,
a00 po3ocepeHKeHNX Mo BCIM KpaiHi. 3 TEXHIYHOT TOYKH 30py 1€ 03HAYa€ HASIBHICTD
mepexxi CPB (tak 3BaHoro BipTyasibHOro Call —IEHTpY — CHUCTEMH pO3MOILTY
BUKJIMKIB), 3B'I3aHUX M1 COOOI BUCOKONIBHJIKICHUMHU KaHaJlaMU Tepefadl JaHuxX
(06 3abe3mneuyBanacs podoTa 13 3araJiIbHUMU 0a3aMU JTaHUX ).

Icnye uinuit psia cnoco0iB peanizallii Takoro yHiBepcaibHOro aocTymy. OnHuM 3
HAaWMEPCHEKTUBHIMMX 1 EKOHOMIYHO [OIUIBHUX CHOCOO0IB € JOoCTyn Ha 0as3i
texHouorii IP-tenedonii. MoBHuit gianor 3 KopI/ICTyBaqu POBOJUTHCS Y BUTJISII
ceaHncy VoIP 3 BUKOPUCTaHHSIM ByK€ HasiBHOTO 3'eqHaHHs Web-cality 3 InTepuert. [Ipu
bOMY KOpPHCTYBad 1 oneparop Call - neHTpy MOXYTh BECTH MJiaJOr 1 HAaBITh
CUHXPOHHO MPOTJSAaTH OHI 1 Ti )k Web-ctopinku (puc. 6.4).

[Tpu Buknuky 13 [HTEpHET KOpUCTyBau oTpumye Aoctyn a0 Cal [- HeHTpy ciy:x0u
«Mimimisi» TOr0 Yd 1HIIOTO PETIOHY, KJIAIIHYBIIM MHILIKOIO Ha KHOMKY «call», sika
3HaxXoauThCs Ha 1ii  Web-cTopiHIl, 1m0 akTuBi3ye mporpamy IP-tenedonii,
3apeectpoBany Ha Web - Opaysepi. lls mporpama ™Moxe OyTH I1HTETPOBAHHM
3actocyBaHHAM Web - Opay3epa UM OKPEMHUM 3aCTOCYBAHHSIM, SKUH BUKIUKAETHCS
Opay3epoM 13 OyIb-sIKOT0 MICISi HA poOOYOMY CTOJII KOPUCTYyBaya.
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VIIATC

3 QyHKIISIMH
CPB
PobGoue miciie

omeparopa
AOOHEHT

viona %}
AOOHEHT —

Po6Goue micue
103 omeparopa

=

o Po6oue micre
MynbsTumenin- omeparopa

Cepsepu
3aCTOCYBaHb

Pucynok 6.4 — Bapiantu 10CTyIy 10 KOHTaKT-LIEHTPY CIIyX0u «Mismiiiix»

MexaHi3MH OOCITYyrOBYBaHHS 3afBOK MOXKYTh OYyTH PIi3HUMH. IX MOXKYTb
0o0ciyropyBaTy abo OKpeMmi oreparopu abo IpyIu onepaTopis, abo Ti K ONEpaTopH,
K1 OOCIIyrOBYIOTh OCHOBHUM (MOBHHM) TMOTIK 3amuTIiB. SIKIIO ApYruid BapiaHT
3aCTOCOBHUMU, 3'SIBISETHCS MOKJIMBICTh ICTOTHO 30UIBIIMTUA NPOAYKTUBHICTE Call -
LHEHTPY, MPUYOMY 3pOOUTH 1€ HE 332 paxyHOK 30LIBIICHHS YUCIA OMEepaTopiB, a 3a
PaxyHOK OOpOOKH 3aluTIB PI3HUX BU/IIB OJHUM 1 TUM K€ ONEPaTOpPOM. 3aruTH, IO
JIOMYCKAIOTh BIAKJIAIEHYy OOpOOKy, ormepaTtop MoOxXe oOpoOJsTH B TEpPioau, KOJIH
IHTEHCUBHICTH MOTOKY TeIe(POHHUX 3aMUTIB 3HIKYETHCS.

VY TunoBoMmy cueHapii KOpHCTyBau MepeAae MOBIIOMICHHS E€IEKTPOHHOI IMOIITH B
LEHTP OOCIYroByBaHHS ab0 IO 3BUYAHOMY KaHaTy €IEKTPOHHOI MOIITH, 800 HUITXOM
3anoBHEHHsI opmu Ha Web-caiiti. [lani moBiIOMIIEHHS MPOXOAUTh MO [HTEepHET 110
MOLITOBOTO CEpPBEpPY, BCTAHOBJICHOTO B MPUMIIIEHHI KopucTyBaya. [licias mpuOyTTs
MOBIJIOMJIEHHSI HAa TMOIUITOBHM CEpBEpP ONEPaTOPChKOrO LIEHTPY T'€HEPYETHCS
BIpTYaJbHUM BUKIWK. Llell BipTyadbHUN BHUKJIMK TIpU3HAYCHUM MJI1 Tepeaadl
MOBIJIOMJICHHSI OIEpaTopy: BiH CHPUMMAETHCA SK 3BUYANHMIA TeleQOHHUI BUKIIMK,
CTaBUTBCS B UEPry 1 MapIIpyTU3YETHCS BIAMOBIIHO JI0 aJTOpPUTMY 1 HaOOpy 3aco0iB,
BU3HAYEHOT'0 YIPABJISIIOYUM 3aCTOCYBAHHSM.
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Konu 3BinbpHSETBCA oOmepaTrop, 3AaTHUH OOCTYXUTH BHUKIUK IbOTO THIY 1
TEMAaTUKH, «BHKJIHMK» €JICKTPOHHOI MOIITH MOCTYIA€E IO TEPMiHAIy OlepaTopa, i TOH
OJIEpP)KYy€ TOBIJOMJIEHHS MpO HOro MNPHUCYTHICTh Ha eKkpaHi Opaysepa. Koum
3BUIBHSETBCS OINEpaTop, 3AaTHUM OOCITYKUTH BUKIMK IOTO THITY 1 TEMAaTHKH,
«BHKJIMK» €JIEKTPOHHOT MOIITH TOCTYIAE 10 TePMiHAIY OIlepaTopa, i TOW OJepKye
MOBIJIOMJICHHS PO HOTro MPUCYTHICTH Ha eKpaHi Opaysepa. [lpusHaueHuit ms
KopuctyBaua iHTepdeiic pobodoro micis omneparopa Call-uieHTpYy MICTUTH Psij
IHCTPYMEHTAJIbHUX 3ac00iB, 32 JOMOMOTOI0 SIKHX ONEpPaTOp Ma€ HAaroAy CTBOPUTHU
BIAMOBIAL JUIsI TMEepenadi WOoro Mo eJEeKTPOHHIM MOIITI, Mepe BECTH «BUKIUK» B
pPEXUM YTPUMAaHHS JUIsl HAaBEICHHS AOBIAKM y 1HIIUX onepatopiB Call - ieHTpy abdo
NEPEenpaBUTH «BUKJIMK» IHIIOMY ONEpPaTopy, IO BBAXAEThCS (axiBUEM B JAaHIH
obnacTi. Ilig yac BUKOHAHHS BCIX LUX Al onepaTop, 3aMHATHII 00CIyroByBaHHSIM
BUKJIMKY, 1[0 TIOCTYIIUB Y BUIJISIAI €JIEKTPOHHOIO JIMCTA, BBAXKAETHCA 3aWHATUM, 1
1HIII BUKJIUKHM TOCTYIATH 10 KO0 poOOYOTO MICIsl HE MOXKYThb.

6.3 3apaui Ta apxitektypa IP - KOHTAKT-IEeHTPY cay:xom «Misimis»

Ha BigMiHYy BijJ «0TIepaTopchbKoro MeHTpy» abo «Call - ieHTpy», Ki ONepyrTh B
OCHOBHOMY 3 Tele()OHHHUMH BHKJIMKaMH, «KOHTaKkT IEHTpHM» MalTh PO3MIMPEHI
(hyHKITIOHATIBHI MOYKJIUBOCTI.

Ilepm 3a Bce, 3BUYAiiHO, 11€ MYJIbTUMEIINMHICTD, 110 PO3YMIETHCS K 3AaTHICTH
00CITyroByBaTH 3allUTH PI3HUX THUIMIB, 110 MOCTYMAIOTh 3 PI3HUX TEIEKOMYHIKAI[IHHUX
MEpex:

- MOBHOTO 3B’ 513Ky - 3 TPM3K;

- MOBHOTO 3B’f3KY - 3 [HTEepHET, 3 BUKOPUCTAHHAM TEXHOJOT1] /P-TenedoHii;

- 3B’S13KY (PaKCOM, €JIEKTPOHHOIO MOIITOIO;

- BIZICOBUKJIUKH (B HEJIAJICKIN MEPCIIEKTHBI).

MynbTUMEIIAHICT TOYMHAETHCS 3 JJOCTYITY JI0 MOCITYT KOHTAKT-1IIEHTPIB.

PosrnssHeMo Jniesiki 13 €crmocoOiB JOCTYIY JI0 MOCHYT, K1 XapakTepHI caMe IS
KOHTaKT-LIEHTPY, 1HTerpoBaHoro 3 Web. SIxk npaBuio, IHTErpOBaHUN KOHTAKT-LIEHTP
JUTSL ACKUIBKOX CTY»KO Ha/lae KOpHUCTyBaudy JOCTYII JI0 CBOiX pecypciB 3 60ky Web-
caiiTy 4 moB'a3aHux 3 UM Web-caiitom omneparopiB. Takum 4YMHOM, 3aJayero
KOHTaKT-LIEHTPY € 3a0e3Me4YeHHs] YHIBEpPCAJIbHOCTI JOCTYIY 3 MOTrJsAy aOOHEHTa,
cB000/IM BUOOPY METOTY IOCTYMY IO MOCIYT KOHTAKT-LUEHTPY.

Hactynmuuii cnoci® - pexuMmM TEKCTOBOIO 4YaTy, JAOCTYNy JO IOCIyT
ONEepaTOPChKOTO IIEHTPY 3'SIBUBCA caM€ B KOHTakT-IleHTpax. Takuil cmoci® mgae
MOXJIUBICTh OOMIHY TEKCTOBOKO 1H(MOPMAIIIEI0 MK KOPHUCTYBadeM 1 ONEPATOPOM
LEHTPY B pealbHOMY 4aci 1 Moxke OyTh 0COOJIMBO aKTyadbHUH y pa3i BIACYTHOCTI Yy
kopuctyBaua I[IO 1 ycrarkyBanHsi VoIP a0o HE3aJOBUIHHOI SKOCTI MOBU TIPH
BUKOPHUCTOBYBaHH1 /P-TenedoHii, a TakoX y BUMAAKaX, KOJIU Tpeda OE3MOMUIKOBO
nepeaaTy nudpu, ToOUHE HAMUCAHHS MIPI3BUIIL 1 T.1.

3aiadi, sIKi MIOBUHHI PO3B'SI3yBaTUCS KOHTAKT-IIEHTPOM CITY>KOU «MUTiLis»:

- 3a0€3MeUYeHHs MHUPOKOT0 CIEKTPY MOKIMBOCTEH SIK B IUIaHI JOCTYIY, TaK 1 3
NOTJIAy TMOCHYr, 10 HAAalThCs 3 BHUKOPUCTAHHSM JIIOJICBKUX PECypcCiB
(omeparopiB) 1 aBTOMaTU30BAHUX CUCTEM;
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- rapaHToBaHa oOpoOKa TpaH3aKIii BCIX THUIIB HE3AJIEKHO BIJ JKepesa
BUKJIMKY 1 METOAY JOCTYIY 10 PECYPCIB KOHTAKT-LEHTPY;

- 3a0e3Mne4YeHHs] MOXKJIMBOCTI 1HTErpallii 3 ICHyFOUUMH OTePATOPCHKUMHU IIEHTPaMU
1 70 OCHAIIEHHsA iX HEOOXITHUMH (YHKIISIMH 13 3aCTOCYBAaHHSM YCTaTKyBaHHSI
CTOPOHHIX BUPOOHHKIB 32 paXyHOK BUKOPHUCTOBYBAaHHS BIJIKPUTHX CTaHAAPTIB IPH
oOy/I0B1 CCTEM.

TexHoyor1i MakeTHOiI KOMyTarlii J03BOJIAIOTH Yy TIPUHIMII BIJIMOBUTHCS BIJ
IPOMI3IKOTO KOMyTaTopa KaHalliB, MOKJIABIIM (DYHKLII KOMYTallii Ha caMy MEpEexy 3
BUKOPHUCTAHHAM MOXJIUBOCTEH MPOTOKONY [P K YHIBEPCAJIbHOTO TPAaHCIOPTHOTO
npoTokoiy. B npoMy Bumnaaxky ¢yHKIIli KoMyTallii pO3MOBHHUX KaHaiB 3BOJSTHCS 10
YIOPaBIiHHSA MENIallOTOKaMH MIX TEBHUMHU BY3JlIaMH KOMII'IOTEpHOI Mepexi. Bci
(GYHKIIOHANBHI ~ MOMJIMBOCTI  pEali3ylOThCsl ~ KOMI'IOTEPHUMHU  CEpBEpaMu
3aCTOCYBaHb, IO MPAIIOIOTh 3 YIPABISIIOYO0 1HPOPMAIIIEIO0 1 METIaTIOTOKAMH (SIKIIO
HEOOX1IHO) 1 B3aEMOJIIOYMMHU B  TMpoOIECl OOCIYyroByBaHHS  BHUKJIUKY 3
iHpopMaIITHUMK 1 TEXHOJIOTIYHUMH Oa3zaMu JaHuX. [Ipy 1IbOMY KOXXKHHUM 3 TaKUX
cepBepiB BiAmoBigae 3a cBiki HaOip mocayr (CPB, IVR 1 iH.). Takum ke 4uHOM
PO3B'SI3yIOThCS MUTAHHS HAAIMHOCTI (CTaHAAPTHI METOJU PE3EPBYBAHHS arapaTHOrO
3a0€3MeUYeHHs] KOMI'IOTEPHOI  TEXHIKM), MacluTadyBaHHA (yCTaHOBKA, IIpH
HEOOX1THOCTI, CEpPBEpPIB 3aCTOCYBaHb, IO TMPAIIOIOTh B PEXKUMI PO3AUICHHS
HABAaHTA)KEHHs), BBEJICHHS HOBHUX (YHKIN (0JAaTKOBI CEpBEpPH 1 3aCTOCYBAHHS),
CTBOPEHHSI PO3MOAUICHUX CHUCTEM (JOCTaTHBO 3B'3aTU Pi3HI odicu OAHIEI0
KOMIT FOTEPHOIO MEPEKEI0, IO BOJIOII€ TOTPIOHOIO MPOITYCKHOIO CIIPOMOKHICTIO).

SAnpoM cucTteM Takoro poay € MpOrpaMHUN MPOIYKT, IO YHpaBisle dyepramul i
MapLIpyTHU3alier0 BUKIUKIB. [l0 CKIamy CUCTEeMHU BXOASTh TaKoK NepudepiiiHi IUTo3y,
110 3a0€3MeYyI0Th B3aEMOJ1I0 KOMIIOHEHTIB CUCTEMHU, MPUIIOM 1 00pOOKY BUKIIMKIB, 110
MOCTYMAIOTh 3 PI3HUX MEPEXK, CEPBEPH 3aCTOCYBaHb 1 0a3 naHuX, QYHKILIT IKUX OYIyTh
PO3TJISIHYTI HIKYE.

Bukopucrannas [P-TeXHOJIOTIH J103BOJISIE JIETKO TOB'sI3aTH TeleOHHUNM BUKIIUK 3
iHpopMmartiero mpo HBOro. llel 3B'I30K HAA3BUYAWHO BAXKIUMBUM 11 KOHTAKT-
IIEHTPIB, caMe BIH poOUTh €()EKTHBHOK OOpPOOKY BUKIMKIB 3 PI3HUX CEPEAOBHII 1
3a0e3neuye HEOOXIHY SIKICTh OOCIyroByBaHHA. SIKIIO B3STH 1O yBard 1 1HII
nepeBaru [P — KOHTAKT - [IEHTPIB, Y TOMY YHUCJI HHU3bKY BapTICTh PO3rOpPTaHHS 1
e(eKTUBHICTh MacIITaOyBaHHs, NPUBAOIUBICTh BHUKOPUCTOBYBAaHHS B KOHTAKT-
[EHTPax MaKeTHOI KOMYTallli CTa€ OYEBUAHOIO.

B Toii ke wac BipTyanmpHa mpupoga IP-anpecailii B Cy4aCHHX KOHTaKT-LIEHTpax
JI03BOJISIE JIETKO PO3B'sA3aTu 1l mpodaemu (puc. 6.5) OmnepaTop MOXKe peecTpyBaTHUCS
Ha Oyap-SKOMYy TepMiHaml 1 NpH IIbOMY BIH Oyae pO3Mi3HAHHUU CHUCTEMOIO SIK
YHIKaJIbHHUI areHT, 10 BOJIOIE MEBHOIO KBaJi(iKaIl€To.
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Pucynok 6.5 — TumnoBa cTpykTypa /P — KOHTaKT - LIEHTpa cIykou «102»

OueBuzHI MepeBaru KOHTAKT-LEHTPY 3 MOTJISILy BUTPAT HA OpPTraHi3aIlil0 BUJATICHUX
pobounx Micib. Posrmsinemo QyHkii 6510kiB (puc. 6.5).

6.3.1.11Int03 IP-menegponii

[lnro3 IP-tenedonii 3abe3nedye B3aEMOAII0 MIXK MEPEKEI0 3 KOMYTaIll€r
naketiB /P 1 TeneoHHOIO Mepexkero 3 KoMmyTalliero kanamiB. [1In103 € nporpamuo-
armapaTHUM KOMIUIEKCOM, OCHOBHUM (PYHKIIIOHAJbHUM MPU3HAYEHHSAM SIKOTO €
nepeTBOPEeHHss MOBHOI iH(opwmarmii, mo nocrymae 3 0oky TOM3K, y Burmiz,
OpUIATHUIN U1 Tiepeadi Mo Mepexax 3 MapuIpyTH3alli€ero naketiB /P: KoJyBaHHSA
1 ymakoBka MoBHOI iH(popmauii B maketu RTP/UDP/IP, a TakoX 3BOPOTHE
nepetBopenHs. llle ogna ¢ynkuia moo3y - neperBopenns nomepa TGM3K B IP-
aJpecy - peanizyeTbcs B LUTIO3aX Myt poOoTu B Mepexi [P-tenedonii 6e3
crtopoxa. Kpim ToT0, Ni1103 miaATpuMy€e 0OMiH CUTHATBHUMH TTOBIIOMJICHHSIMH SIK 3
By3JlaMH KOMYyTalii/TepminanbHuM yctatkyBaHHsIM TM3K, Tak 1 3 mpuctposimMu,
10 MPAIIOIOTh 3a crangaptamu /P-tenedonii H.323 qu SIP.

Ax mpaBwio, mpu BUKOpPUCTOBYBaHHI [IVR anroputMu OOpOOKH BHKJIMKIB B
OTIepaTOPChKOMY IIEHTp1 IependayaroTh nepegady abOHEHTaM, YEKaroduM B 4Yep3i,
aynioiHdopmarlii, HarpukiIaa, MoBHUX ¢pa3. Ll ¢pa3u MOXyTh MICTUTH BiJOMOCTI
PO MOPSJIKOBUN HOMEpP BHKJIMKY B 4ep3l 1 OpIEHTOBHOMY dYaci odikyBaHHs. Kpim
TOTr0, IMIJIKOM MOMJIMBO, IO, IMPOCIYXOBYHOYH Taki (pa3u, aOOHEHT OJCPKHUThH
noTpiOHy oMy iH(popMaIlito aBTOMAaTUYHO.
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6.3.2.Cepsepu 3acmocysans

CepBepu 3aCTOCYBaHb 3a0€3MEUyIOTh peali3alliio JOTIK! MOCIYT, [0 HaTal0ThC.
CTOCOBHO OIEepaTOPCHKUX IIEHTPIB MOXKHA BUIITUTH JBa 0a30Bi TUIH 3aCTOCYBaHb,
AKi TOBHUHHI TMIiATpUMYBaTucs s Toro, mo0O cucrtema Oyja IMOBHO
GyHKIIOHATBHOIO 1 3aJ0BOJIBHSJIA BHMOTaM, TIPO sIKi MOBHJIOCS  BHIIE:
IHTEpaKTUBHA MOBHA B3a€MO/Iisl 1 PO3MOALT BUKIHUKIB.

CepBep iHTepakTUBHOI MOBHOi B3aemoii /VR BUKOHYe BCl (PYHKIIII, MOB'SI3aHI 3
OpraHi3alfi€l0 KOMIT'FOTEPHOro Jianory 3 aO0OHEHTOM, KM 3BEpHYBCS B KOHTAKT-
neHtp. lle 1 mepemaya aOOHEHTY MOBHHX MiIKA30K-3alpPOIIEHb, 1 TPUWOM Bij
a0OHEeHTa moAaTKOBOI iH(opMalii B pexuMi 0araTodacToTHOrO JO0HAOOPY, 1
nepenaya abOHEHTY B aBTOMAaTHYHOMY PEXHUMI PI3HOTO POy JOBIAKOBOI 1 CEPBICHOT
iHpopmMmarii, 1 miaTpuMKa (YHKIIH CHUHTE3y MOBH, 1 Oarato 1HIMX QYHKIIII,
peanizoByBaHi cydacHUMU VR, iK1 1eTadbHO pO3IIISAAIMCA paHile.

CepBep posnogniny BukiukiB CPB € KIO4OBUM €I€MEHTOM KOHTAaKT-IEHTPY.
JluHaMigHO B3aeMOJIi04M 3 6a3aMH JaHUX B IIPOIeci 0OCTyroBYBaHHS BUKJIUKIB, BIH
3abe3neuye MATPUMKY CHUCTeM dYepr 1 (yHKIIM MapupyTu3aimii BUKJIHMKIB, IO
HAJIXOMSTh JO KOHTAKT-IIEHTPY.

6.3.3.bazu oanux

ba3u nanux omeparopchkoro HEeHTpy 30epiraroTh iHGopMaliio mpo KoHpiryparii
CUCTEMHM, CTaTUCTHYHI JaHl 11 (YHKIIOHYBaHHA 1 OOJIKY 1, MOXKJIMBO, CUTYal[lHHUX
KapT 1 T.1.

6.3.4.Cepesep excniryamayitino2o YnpasiiHHs.
:

CepBep/TepMiHan eKCIUTyaTallIHHOTO YMPaBIiHHA (AKTUYHO € 3BUYAWHUM
NEepPCOHAJILHUM KOMITHOTEpOM (pobode Micie ajMiHICTpaTopa CHCTEMH) 13
CHelliagi30BaHUM MPOrpaMHUM 3a0e3MeYeHHSIM. 3 HOro JOMOMOIOK BUKOHYIOTHCS
byHkIii koHirypamii 1 J1arHOCTUKHA CHUCTEMH, KOHTPOJb CTaHy 1HTep(deuciB i
PO3MOBHHUX KaHaJliB, 301p ONMEpaTUBHOI 1 CTAaTUCTUYHOI 1HGOpMaLil Mpo poOOoTy
CUCTEMH 1 00CITyTOBYBaHHS BUKIIMKIB, @ TAKOK T'€HEpallis 3BIiTiB 1 apXiBallisl.

6.3.5.Poboui micys onepamopis

Koncomi onepaToplB OpFaHISOBYIOTbCH Ha 0a3si CTaH/IAPTHUX TIEPCOHATBHIX
KOMITIOTEPIB 31 BCTAaHOBJICHUM CIICHIAI30BAHUM KJIIEHTCHKUM MPOTPAMHUM
3a0e3neuyeHHsiM (abo Web-Opayzepom). Skimo B omepaTopcbkomy —IEHTPI
BUKOPHUCTOBYETHCSI TOBHICTIO 1HTErpOBaHE pilleHHs Ha 0a3i mportokony I[P, TO
poboue Miclie orepaTopa OCHAIYEThCSI MYJIbTUMEIIMHUMH 3aCO0aMH - CHIEHIATHHOIO
rapHiTyporo 1 T.4. MoBHa iHpopmMallis B I[bOMY BUMAAKY NEPEIAETHCSI B MTAKETHOMY
BUTJISI/II 3 BUKOpHUCTaHHIM KoyBaHHs G.711 a6o G.729.
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VYropaBiiHHS JaHUMH - 37aTHICTh CHUCTEeMH 30MpaTH, COpPTyBaTH 1 30epiraTu
iHpopMallil0O MPO KOPUCTYBAdiB, SKa BHKOPHUCTOBYETHCS ISl MaplipyTu3aiii
BUKJIMKIB JIO CaMOTO BIJIMOBITHOTO Oreparopa IeHTpy. HeszanexxHo Bij TOro, B SKii
dbopMi mocTynae 3amuT, Bcs iH(opmaIllis, mo BIAHOCHUTHCS IO JAHOTO BHKJIUKY,
30upaeThes 1 30epiracTbes B 0a3l JaHUX.

6.4 Anroput™Mu 00CJIyrOByBaHHS BUKJIMKIB Ta MOKJINBOCTI KOHTAKT-I[EHTPY
cy:kom «Mimimisi»

KoHTakT-IeHTpu  OOCIyroByBaHHS  BUKJIMKIB  MpPAIlOIOTh SK  CHUCTEMHU
00CITyroByBaHHS 3 OUIKYBaHHSM. 3a BIJICYTHOCTI BUIBHUX OIEPATOpIB B TPyIi, LIO
MaloTh Haroay KBami(ikOBaHO OOpPOOMTH 3amuUT, BUKJIHMK MOMIMIAEThCA B uepry. B
AKOCT1 OMIIli mependadaeTbesi BUgada aOOHEHTY MiJ 4ac 3HAXOKCHHsI BUKJIHKY B
4yep3i pi3HOTO poay iHpopMallii, a TakoX 1HPOPMyBaHHS aOOHEHTA MPO MOPSTKOBHIA
HOMED B uep3i 1 MPUOIU3HOMY Yaci OUiKyBaHHSI.

[Ticnst Toro, sik aOOHEHT HaOpaB HOMEP CIYKOU, IO BUKJIMKAETHCS, (HAIPUKIIA],
«102»), BUKIHK IpsIMy€ Ha CEpBEP PO3NOJILTY BUKIUKIB (ACD), KUl MOXe JIATU
3a HACTYITHUMH CLICHAPIsIMU:

- BUKJIMK MpsMye 0e3MocepeIHh0 Ha poboUue Miclle oneparopa, y pa3i HasBHOCTI
BUIBHUX ONEPaTOpiB B IPYI, 3 BUKOPUCTAHHSIM BCTAHOBJICHOTO JJIsl III€1 CIYKOU
aJIrOPUTMY PO3NOALTY;

- BUKJIMK MPSIMY€ B UEPry y BUMAJKY, SKIIO HEMA€E BUIbHUX OMEPATOPIB;

- BUKJIUK MOXe TMpsiMyBaTH Ha cucremy [VR, mTicias YOTO aaApecyeThbCs
OesmocepenHbo0 Ha poboue Micme omeparopa (y pasi morpebm), sxmo MIIOB
OCHAILIEHU! BIAMOBITHUMHU MPOTPAMHO-AMAPATHUMU OMI[iSIMU;

- BUKJIMK mpsMye Ha cuctemy [VR, micis 4oro BiAOyBaeThCs MOCTAaHOBKA B
HEOOX1HY 4Yepry y BUMAIKY, SKIIO Y BIANOBLAHIN rpymi (cioyx01) HEMae BUIBHUX
OTIepaTOpIB;

-y pasl BIICYTHOCTI BUIBHHUX ONEpaTOpIiB 1 MiCllb B 4Yep3l OYIKyBaHHS
3MIIMCHIOETHCS PO3'€THAHHS.

Mapuipytu3zaiiiss BUKJIUKIB B HEOOXIJHY TPYIy OIEPaTOpIB 3IIMCHIOETHCS Ha
nijicTaBl HabpaHoro HoMmepa cirykou ado iHpopmariii AOH.

6.4.1. Aneopumm obcny208y8ants 6Xi0H020 UKIUKY 3a mexHonozielo Vol P

[Tocunenns pom Internet sk 3aco0y poctynmy g0 iH(opmariii 00yMOBIIOE
HEOOX1/IHICTh HAsBHOCTI B apXiTEKTypl OyJp-SKOrO CY4acHOTO OMNEPaTOPCHKOTrO
neHTpy Web-cepBepy, depe3 sKuii KOpHUCTyBadi OMEPATOPCHKOTO IEHTPY MOXKYTh
OTPUMYBATHU JOCTYII JI0 MOCIYT Yepe3 Mepexy IHTepHeT.

AOOHEHT, 0Xouuil onepkaTu HEOOXiMHY 1H(OpPMAIIil0, BUKOPUCTOBYIOUN PECYpPCH
KOHTAKT-LIEHTPY MpO sKi-HEOyAb AOKYMEHTH (MAacIOPTHUHM CTiJ TOIIO), B IpOIeci
neperisiny Web-cTopiHKM KOMIaHIT aKTUBI3y€e BIAMOBIAHY 1KOHKY. Ilpu aktuBizarii
MOYMHAETHCS TMPOIEAypa BUKIMKY udepe3 IHTepHeTr no mnumo3y IP-tenedonii, yepes
B)K€ BCTAHOBJICHE 3'€HaHHSA 3 1HTepHeT-TipoBaiaepom. Illmo3 IP-tenedonii
3aBaHTaXYyeE Java-101aToK 0OpOOKM BUKJIMKY B KOMIT IOT€p KOPUCTYBaua JUisl 3aIlyCKy
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3actocyBaHHs [P-Tenedonii. Java-3acrocyBanHs 3a0e3nedye iHTepderc, yepes AKuii
KOpPHCTYBay MOKE TaKOX OJIEpKyBaTH MOBIJIOMJICHHS MPO CTaH BUKIMUKY, Oparu
y4acTh B OOMiHI TEKCTOBUMHM IOBIIOMJICHHSIMHU a00 po3'€qHATH BUKIMK. BUKIHK,
CTBOPIOBAaHUN 3 BUKOPUCTaHHSM TexHONOrlT VoIP, 00CIyroBy€ThCS CHCTEMOIO
MOBHICTIO, AHAJIOTTYHO BUKJIUKY, 110 MOCTYMAE 3 TeaeHOHHOT MEPEXKi.

6.4.2. Aneopumm obcny2o8ysanms suxkauxy 8 pexcumi « Call-back»

Pexum BigkiageHOro o0CcayroByBaHHs nepeadadae MOCTaHOBKY BUKIIMKY B 4Epry
Ha 00CIIyroByBaHHs, 0€3 HEOOXITHOCTI HOro yTpUMaHHS 3 MOAAJIBLIINM 3BOPOTHUM
BUKJIMKOM BUJIBHOTO orepaTtopa 10 aboHeHTa. AOGOHEHT MO)K€ 3aMOBHUTH 3BOPOTHHIA
BUKJIMK 3 1H(OpMAIIIHHOTO calTy ciykOm «Mimimis», HampuKIaj, MacmoOpTHOTO
CTOIy.

ITpu 3aMoOBJIEHHI 3BOPOTHOTO BUKIMKY 3 Web-caliTy nependoayaeTbes 3aI10BHEHHS
a00HEHTOM BIAMOBIAHOT (DOPMHU 3 BKA31BKOK OPIEHTOBHOTO 4acy, CIOCOOY 3B'S3KY 1
KoHTakTHOTO TenedoHy. ChopMoBaHa 3asiBKa Ha 3BOPOTHUI BUKIMK CTaBUTHCS B
4epry 1 aajii o0CIyroBY€EThCS BIAMOBIIHO JI0 AJITOPUTMY OOCITYTOBYBaHHS BUX1THOTO
BUKITUKY.

6.4.3.Ancopumm 0b6¢cn1y208y8aHHA BUKIUK)Y NO €leKMPOHHIU NOULMI

AOOHEHT MOK€ JiCTaTh JOCTyHn JO omepaTtopa ciIyxom «Mimimis» 3
BUKOPHUCTAHHSIM €JIEKTPOHHOI MOMTH. BCl BUKIMKM 3 OJHAKOBUM MPIOPUTETOM
OpsSMYIOTh Ha po0OOYMil CTLT omepaTropa CUCTEMHU. TaKuM YMHOM 3a0e3MeUyeThCs
edexTrBHa 00poOKa BCiX BUAIB TpadiKy, 10 TPOXOJUTH Y€pPE3 CUCTEMY.

6.4.4.Aneopumm 06cny208y8ants 8UXIOHO2O UKIIUK)

VY cucremi MIIOB nepenbadeHa HassBHICTh MOYKJIMBOCTI MOMEPEKYI0UOTO HA0OPY
Homepa. [lomiOHa yHKIis HEOOXiIHA Y BUMAAKY, SIKIIO B Mpolieci (PyHKIIIOHYBaHHS
CUCTEMH TOTpiOHA opraHizaimis BuxigHoro Tpadiky (Hampukian, IS peasizarlii
anropuTMy OOCITyroBYBaHHs a0OHEHTIB IO CHUCTEMI 13 3BOPOTHHUM BUKIMKOM). Y
TaKoOMy pa3i cucTeMa a00 caMa reHepye CIHUCOK 00JI3BOHY a0OHEHTIB, a00 IIeH CIHUCOK
(bopMyeThCsI CHUITaMU TIEPCOHATTY LIEHTPY OOCIyTOBYBaHHS BUKJIMKIB.

Cucrema aBTOMaTUYHO BHUKOHYE BUKIUKH MO COOPMOBAHMM aKTHUBHUM CIHCKAM
CIOBINICHHS, BU3HAYa€ CTaH HOMEpa BHUKJIMKAEMOTO alOoHeHTa (3alHATO;
Hesignosinp; ®akc; «XuBa» Bimmoias). Ilpm po3mizHaBaHHI BiAMOBidI
3MIACHIOETBCSA TPOKIIOUYEHHSI BUKJIMKY Ha BIIBHOTO omepartopa (3 MOXKIIHMBICTIO
MOTIEPETHBOI TIepeaadl a0OHEHTY He0OX1THOT (pa3u aBTO iHGOpMATOpa).

6.4.5.Aneopumm po3nooiny uKIUKie no onepamopa

Anroputm po6otu cuctemu MI{OB 3a6e3nedye po3noaij BUKIHKIB MK
oTepaTopaMu CIyK0u «MiMiIisi» TAKUM YHMHOM, 10 HABAHTAKEHHS Ha KOXKHOTO 3
HUX 3aBXKIH 3aJIUIIAETHCS OJTHAKOBUM.
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JUis ~ pIBHOMIPDHOTO  pO3MOAUTY  HAaBAaHTAXEHHA  CEpel  OIMepaTopiB
BUKOPHUCTOBYIOTHCSI TPU OCHOBHI aJITOPUTMH:

- MUKJIIYHUN PO3MO/1 BUKJIUKIB, TOOTO HA MEPIIOTO BIILHOIO OMEPaTopa;

- BUOIp HaMOUIbII BLILHOTO omeparopa (Mmicias oOCIyroByBaHHS OCTaHHBOT'O
BUKJIMKY), TOOTO BUOIp omeparopa, sSKoMy Oyje HamnpaBJICHWM BHUKIWK 3 4YEprH,
3MIMCHIOETBCS 3 ypaxyBaHHSM JIBOX IlapaMeTpPiB: BILILHOTO BiJ OOCITYrOBYBaHHS
KOPHUCTYBauiB yacy 1 piBHs KBaidikaliii ornepaTopa;

- BUOIp sIKHAIMEHIIE 3aiHATOro omepaTopa (3 MOYaTKy 3MiHM), TOOTO BUKIMK 3
Yepru npsMye Ha OINepaTopa, U0 XapaKTePU3YEThCS SIKHAMEHIINM HaBaHTAKEHHSIM.
B sikocTi kpuTepito BHOOPY BUKOPUCTOBYETHCS a00 3arajibHUi CyMapHHM 4ac po3MOB
oreparopa, a00 3arajbHa KUIBKICTh BHUKJIMKIB, OOCIYXEHHX JaHHUM OIEPATOPOM.
[lepenbauena moaudikailiss JaHOTO aIrOPUTMY 3 MOMKIMBICTIO OOJIKY KoedilieHTa
kBamdikaiii oneparopa.

[le MO3UTHBHO MO3HAYAETHCSA HA SIKOCTI pOOOTH TEPCOHANY IEHTPY 1 JO3BOJISIE
HOBUM CIIBPOOITHUKAM IIBUJIIE HAOMpPATHCS JOCBIAY. AJTOPUTMH PO3MOALTY
BUKJIMKIB, BXXUBaHI B CUCTEMI, MIATPUMYIOTh MOKJIMBICTh PO3/IIJICHHS ONIEPATOPIB IO
kBamidikalii, mo 103Bojsie eheKTUBHO 31HCHIOBaTH 00pOoOKy 3asBoK. KpiMm ToTO,
cucTeMa Moke OyTH THYYKO HaOyoBaHa ITiJi KOHKPETHI BUMOTH 3aMOBHHUKA.

6.4.6. Moowcnueocmi onepamopis 8 cucmemi

Y cucremi mnependayeHa oprasizaifisi JAEKUIBKOX TPyl OINEpaTopiB CIyxOu
«Mimiuisi». B rpymi moxe OyTtu omHe abo Aekiibka poOOYMX MicClb onepaTopiB
Omneparopu B cucTeMi meHTH(leyIOTLC;I yHlKaHLHHM HOMEPOM (iM'siM) 1 MarOTh CBIii
napoJb. HII[TpI/IMyETBCH PO3AUICHHS Ha OMNEPaTOpIiB 1 CTapIIMX OIMepaTopiB, SKi
BOJIOZIIOTH PI3HUMH MMPaBaMU JOCTYITY.

OmnepaTopy IEHTPY HAIAal0THCS HACTYITHI MOYKJIMBOCTI:

- peecTpallisi B HEOOXIIHIM Tpym Ha Oyab-ikoMy poOodomMy MicCHl TIif
YHIKaJIbHUM TapoJieM;

- IpuiioM BXiJHUX BUKIUKIB 3 TOM3K;

- oprasizailisi BUX1IHUX BUKJIMKIB;

- YTPUMAaHHS BUKJIUKY;

- KOHCYJIbTaIlls (IPYyTrUid BUKJIHK);

- Iepeasipecallis BUKJIMKY B 1HIIY TPyIy/ciay»)0y/Ha CTapIIoro oneparopa;

- KOPOTKOYACHUN BHX1J] 3 PEXKUMY OOCIYyrOByBaHHS BHUKIHUKIB (OJIOKyBaHHS
KOHCOJI);

- IPUMYCOBE PO3'€THAHHS BUKIIUKY;

- 3B€pPHEHHS 10 0a3u JaHHUX IIEHTPY B MPOIECI 00CTYyrOBYBaHHS BUKIIUKY;

- 3aITMC TIEPETOBOPIB 3 A00OHCHTAMH.

Ilin yac HamXxOJPKEHHSI BXIJHOTO BUKJIMKY Ha poOo4YoMy MicIi omepaTtopa (Ha
ekpani [IIK) BimoOpaxkaeTbcsi iHGOpMaIlis PO  BUKJIMKAKYOro abOHEHTA.
3abe3neuyeThcsi MOMKIIMBICTD pericTpaliii 3asBKH, 110 HAAIMIIUIA, NIITXOM 3alIOBHCHHS
«CUTYyaIIiHOT KapTH» 3 BUKOPUCTAHHSAM TEXHOJIOTIT B3IJINBAIOYOTO BiKHA.

Bioomocmi npo 036onauoco:

- HOMEp BUKJIMKAI0Y0ro abOHEHTa,;
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- aJpeca, 1o sKiil 3apeecTpoBaHuil TenedoH;
- Y BUIIQAKY SIKIIO TenedOH TOMAIIHIN:
- ®IO (1 MOxknIMBO MacmopTHI JaHi) aOOHEHTa, Ha SKOTO 3apeeCTPOBAHUM
HOMED;
- CIMCOK 0C10, 3apeeCcTpOBaHUX 3a JIAHOK aJIPecoro, HasBHICTh Y HHUX 30poi,
CYJIUMOCTI, TPAHCIIOPTY.
Bioomocmi npo nooiro: 1
- azpeca, /e BYNHEHO MPaBOTIOPYIIICHHS;
- ®IO Bcix rpoMasiH, TPOMHUCAHUX 32 IIEI0 aTPECOI0;
- HasIBHICTh CYAMMOCTI 1 30p0i; TpaHCTIOPT.

6.4.7. Moowcnueocmi cmapuio2o onepamopa

1. Crapimii onepatop ciy>k0u «Mifiiiis» Mae Haroxy KOHTPOJIIOBATH TPOIIEC TPUOMY 1
00CITyrOBYBaHHSI BHKJIMKIB, JUTSI YOTO MOMY HAJIA€THCSl HACTYITHA IH(OPMALTIS:
CTaH olepaTopiB B CBOIH CITy:KO1/TpyTii;
CTaH 4eprH;
CTaTHUCTUKA MO BUOpaHOMY omepartopy (KIJIbKICTh OOCIYyXEHUX BHUKJIUKIB,
qac, MPOTATOM SIKOTO OyB 3alfHATHH omeparop i T. 1.).
2. Jns KOHTPOJIO pOOOTH OMEpaTopiB CBOEI TPYMU CTapIIOMY OIEpPaTOPy
JOCTYTIHI HACTYTMHI (PYyHKIIII:
0JI0KyBaHHsI/p0O30JI0KYBaHHS OTIEPATOPA;
BUKJIMK OTIEPATOPA;
IAKIIOYEHHS TO PO3MOBH OIepaTopa 3 a0OHEHTOM;
3alyc TIEPETOBOPIB OmepaTopiB 3 aOOHEHTAMH 3 MOXJIMBICTIO TMOAAIBIIIOTO
MPOCIYXOBYBaHHS 3 KOMII'IOTepa crapioro omeparopa. DyHKIis 3amucy po3MOBH
JOCTYITHA TaKOX 3BHYHOMY arcHTY.
3. ¥V cucremi mnepemabadeHa MOXKIHUBICTh OJHOYACHOTO 3allMCy pPO3MOB
JeK1JIbKOX OTepaTopiB.
4. Crapmmii onepaTop Ma€ Haroay MepeMilaTy i BUJAIsTH BUKIUKH 3 YEPTH.
5. JlomaTkoBO cTapmioMy oOIepaTtopy AOCTYIHI BCi MOXKJIMBOCTI 3BHUYAHOTO
omeparopa.

6.4.8. Pesxcumu 06Cny208y8aHHs GUKIUKIG
Cucrema MIOB minrpumye HacTymHi peXUMH OOCIyrOBYBaHHS BUKJIHKIB:
MepeIBIANOBIAb, BIAMOBIAL .PexkuM 00CTyroByBaHHS 33/1a€ThCS 1HAUBINYATBHO IS
KOJKHOI I'PYIIH.
6.4.9. Mapwpymu3zayis 6uUKIUKie
Cucrema MIIOB mniarpuMmye MOXKJIUBICTh THYYKOI MapIIpyTH3allli BUKJIMKIB.

Buknuk Moxke mpsMyBaTH B Ty a00 1HIIY TPyIly ONEpaTopiB MO PI3HUX KPUTEPIsAX:
HaOpaHuit Homep, iHdopMartiss AOH Toro.
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3aie’)KHO BIJ PI3HUX TapaMeTpiB, MO 3aAAIOTHCA AIMIHICTPATOPOM CHCTEMH,
BUKIUKA MOXYTh MapIIpyTU3yBaTHUCS 10 PI3HUX OMEPATOPCHKUX TPYH 1 0 Pi3HUX
oriepaTopiB, aDOHEHTH MOXKYTh OJIEPKYBaTH Pi3HY 1H(POPMAIIiO TOIIO.

Ilepenbadeni HaCTYIHI OCHOBHI KpUTEPil MapIIpyTH3aIlii BUKIUKIB:

- HaOpaHui HOMED;

- iH¢popmartis AOH;

- YUCIIO BUKJIMKIB, III0 Y€KAIOTh B Uep3i J0 AaHOI TPYITH ONEpaToOpiB;

- kBasmi(ikairist oneparopa;

- KUJIBKICTh ONIEpaTOpiB B IPYII, 3AaTHUX OOCITYKUTH 3asBKY;

- aJITOPUTM PO3MOJITY BUKIHUKIB.

3aBagky KOMOIHAIll JaHUX MapaMmeTpiB, MOXHA PO3POOUTH THYUKI aNrOpUTMHU
00CITyroByBaHHSI BUKJIHKIB.

Jis  ontumizanii poOOTH LEHTPY OOCTYyroByBaHHS BHUKIMKIB 1 OLIbII
PIBHOMIPHOTO 3aBaHTaXXEHHsSI ONEpaTOpiB B CHUCTEMI mepeadaydeHi THYUKI
anropuTMu  Mapmpytu3anii. HacTtpoilika Toro abo iHIIOrO  aJIrOPUTMY
3M1HCHIOETHCS HA OCHOBI aHaI3Yy IijieH 1 mapaMmeTpiB ynpoBakeHHs MI{OB.

6.4.10. 36ip cmamucmuunoi ingpopmayii i 061K GUKIUKIE

VY cucremi mnepenbaueHo GopmyBaHHs, 30epiraHHs OOIIMPHOI CTAaTHCTHYHOI 1
eKCIUTyaTaliiHoi 1H(popmallii, a TAaKOK MOKJIMBICTh T€HEpaIlii 3BITIB peaIbHOTO 4acy 1
XPOHOJIOTTYHHUX JIOBTOCTPOKOBHUX 3BITIB.

[ndopmariirto B cucreMi MOKHA PO3AUIMTH HAa HAKONMMUYyBaHy B 0a3l JaHUX IO
KO)KHOMY KOHKPETHOMY KIIIEHTY, WIO 3BEpPTAETbCcAd (A3BOHUTH) Ha CIyxkOy 1
HAKOTHTYBaHY B nporieci 00Ky BUKJIHKIB.

Y cucremi mnependadeHa MOXJIMBICTh TeHepallii 3BITIB (32 Y3TOMKEHHSIM 13
3aMOBHHKOM). MOJJIHMBa TeHepallis 3BITIB PpPEAIbHOT0 4Yacy 1 XPOHOJOTIYHUX
JOBTOCTPOKOBUX 3BITiB. 3BITH (QOPMYIOTBCS MO 3amWTax 3 poOOYOro MicCId
aaMmiHicTpaTopa cuctemu. ['eHeparlisi 3BITIB MOXK€ IPOBOJUTHCS IO TOJMUHHI, 1001,
THKHSM 1 T.]I.

MosxyiBrii  301p PI3HOMAHITHOI CTAaTUCTHUYHOI 1H(oOpMalii MO0 KOHKPETHOMY
J3BOHSYOMY, HATTPUKIIA]:

- HOMep aOOHEHTA, 0 BUKITMKAETHCS;

- XapakTep MoIMepeIHiX 3aIuTiB;

- IaTa IepuIoro 3BEPHEHHS TOLIO.

[lin yac HagXOMKEHHS BUKIMKY Ha POOOYOMY MICIli omepaTtopa 3abe3medyeThes
MOJIMBICTh aBTOMATHYHOI MOSIBU BCi€l onepaTuBHOI iHGOpMaIlii mo aboHEHTY, 110
BUKIIUKAETHCS.

[1in yac HAAXOMKEHHS BUKJIHMKY (DIKCYyeThCsl HACTYIHA 1HGOpMALIis:

- THUI BUKIIUKY;

- 4ac HAJIXOJKCHHS BUKITUKY;

- HOMeED, KaTeropis abOHEHTa, 0 BUKIINKAETHCS,

- HOMeEp abOHEHTa, 10 BUKIIMKAE;

- Yac 3aBEpIICHHS CEaHCY 3B'A3KY;

- TPUBAJICTh OUIKYBaHHS 0OCITYrOBYBaHHS,
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TPUBANICTh PO3MOBH;

HOMEDP OIlepaTopa, 0 00CITY>KUB BUKIIUK;

CTaTyC BUKJIIMKY (0OCTyrOBaHUN/BTpaUeHUN);

eTan OOCIYyroByBaHHs, Ha SIKOMY BHUKJIMK OyB BTpaueHUW (AJ1s1 BTpayCHHUX
BHUKJIMKIB);

- 1HILIaTOp BiJ100I0;

- Opu HEOOX1THOCTI CTBOPIOETHCS CUTYAIlIiHA KapTa.

VY pexxumi pearbHOTo Yacy nepeadadeHa Buaada HaCTYITHUX THUIIIB 3BITiB:

- CTaH BCIX ONEpPaTopiB B rpyIi;

- craH Bcix pobouunx micis MIIOB;

- CTaH 4epr JI0 KOKHOI IPYyIH OMepaTopiB.

Kpim Toro, B peampHOMYy MacmTabl 4acy CTapIidid OMepaTtop Mae€ Haromy
onepkatu 1HGOPMALII0 3a YacOM OUIKYBaHHS BHKJIMKIB B 4ep3i, cepeaHid
TPUBAJIOCTI PO3MOBH 1 T.JI.

CucrteMa reHepye HaCTYITHI TUIIA XPOHOJIOTIYHUX 3BITIB:

- iHdopmMarlliss Mo KiIbKOCTI OyAb-SKOTO0 THUNY BHUKIMKIB, IO MPOMILIA Yepes3
cuctemy (BX1AHUI/BHYTPIIIHINA/BUXITHUIN) 32 OyAb-SIKUH TPOMIKOK Yacy;

- iHpopmarllisi Mo CTaTyCcy BHUKJIWKIB: CKUIBKM 3a TEBHUH MPOMDKOK dYacy
BUKJIMKIB OyJI0 00CTyKeHO/BTpaueHO/HE 00CIyTrOBaHO;

- KUTbKICTh ~ BUKJIMKIB, BTpa4eHUX JO TPAaHUYHOIO Yacy OYIKyBaHHS
00CITyrOByBaHHS;

- KITBKICTh ~ BUKJIMKIB, BTpPA4€HUX MICAS TPAaHUYHOTO Yacy OYIKYBaHHS
00CIyrOBYBaHHS;

- KUIbKICTh BUKJIMKIB, 00pOOJIEHUX OJHUM ONEPATOPOM 3a OyAb-SIKUI

MPOMIXKOK Yacy;

- KITBKICTh BUKJIHMKIB, OOpOOJIGHMX BCiMa oOmepaTopamMu TPyNu/CiayKOou
CyMapHO 3a OyAb-sKHIl IPOMIXKOK 4acy;

- CyMapHa 3aiHsTICTh OJHOTO/BCIX OMEpaTopiB 3a poOOUy 3MiHY (32 YacoM);

- KUIBKICTh Tepeajipecaliii yHacaiJ0K 3alHITOCTI BCIX OMEpaTopiB 3a Oyab-sIKUI
IPOMIXKOK 4acy;

- PO3MO/ILT Yacy onepaTropa Ha 0OpoOKY pI3HUX TUITIB BUKJIMKIB.

3a0e3neuyroThCs TeHepallisl 3BITIB IO TOAWHAM, A001, THIXKHSIM, MICSLSIM,
KBapTaiaMm, 30epiranHa B 0a3i ganunx MIJOB apxiBHoi iHdopmalii mpo
BCTAHOBJICHUX 3'€THAHHSX, 4 TaKOX CTAaTHCTHYHIN iH(opmarii 3a mepiog 8 mec,
00'em BJI Mmoxxe OyTu 3011bIIEHUN 32 Y3TOJHKEHHSIM 13 3aMOBHHKOM.

6.4.11.Aominicmpyeanms

Haniiine (yHKLIOHYBaHHS KOHTaKT-LEHTPY ciyxkOu «Mimiisi» HeMOXiauBe 0e3
MiJICUCTEMHU aMIHICTPYBaHHS, 3/1aTHOT 3a0€3MEUUTH IIBHJIKE pearyBaHHS Ha 3MiHHU,
10 BITUBAIOTh Ha POOOTY KOHTAKT-LIEHTPA, a 3HAYUTh, 110 BIAOMBAIOTHCS 1 HA SIKOCTI
o0cimyroByBaHHs aboHeHTiB. HeoOxiJHO MOCTIMHO KOHTPOJIIOBATH POOOTY IICHTPY,
3MIHIOIOYH, KOJIM MOTPIOHO, YMCJIO ONepaTtopiB B Tid a0o0 1HIIIA TpyIli, CTBOPIOIOYN
HOBI HampsMu, MOAM(IKYIOUHU aJTOPUTMH OOCIIYyTOBYBAaHHS 1 TOILO, JJisi 4YOro B
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KOHTAKT-LEHTPl € CIemliaigi3oBaHa MiJCUCTeMa 3BITHOCTI 1 aJMIHICTPaTUBHOTO
yIpaBJIiHHS.

Pa3zom 3 omeparopamMu 1 cTapuiuMHu oOIeparopaMd B CHCTEMI NependadyeHa
HasIBHICTb aJMIHICTpaTOpa, Ha SKOTO MOKJIajAeH1 (PyHKIi ymnpaBiaiHHS poOOTOIO
CUCTEMH.

OcHoBHI (yHKIIIT aAMIHICTpaTOpa CUCTEMHU:

- 3aKpIIJICHHS MOBHUX 1 CKOPOYEHUX HOMEPIB ,Z[OCTyr[y 3a cinyx0amu (rpynamu
OIepaTopiB);

- YIIpaBJIiHHS aTpuOyTaMu onepaTropa (napaMeTpH peQCTpauu (HOMEp 001IKOBOTO
3aImcy, naponb) BH3HAYEHHS POOOYOTr0 Micisl (MICIIb) IJIS OTepaTopa; BUSHAUYCHHS
HpI/IHaJ'Ie)KHOCTl orepaTopa 10 rpynu (rpymam) TO1IO);

- ynpaBmHHﬂ KUTBKICTIO 1 aTpuOyTamu rpyn omepaTopiB (BU3HAYEHHS CKJIAy
OTIepaTopiB, IO BXOAATH 0 TPYIH; 3aBJaHHS MPIOPUTETY TPYIIHA 1 T. 11.);

- YIpaBIiHHS pOOOTOI Tpymnu onepaTopiB (0JI0KyBaHH/P030I0KyBaHHS PoOOUOT
rpymnu);

- HacCTpOMKa pexuMy OOCITYyrOoBYBaHHS BXIJHUX BHUKIHMKIB (BIIMOBiAb/TIEpe]
BIJITIOB1JIb);

- YIpaBIIHHA Mepeapecalli€lo BXiIHUX BUKIIUKIB;

- HACTpoOIKa KpUTEpIiB MapUIpyTH3allii BUKIIUKIB;

- HACTpOMKa AJITOPUTMIB PO3IO1TY BUKIHKIB;

- YOpaBIiHHSA ~ aBTOIH(OPMAIIMHAUMH  TOBIIOMJICHHSIMH,  HEOOXITHUMHU  JUIS
opranizarii giasory IVR 3 aboHeHTOM 1 1HIIIMMU TOJIOCOBUMH ITiJIKa3KaMHU;

- HacCTpoiKa mapameTpiB iHTepdeticy 3 onopuoro ATC;

- HACTPOWKA «YOPHHUX CHUCKIB» aOOHEHTIB, IKUM 3a00pOHEHO OOCIYyroBYBaHHS
B CHCTEMI.

6.5 Po3paxyHoK IKOCTi 00CJIyrOBYBaHHS Ta KiJIbKOCTi O1epaTopis

XapakTepucTUKH  JOCTaBKM  iHGopmalii Ta MOCAyr KOpPHUCTyBayaM B
y3araJlbHEeHOMY BHIJISIII BXOASTh B TIOKA3HMKW JIOCTYMHOCTI 1, YacTKOBO, B
MOKa3HUKU KOH(DIACHINWHOCTI 1 1uTicHOCTI 1H(opmartii [25]. KinbkicHa a0o sikicHa
HeAocTaTHICTh KOoMIOHEHTIB [[OB BriMBae Ha MOKa3HUKU €PEKTUBHOCTI 3aXUCTY
iHpopMmariitnux pecypciB. KinpkicTh omepatopiB (areHTiB) Mae BiANOBiAATH
3ajlaHoMy piBHIO oOcimyroByBanHs KkiieHTiB [[OB. Bunukae He0oOXiIHICTh
O0OYHMCIIEHHS Ta KOHTPOIIO KUTBKOCTI areHTIB 3aJIEKHO BiJ] HABAHTAXKEHHSI.

VY nanomy pa3i Moke OyTH peasi30BaHO IUCIUILIIHY OOCITYrOBYBaHHS SIK 3
BIIMOBaMH, TakK 1 3 ouiKyBaHHsIM. [IpumycTiMo, 1110 HABaHTaXXEHHS LICHTPY CTAHOBUTH
250 BuknukiB 3a 3,5 XB., a cepeAHs TPUBANICTh BUKIMKY — 20 c. 3Haigemo
3aNeKHICTh  PIBHA  OOCIYrOoByBaHHS  KJIIEHTIB  BiJ  KUIBKOCTI  OINEpaTopiB.
MaremaTnyHO 110 3a7a4y po3B’si3aB AaTCbkud MaremaTtuk AHrep Kpapyn Epimanr
JUTSI BUTIAJIKY OOYMCIICHHS KITBKOCTI TenedOHICTOK Ha Tene(OHHINH CTaHIIIl 3 pyYHOO
komyTaiiero. Ilpaktuuni ¢GopMmynaud isi TPOBEACHHS OOYHUCICHh OTPUMYIOTh,
PO3IIISIIal0Yd MOJIETIb CUCTEMHU MacoBOTO OOCIYTrOBYBaHHS 3 BUMAJKOBUM IOTOKOM
3aMuTIB.
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BumnankoBi MOTOKM ONMUCYIOTHCS (DYHKLIEIO TYCTUHHU PO3MOJLIY IHTEPBAIy MIXK
HAJXO/DKCHHSIMU JIBOX TOMAIHN f{At), e BUIMAAKOBA BeJIMUUHA Af = t;,| — t; 11 Oy/b-
akux i. [1Iupoko 3acTOCOBY€EThCA MO/IENb HAMMPOCTIIIOTO OTOKY

flAt) = Aexp (—AA4t), (6.1)
ne A — IHTEHCHUBHICTb ITOTOKY.

MareMaTtiyHe CHOiBaHHS JOBXHHH IHTEPBAJIiB MIX JBOMa IOCTIJOBHUMHU
MOMEHTaMH HAJXO/PKCHHs 3asBoK M[Af] = 1/A. VIMOBIipHiCT MOSBH KOPOTKHX
IHTEpBaJIIB MK JIBOMA TMOCIJOBHUMHM 3alIUTaMU, TOBXKHWHA SIKUX € MeHIa 3a M[At] =
0.63. Lle o3Hauae, 1m0 MpU HANUOPOCTIIIOMY MOTOL KOPOTKI IHTEPBAJIM € YacTilIi,
aHDK 10Bri. HaltmpocTimmii MoTIK 3a7a€ BaXXYUM pexuM poOOTH, aHDK 1HIIN MOl
MOTOKIB.

Bunaakosa moiist Ha BXOJ[I CHCTEMU, 3alMAT a00 BUKIUK XapaKTEPU3YIOThCS TIOPSIT
3 IHIIUM JBOMA MapaMeTpaMu: YaCOM HAIXOJKEHHS 1 TPUBAIIICTIO OOCITyrOBYBaHHS.
[HTEeHCUBHICTh HAAXOKECHHS (CepeqHsl MIBUIKICTh HAIXOHKCHHS), TIOMHOXEHY Ha
CEepPEelHI0 TPUBAIICTh OOCITYroBYBaHHS, HA3UBAIOTh HABAHTAXKEHHAM: a = Ah.
[HTEeHCUBHICTh HaBaHTaXEHHS € O€3pO3MIPHOI0 BEJIMYMHOIO, $IKY Ha3UBaIOTh
Epnanrom. Ogaum 3 (Gi3u4HUX TIIyMadeHb € T€, 110 IHTEHCUBHICTh HaBaHTa)KCHHS,
BUpakeHa y Epnanrax, xapaktepusye cepeAaHi0 €(QeKTUBHICTh BHUKOPHUCTAHHSA
cuctemu. [Ipu nbomy 1 Epn — 11e ojiHe roguHHO-3aliMaHHs JIiHIi 32 TOJIUHY.

VY Tux BUMagkax, KOJM A0OOHEHTCHKUU TEepMiHAI € MU(POBUN 1 BUKOPHCTOBYE
MaKeTHEe TMepeJaBaHHs, 3arajbHe HABAHTAXKCHHS TMOJAIOTh KUIBKICTIO OITIB, SKi
npoxXoJsaTh uepe3 miHito. Lleit Tpadixk MoxkHA MomaTH SK MOMHOXKEHHS TPHUBAJIOCTI
MAKETIB Ha KIJIbKICTh MAKETIB KOKHOTO THUITY:

m T
Y= Ty (6.2)
ne n;(d) — cepeHs KIIbKICTb IAKETIB TUILY j ¥ (a3l i; ; — TPUBAJICTb MAKETa; | —
¢aza 3anuty; m — KUIbKICTh (pa3; j — THII MaKeTa.

OcHOBHa MOJIelb HAIXOJKEHHS 3amuTIB (BUKIMKIB): 3alUTH HAIXOJAThb BiJ
JoKepena 3 HECKIHUCHHOK KIJIBKICTIO 3amuTiB 3 posnonauioM Ilyaccona, a wyac
00CIIyrOByBaHHsI PO3MOIIJIEHO 3TIHO 3 TIOKAa30BUM 3akoHOM [26]. Posmomain
[lyaccona nojae MMOBIPHICTh HAIXOXKEHHS I 3aIIUTIB MPOTATOM 1HTEpBALY Yacy f:

A () =
it (6.3)
1€ A — IHTEHCUBHICTbh HAJIXOJI)KEHHS 3asBOK M, BOJHOYAC, CEPEIHE 3HAUCHHSI.

Posmonin 3a moka3oBUM 3aKOHOM Ma€ BUIJIST HWMOBIPHOCTI OOCIyrOBYBaHHS
3aMUTIB MPOTATOM IHTEPBAIY Yacy, OIBIIOTO 3a #, 1 3a/Ia€THCS PIBHSIHHAM

HGtH=e™ (6.4)
npuuomy h = 1/u € cepelHIM 3HaYEHHSIM Yacy 00CIyroByBaHHS.

Posmonin Ilyaccona € auckpeTHuUM, TOAI SIK po3moain (4) — HemepepBHUM.
3HaiiieHo, MO cyma M HE3aJIeKHUX, OPAWHAPHUX, CTAIIOHAPHUX TOTOKIB 3

iHTeHcuBHOCTAIMH A; (I = 1, ..., M) 30iraeTbCcsa 10 HAWMPOCTIIIOIO MOTOKY 3
IHTEHCHUBHICTIO
N
A= A,
it (6.5)
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32 YMOBH, IO JOJaHKHA CIPABJISIIOTH OJJHAKOBO MAJIMA BIIUB Ha CyMapHHM TMOTIK.
Mo>xHa BBaxaTu, 1110 3a N = 4...5 cymMapHUil IOTIK € OJIU3bKUN 10 HAUTIPOCTIIIOTO.

Jlns obumcieHHst KiabKicHUX xapakrepuctuk [{OB HeoOXigHO sikomMora TOYHIIIe
CIIPOTHO3YBaTH CEPEAHIO KUIbKICTh BHUKJIMKIB 32 OJUHUIIO 4Yacy, BU3HAUMTH YacC
HaWOIIBIIOr0 HABAaHTAXKEHHS Ta OMPAIfOBATH YyC1 CIieHapli B3aeMoiii 3 KIII€EHTaMH,
poOOTH aBTOMAaTU30BaHMX CUCTEM BIJMOBIJII 1 BIacHe areHTiB. Ha mijncraBi ciieHapiiB
NOTPIOHO BU3HAYUTU CEPEIHIO TPUBAIICTh KOXKHOIO BHUKJIMKY Ta CEpeaHiil dac
3aHATOCTI areHTa mpu oO0poOIi oxHOro BUKIWKY. Ilicias 1poro, Ha mijmcTaBi
OTpUMaHOi 1HGOpMAIIiT MOKHA BU3HAYUTH KUTHKICTh HEOOX1THUX TelneOHHUX JTiHIMH,
KUIBKICTh areHTiB 1 HATOMICTh rpadik iXHbOI pOOOTH.

[Tpu po3B’s13aHHI1 1i€T 3aAa41 OyIeMO BpaxOBYBaTH, IPUMIPOM, TaKi BUMOTH:

- JKOJCH BHUKIWMK HE MOXe OyTH BTpaueHO; II€ O3HA4a€, M0 HEOOXiTHO
3peanizyBaTH AMCLUUIUIIHY OOCIYyroByBaHHS 3 OUIKYBaHHAM Ta IPAaBHIBHO 0OpaTH
SIKICH1 TIOKa3HUKH 00CITyTOBYBaHHS;

- 4ac OYIKYBaHHS CIIOJIYYEHHS KJIIEHTA 3 areHTOM Mae OyTH MiIHIMAJIbHUM; JUJIS
a0OHEHTa 4Yac O4YiKyBaHHS Mae OyTH Maike HEeNoMITHUM abo NpUHANWMHI
MIPUNHATHUM;

- MOTPi0OE€H KOHTPOJIb 32 pOOOTOIO areHTIB;

- HEO0OX1JIHO aBTOMATU3YyBaTH OIUIATy MOCIYT, a OTXKE, MOTpiOHA cHUCTEMa 00Ky
BapTOCTI JIJIs1 HAJIaHHS TUIATHUX KOHCYJIbTalll Ta JOBIIOK;

- neHtp mae o6poOisaTu 2 000 BUKIMKIB HA 100y, y Tomy uncii 180 BUKIHKIB y
yac HaioO1apmoro HaBanTaxeHds (UHH);

- cepelHs TPUBAIICTb OOCIYyroByBaHHS BUKIUKY h = I/ u = 3 xB. OTxe,
IHTEHCHUBHICTh HABAHTAXXEHHS CTAHOBUTH BenMunHy a = A/u = 180 - 3/60 =9 Epm.

PosrnssHemMo 11 MOpIBHSAHHS Pi3H1 JUCHUIUIIHU OOCITyTOBYBaHHS.

CucremMr MacoBOro OOCIyTOBYBaHHsI MOJUISIOTHCS Ha J[BI KAaTEropii: CUCTEMH 3
0JIOKYBaHHSIM Ta CUCTEMHM 3 O4iKyBaHHSIM. CHUCTEMH KOMYTallli KaHaJiB, sIK MPaBUIIO,
HaJeXaTh JO CUCTEM 3 OJIOKYBaHHSM, a CUCTEMM 3 MAKETHOIO KOMYTAIIE0 — IO
CUCTEM 3 OYIKYyBaHHSIM. Y MOJEJl CHCTeMHU 3 OJIOKYBaHHSIM 3 1 0OCIyTrOBYIOUHUMU
OPUCTPOSIMH 3alUT OOCIYTrOBYETHCS, AKIIO € Xoua O OMH BUIBHUN JOCTYMHHIA
MNPUCTPIA, 1 TOJHINAE CHUCTEMY, SKIIO BCl OOCITYyroByIOYl MPHCTPOI 3alHATO.
MIMOBIpHiCTh GIOKYBaHHS 3aMUTY 3a43€ThCs BiZoMO0 Gopmyitoro Epianra mepioro
poxy, mo g06pe TadynpoBana [27]:

n
a

n!

p(n)=—",.
2 / (6.6)
v=0 / V!

VY Mozeni o0CiIyroByBaHHsSI 3 OYIKYBaHHSIM 3 71 OOCIYyTrOBYIOUHMMHU MPUCTPOSMHU
3alUT OOCIYTOBYETHCS, SIKIIO € BUIBHUN TNPUCTPIA 1 CTABUTHCA B 4EPry, SKIIO
BIJICYTHI BUIbHI OOCIYyroByIO4i mpucTpoi. VIMOBIpHICTH TOrO, 110 3alHUT MOBUHEH
OUIKYyBaTH, 3a7a€Thcs opmyroro Epnanra npyroro pomay:

an n n—1 av an n (67)
P>0)=| — ] ——
n!l n—a v=0 ! n! n—a
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k1o 3anuTH 0OCITYrOBYIOTHCS B MOPSAIKY HAAXOIKEHHS, TO MMOBIPHICTH TOTO,
110 3aIlUT MA€ OYiKyBaTH 4ac, OUIBIINM 3a f, €
(n-ayt (6.8)

P(>1) = P(>0)e " ,
a CepelHil Yyac OYiKyBaHHS CTAHOBUTH BEIHYUHY
T = P> 0) l(u(n — a)) . (6.9)

[IpoBeneMo oOuMCIEHHS KUTBKOCTI areHTiB, HEOOXITHHX JUIsi OOCIyroBYyBaHHS
3alUTIB 3a PI3HUX cucTeM oOciayroByBaHHs. Hexail y cuctemi 3 OJOKyBaHHSIM
HEOOX1IHO 3a0e3MeUnuTH SKICTh OOCIYroByBaHHS TakKy, I00OM HMOBIPHICTH
OsiokyBaHHs 3anuTy Oyna He Outbmia 3a 0,005. Toxi Ha miacraBi piBHSAHHS (4) 3a
JIOTIOMOTO0  Tabnuilb, rpadikiB abo mporpamMu OOYMUCICHb 3HAXOAUMO, IO MpHU
HaBantaxxeHH1 9 Epn na 1{OB neo6xinno matu B8 YHH 17 onepatopiB. O0uucianumo
KUIBKICTh OIEPAaTOPIB y CHUCTEMI 3 OUIKYBaHHSIM, SKIINO SKICTh OOCITYTrOBYBaHHS
XapaKTepU3y€eThCs WMOBIPHICTIO OYIKYBaHHS MPOTATOM O1IbINE OJIHIE] XBUJIMHHU 1
CTAHOBUTH BEIMYMHY He O1biny 3a Ti cami 0,005. [y 1boro HEOOXiTHO PO3B’SI3aTH
piBHsHHA (9) BimHOCHO n. ['padiuHuM cHnocoOOM 3HAXOAUMO 7, 3a SIKOTO
3aJI0BOJTBHSIETHCS PIBHSHHS

P(>0)=Tu(n-a) = 1/3(n —9).

Maewmo B pe3yinbrari 12 onepaTopis.

Otxe, cUCTEMH 3 OUIKYBaHHSM 3a0€3Meuyl0Th OIJIbII BHCOKE BUKOPHCTAHHS
oOJy1aTHaHHS.

Ha BigMiHy BiJ TpaguliiHUX TeaehOHHUX CUCTEM, KOTP1 OMUCYIOThCS MOKA30BUM
PO3IOIIIOM Yacy OOCIIyrOBYBaHHsI, y CUCTEMax MMaKETHOTO MepeaaBaHHsS OlIbIIICTh
OJIOKIB JaHuUX a0o0 TaKeTIB MalTh TMOCTIMHY JOBXKUHY. Y I[bOMY BHIAIKy
BUKOPUCTOBYIOTh po3nofin Epnanra nopsaxky f. Mojenb cucTeMu BUIJISAA€ TaKUM
yiHOM. Hexail 00ciayroByBaHHS 3aKIHUY€TbCS, KOJU MPOMHHE JIE€KIIbKa BUIMATKOBUX
eramiB. Hanmpuxknan, y cucremi LIOB BigOynerbcs onuTyBaHHS aOOHEHTA, 3BEPTaHHS
no 06a3u JaHWX, KOHTPOJh paxyHKy aOOHEHTa TOomio. SIKIO I BUITAIKOBI MOl
OMHCYIOThCS po3noiiaom [lyaccona 3 cepeHiM 3HAUYCHHSM fit, TO TYCTHHA PO3TOILITY
HMOBIPHOCTEH TOTO, 110 3anUT Oy/e 0OCIyroBaHO 3a Yac f, MaTUMe BUTIIA QYHKIT

G
Wy =—— Mg

(6.10)
(f = !

[Ipu f = 1 MaemMo MOKa30BUIl 3aKOH PO3MOALTY, a BHUIAIOK f = co BIANOBiIA€E
MOCTIHHOMY 4acOB1 0OCITyTrOBYBaHHS.

JletanpHi  MareMaTW4HI  pIlIGHHS  3HAWJICHO s CHCTEM  MacOBOTO
00CITyrOoByBaHHS 3 O4iKyBaHHSIM, KOTP1 MAalOTh OAMH 00CIyroByrounii mpuctpiit. Taka
MOJIETIb € XapaKTepHa Juid cucteM 3 BHKopucTaHHsIM EOM sk neHTpanizoBaHOTO
KEepYyIUoro mnpuctporo. Posrismaerscs Moaenb, B AKiH 3alUTH HAAXOIATH BiA
JpKepesia 3 HECKIHYCHHO BEJIMKOI0 KIJIBKICTIO 3 I1HTEHCHBHICTIO A y €IUHUI
00CIIyrOBYHOUU MPUCTPIN 3 TOBUIBHUM PO3MOAUICHUM h(t) 4acoM OOCITYrOBYBaHHS
3a cepelHbOro 3HaueHHs 1/u Ta mucmepcii @ = 1///f. Toxi cepemsst KimbKicTh
3alUTIB, SIKI OYIKYIOTh Ta Mepe0yBalOTh Ha OOCIyroBYBaHHI, BHU3HAYAETHCS 3a
dbopmynoro [onsueka — XiHunHa

L=a+(a + )21 -a), (6.11)

150



1e a = AL
CepenHst JOBKHUHA Y€PTH O0UUCITIOETHCS SIK

Li=a+(a + X&) -a) (6.12)
a cepeaH1i yac O4iKyBaHHS SIK
W= (d’+ X)X - a). (6.13)
Skio gac 06CIyroByBaHHS Ma€ MOKA30BUHN PO3TOILI, TO
L=a/1-a); W=a/lu(1-a). (6.14)
A 51110 Yac 00CIIyroByBaHHS MOCTIHHUH, TO
L=2-a)2(1—-a); W=a2u(l-a). (6.15)

Sk 0aunmo, 3a MOCTIHHOTO Yacy oOCIYrOBYBaHHS CEpPEAHIM Yac OUIKYBaHHS € Y
IIB1Y1 MEHIIINM.

Moneni peaibHUX MEpeX MOXKYTh OYTH HAJTO CKIQAHUMU. ToMy A 00UYHCIIEHb
iXHIX KUTPKICHUX XapaKTePUCTHK IIUPOKO 3aCTOCOBYETHCS MojentoBaHHsS Ha EOM.
Bucokuii piBeHb CydacCHUX TEXHOJOTI M03BOJIIE€ KEPYBATU SKICTIO OOCITYTrOBYBaHHS
nig yac TexHiuHoi ekcruryararii [JOB. ¥V craTtuctuuniii 6a3i 30epiraroThCsl 3amucu
11010 ictopii Bcix nmoxaii [{OB, mpoxokeHHs 13BI1HKIB, /1M OMepaTopiB, CIIKYBaHHS
3 KJII€HTaMH, PI3HI CTAaTHUCTUYHI THapaMeTpu. 3a IIUMU JaHUMH BiJIOOpaKa€eThCs
orepaTHBHA CTATHUCTHKA PEATBHOTO 4acy 1 CKJIaMaloThCs CYKyIHi 3BiTH. HasBHICTBH
PI3HOMAHITHOI CTAaTUCTUYHOI 1HQOpMAIlii Ta 3BITIB, JOCTYIMHUX Y pealbHOMY 4Yaci,
JI03BOJISIE  3MIMCHIOBAaTH OINEpPAaTHBHE KepyBaHHS OOCIYyrOBYBaHHSM BHUKIIMKIB,
MPOTHO3YBaTH Yac OUYiKyBaHHS OOCIYrOBYBaHHS, THYYKO IEPEPO3MOAIIATH A3BIHKH,
30a71aHCOBYBaTH HABaHTAXXEHHsI OTMEPATOPiB, KOPUTYBATU MOTOYHY KOH(Irypalliio Ta
ONTHUMI3YBaTH POOOTY CUCTEMHU.

6.6 BuMoru 10 TeXHiYHOI0 3aXuCTy iH(popManii B OpraHax BHyTPilHiX clIpaB

[Tonmituka iHpOpMaIiitHOTI Oe3neKku HeHTPY 0OpOOKU BUKIUKIB 1 KOHTAKT-LIEHTPY
NOBMHHA OyTH YacCTMHOIO MOJITUKM 1H(OpMaliiiHOi Oe3neKku opraHy BHYTPILIHIX
cipaB 1 OyTH B3a€EMHO Y3TO/JKEHUMHU. Po3risiHeMo 3arpo3u 1 BUMOTH 30 CHCTEMHU
iH(opMarliiiHo1 6e3MeKu OpraHy BHYTPIIIHIX CTIPaB.

3azposu ingpopmauiiinoi 6eznexu. BuHUKa4l B MpoIleCi TISUIBHOCTI OpraHy
BHYTPIIIHIX CIIpaB 3arpo3W PO3JUIAIOTHCA IO XapakTepy JpKepeia Ha aBa 0a3oBi
KJIACH - 30BHIIIHI 1 BHYTpIIIHI. J[0 IepIioro BIIHOCATHCS HACTYITHI BUAM 3arpo3:

a) 3arpo3ud (i3MYHOr0 MPOHUKHEHHS CTOPOHHIX OCI0 3 METOH PO3KpajiaHHS
KPUTHUYHOI 1H(pOpMaITli Ha PI3HUX HOCIAX;

0) 3arpo3u MPOHUKHEHHS B KOPIIOPATUBHY MEPEXKY 3 METOI0 OTPHUMAHHS Pa30BOTO
a00 MOCTIMHOTO JOCTYITY 0 KPUTUYHOI 1H(PopMaIlii;

B) 3arpo3d pI3HUX 30BHIMIHIX il Ha KOPHOPATHUBHY MEPEXY 3 METOH
ne3opranizamii ii poOOTH, HAaHECEHHS MaTepialbHOTO 30UTKY pPI3HOMaHITHUMU
criocobamu;

I) 3arpo3W YOpPOBa/PKCHHS B KOPHOpPAaTHBHY MEPEXKY 330BHI 3 METOIO
BUKOPHUCTAHHS i1 peCypciB B OCOOUCTHUX IJISX;

1) 3arpo3u 3HATTS iH(OpPMAIIi] 3 MPAIIOIYNX KOMIT'IOTEPIB MIJISTXOM Bi3yalbHOTO
CTIOCTEPEIKEHHS 1 CKaHYBaHHSI 1X EJIEKTPOMArHITHUX a00 COHAPHUX CUTHATYD.

Jlo Apyroro Kjiacy BiTHOCSTHCS HACTYITHI BUIU 3arpo3:
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a) 3arpo3a HEJOSUIbHOI MOBEAIHKM MEPCOHANY 32 KOPUCIUBUMH ab0 0COOUCTUMU
MOTHUBAMH, IO TMPUBOAMUTH O MPOCOYYBAaHHS KPUTHYHOI iH(popmarlii abo mopymieHb
pexuMy 3a0€3IeUeHHs 3arajJbHOi Oe3MeKH;

0) 3arpo3d TOPYIIEHHS 3aXWCTy BiJ HECAHKIIOHOBAHOTO JOCTYMYy [0
KOPIIOPATUBHOI MEPEXi YHACHIAOK XajJaTHOCTI a00 HU3BKOro MpoQecifHOro piBHS
NepCoHAIY;

B) 3arpo3W IPOBEJCHHS HUMHU MPSIMUX AUBEPCIMHUX A1 a00 caboTaxy 3 OOKy
nepcoHaty, CXUJIECHOTO JI0 CHiBMpalll CTOpPOHHUMH oco0aMu ab0 opraHi3alisiMu;

r) 3arpo3u TOSIBH (3aCTOCYBaHHS) B IMPOILIEC] 3BUIBHEHHS (OCOOJIMBO YHACIHIIOK
BUHUKHEHHS KOH(IIKTY) TMepCOoHaay, II0 MaB BIJHOUIEHHS JO 3a0e3MeueHHs
3arajibHOi Oe3nekn abo 3axUCTy KOPIOPATUBHOI MEpexkl BiJ] HECAHKIIIOHOBAHOTO
JIOCTyIy, TPHUCTPOiB abo mporpaMm, IO TOPYIIYIOTh PEXKUM 3a0e3MeYCHHS
1H(opMarliitHoT 6e3neKu;

1) 3arpo3d BHKOPUCTAHHS TIEPCOHAIOM PECYpPCiB KOPIOPATHBHOI Mepexi i
00po0IFOBaHO1 B HiM 1H(POpMAaITli B 0COOUCTUX ITIIIAX;

€) 3arpo3u HeJeTaIbHOro (PI3MYHOr0 MiAKIOYEHHS T0JATKOBOIO poO0YOro MicCIs
710 KaOeIbHUX JIIHIA KOPIOPATUBHOI MEPEXK] 3 METOI0 OTPUMAHHS JOCTYIY 10 MEPExKI1
1 HIUPKYJII0K0Y01 Hero 1HhopMaIii.

Memoou npomudii 306HiwiHiM [ GHympiwHIiM 3azpo3am iHpopmayiinoi
Oe3nexu. BIiOmoBiMHO 70 OMUCAaHUM BHUIAM 3arpo3 MOXJIMBI HACTYIHI METOIU
IPOTHUIIT HUM:

- 1is BUAIB la, 2B — 3a0€3MedYeHHsI 3aralbHOTO PeXXUMY O€3MeKH Ha TePUTOPii 1 B
MPUMIIIIEHHSAX MANMPUEMCTBA (OpraHizaiii);

- nns BuaiB 16, 1B, 1r, 2e — BXKHMBaHHSI KOMIUIEKCY MPOrPaMHO-TEXHIYHUX 1
CHEIIaIbHUX PEXKUMHHUX 3aXOJIB IIOAO 3aXHCTy KOPIOPATUBHOI Mepexi 1
UPKYJIO0U0i B HiM 1H(OpMaIlii, 3a pe3yJpTaTaMH — MPOBEAEHHS OpraHizaliiHO-
[ITaTHUX 3aXO/1B;

- nmns BumiB 1a, 2a, 20 — mpoBENECHHS HEOOXITHUX OpraHi3aIliiHO-IITaTHUX
3ax0[liB, AJIs BUAY 20 OAATKOBO - MPOBEACHHS PO3’ ACHIOBAIBHOI 1 MPO(ITaKTUYHOT
poboTH;

- I BUAIB 2r, 27 - KOOPJAWHOBAaHE MPOBEICHHS CICIMIAIBHUX PEKUMHHX 1
TEeXHIYHUX 3aXO/IiB.

Takum yuHOM, A BHUpPILMICHHS MPOOJEeMH B KOMIUIEKCI HEOOXITHO IUIaHyBaTH
MPOBECHHS MPOrPaMHO-TEXHIYHUX 3aXOJIB IIOJI0 3aXHCTYy MEPEXl 1 [MUPKYIIOIYOT
mo HiA iHGopMarii Bii HECAHKIIOHOBAHOTO JOCTYITY, 3aKyMiBIIO BIIMOBITHOTO
MIPOTPAMHOTO 1 amapaTHOro 3abe3medeHHs, PO3POOUTH 3aX0U IIOAO0 3a0e3TMECUCHHS
3arajJbHOTO PEXUMY OE€3MEeKH, a TaKOX CHeIliadbHI 3aX0au IIOAO0 3a0e3TMEUCHHS
0COOJIMBOTO PEKUMY BUKOPUCTAHHS KPUTUYHOI 1H(OpMaLii 1 JOCTYIy 10 Hel.

Opeanizayitino-mexHiuni 3axo0u wooo 3a0e3Ne’eHHsT PeHcumy IHOOpMayiuHoi
oesnexu. Jlns 3a0e3meueHHs pexxuMy iH(pOpMaLiiHOT Oe3MeKd B paMKax OpraHy
BHYTPIILIHIX CIIPaB JOIIBHO BXKUTH HACTYITHI 3aXO0/IHU:

- Y3STH MiJ )KOPCTKAWA KOHTPOJb BCi KaHAIM 3B’A3KYy, MO SKMX KOpPHOpaTHBHA
Mepexa MOKE CITOy4YaTHUCs 13 30BHIIIHIM CBITOM (Tene(OHHI KOMYTOBaHi, BUAICHI,
1M poBi, pagiokaHaIN TOIIIO);
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- OpraHizyBaTH PO3MEXKYBaHHS JOCTYIy B Mepexi 10 pi3HUX 1H(OpMAaLIHHUX
pecypciB IUISIXOM PO30OUTTS MeEpeki Ha 130JIbOBaHI CErMEHTH, IS KOXKHOI TpyInu
KOPUCTYBauiB MEpeXki HAJaTH CTPOTO TIJILKK HEOOX1JIHI peCYpCH;

- BUAUIMTU ekciutyaToBaHuiit WWW-cepBep B OkpeMull 130J1bOBaHUIl CETMEHT, a
py HEOOX1THOCTI 1 (h13UYHO 130JIFOBATH MOTO BiJl PEIITH MEPEXKI;

- BUJaIUTH (3a0JIOKyBaTH) Ha EKCIUTyaTOBAaHHX B MEpEeXl KOMI I0Tepax
HAKOIMMWYyBadl Ha 3MIHHUX HOCISIX, BUJAJIUTH a00 orevyaTaTu Huleidu HEeBXHUBAHUX
KOMYHIKallIHHUX MOPTIB, JJIs1 1HIIMX BCTAaHOBUTH HECTAHJAPTHI 30BHIIIHI PO3’€MH,
eKCIUTyaTallisl SKux 0e3 CHeliaJbHOro Kiroua (MmepexiiHuKa) HEeMOJKIIMBA, TIPU Haroi
BUKOPHUCTOBYBATH K POOOY1 MICIISI TEPMIiHATIU 3aMICTh MTEPCOHATBLHUX KOMIT FOTEPIB;

- K04l JJI1 KOMYHIKAIIMHUX TOpTiB 30epiraTd B OINEYaTaHUX TMeHajdax B
METaJIeBOMY CXOBHIIII 1 BUAABATH CTPOTO MEBHUM CITIBPOOITHUKAM;

- epeHeceHHs Oyab-sAKoi 1HbopMaIllli 3 KOMIT I0Tepa Ha KOMIT I0Tep KpiM Mepexi
3MIICHIOBATH TUIBKU Ha OJIHOMY 30BHIIIHBOMY HaKOMUYYBaul, IPU bOMY 3aMAaTUCS
UM TOBUHEH OJMH KOHKPETHUU CHIBPOOITHUK, SIKUA Ma€ HECTH MEPCOHAIbHY
BIJIMOBIAQIBHICTD 3a 30epexeHHs 1HdopMarlii;

- Hocli, Ha fAKUX (I3UYHO PO3MIIIYETHCS KPUTHYHO BakKiauBa 1H(opmarlis,
NOMICTUTH B KOHTeWHepu Tuny Mobil rack, oniedaTyBaTH 3aMKU 1 MEPEIHIO MaHEIb
KOHTEMHEpa NpH EeKCIuTyaTallli MacuBy, B HEpOOOUYM yac MOMIIAaTH KOHTEHHEP B
MeTajieBe cxoBuiie (ceid);

- o(iiiHO TPU3HAYUTH CIIBPOOITHUKA, KM HECe BIJMOBIAAIBHICTD 32 3aXHUCT
iHdopMallli Ha MiAOPUEMCTBI (B opraHizallii), BU3BHAYUTH KOJIO HOro 0060B’s3kiB (3a
3aKOHOM BIMOBIIAJBHICTH 3a 3aXUCT 1H(OpMallii Hece KepiBHUK opraHy. BiH Moxe
NPU3HAYUTH HAKa30M BiMOBIIaIBLHOTO a0 Ciyk0y 3aXucTy iHpopMarlii);

- TPOBECTH CYLUIbHY TMEpEeBIPKY KOMITI'IOTEpIB, IO EKCIUTyaTyIOTbCs Ha
MIIIPUEMCTBI (B OpraHizallii) Ha TPEeIMeT HEITAaTHUX 3aKJIaJoK a0o IMiJIKIIYCHb,
MiCJIs IEPEBIPKU KOPITYCH KOMIT IOTEPiB OreyaTaTH;

- Uil TpUOUHEHHS cnpoO 3HATTA 1H(popMaiii 3 MPaIIOI0YUX KOMIT IOTEPIB
[UIIXOM BI3yaJIbHOTO CIIOCTEPEKEHHS a00 CKaHYBaHHS €JEKTPOMArHiTHOI CUTHATYpH
oOjamHaTH BIKHa B NPUMILIEHHSAX, B SKUX PO3MILIYIOTHCS KOMII IOTEPH,
BHYTPILIHIMU >KOPCTKUMH METAJIEBUMHU Kat031, 3000B’A3aTH MEpPCOHAN 3aKpUBATH
Kauro31 mpu 00poOIi KpUTHUHOT 1HPOpMAIIiT;

- Juig 30epekeHHs] HAaMKPUTUYHIIIO! 1H(popMaIii sIK 30epiraeTbcsi Ha HOCIAX, TakK 1
MEePEMIMIAEThC  TI0  MEPEexi, 3aCTOCOBYBATH KpunrorpadigHe  mporpamHe
3a0e3neyeHHsl, 1110 BUKOPUCTOBYE cyqaCHl ANTOPUTMH HmcppyBaHHﬂ

- TOCTIHHO CKAHyBaTH IPOCTIP KOPHMOPATUBHOI Mepexi 1 MOCTyHmaro4yu 330BHI
iHhOpMaILllI0 AHTUBIPYCHHUMH TMpOTpamMamH, pErysipHO OOHOBIATH Oa3u JaHUX
aHTHUBIPYCiB, 3000B’S3aTH MEPCOHAI CUCTEMATHYHO TMEPEBIPSITH HOCII, OCOOJIMBO
3MiHHI, @ TAKOX BX1JHY MOIITY, Ha MPEAMET HAsBHOCTI BipYCiB;

- BCTAQHOBHUTH JMCLUMIUIIHAPHY BIAMOBIJAIBHICTh MEPCOHATY 3a MOPYLICHHS
pexumMy iHPOpMaIiifHOT 0e3meKu 1 Headaie BiTHOMICHHS 10 30epekeHHs iHdopmaIii,
KOXKHUM BHUIIAJIOK MOPYIICHHS PEKUMY 1 BXKUTI BITHOCHO TTOPYIITHUKA JUCIUILIIHAPHI
3aX0AM OBOJUTHU JO 3BEJICHHS KOJEKTHUBY, aKIIEHTYBAaTH yBary nepcoHaigy Ha TOMY,
0 PO3MOBCIOJDKCHHS IIKIJIMBUX Mporpam (BIpyciB) 1 MOPYIIEHHS MPaBUI
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eKCIUTyaTallii KOMIT'IOTEpIB 1 iX Mepex, IO MPHU3BEIO BTpPaTy (MOIIKOKECHHS)
iH(opMarlii, B JaHU Yac € KpUMiHAJIBLHO KapaHUMU JiSTHHIMU;

- BCTAHOBHUTH ILTATHO MependavyeHi maposi Ha JocTym g0 BIOS kommn’toTepiB, Ha
KOMIT FOTepax, SIKi MICTSTh KPUTHYHY 1H(OPMAIIitO JI0JaTKOBO BCTAHOBUTH TApOJIi Ha
3aBAaHTAKCHHS, TEepeadauuTH CHCTEMY MapoJibHOI 1JIeHTHdIKaIlli KOPUCTYBadiB B
Mepex1, BEICHHS ITPOTOKOJIIB POOOTH KOPUCTYBAYIB;

- BCTAaHOBUTH B KOpPIOpaTUBHIA Mepexi BHyTpimHi POP, SMTP, Proxy
HTTP/FTP cepBepy, BCe CIIKYBaHHS KOPHUCTYBA4iB MEPEXi 13 30BHIIIHIM CBITOM
3MIMCHIOBATH TUIBKM 4Yepe3 Il CepBepy, BCTAHOBUTH Ha HHUX NPOrpaMHe
3a0e3MeueHHs 11 00’ EKTUBHOTO KOHTPOJIIO 3a BMICTOM 1H(opMaIlii, sika IUPKYITIOE
4yepe3 HUX;

- BCTQHOBUTH Ha KOMIT IOTE€pax, y TOMY YHCIl 1 HE MIJKIIOYEHUX JI0 MEpexi,
3ac001B 00'€KTUBHOTO KOHTPOJIIO 32 JIISUIBHICTD MEPCOHAY;

- BCTAHOBUTH MPOTrpamMHy CHUCTEMY MOHITOPUHTY PYXy MaKeTiB B KOPIMOPATUBHIN
Mepexl 1 JIOCTYIy 10 KPUTHUYHOI 1H(OpMaIlii, BECTH MPOTOKOJIOBAHHS JTOCTYMY 0
noaioHo1 iHdopMaIIii;

- BCTAHOBUTH MPOTPaAMHy CUCTEMY TUNY packet sniffer Nnsi CKaHyBaHHS MEpExi,
Opy BUHUKHEHHI PU3UKY MOPYLIEHHS PEXUMYy O€3MEKH NEPEeBOJIUTU ii B PEXUM
NEPEXOIUICHHS MaKeTIB;

- TPU3HAYUTH KOHKPETHOIO CHIBPOOITHUKA, SIKUW 3aiMaTUMETbCS aHaII30M
pe3yabTaTiB poOOTH 3aC001B 00’ €KTUBHOT'O KOHTPOJIIO, KOHTPOJIFOBATH CTaH OE3MEeKU
MEpexi 1 Ipu BUHUKHEHH! HEUITATHUX CUTYalllil BXXUBATH 3aXOJU IO HEranHOMY
pearyBaHHIO;

- CHUCTEMaTHYHO MEPEeBIPATH AOTPUMAHHA DPEXKUMY i1H(OpMaliiHOT Oe3mneku -
36epe>1<eHH;1 NEYaTOK HA YCTaTKyBaHHI, KJIIOYiB KOMyHiKauiﬁHI/IX MOPTIB, 30BHIIIHIX 1
3MIHHHMX HOCIiB, HOCIiB Y KOHTeI/IHean HasSIBHICTh HETAOETBHUX KOMyHlKaHII/IHI/IX
OpUCTPOiB 1 HOCIIB Ha poOOYMX MICISIX MEPCOHATy, HAasSBHICTh KOMII IOTEPIB,
3aJIUIICHUX MIEPCOHATIOM Y BKIIOUEHOMY CTaH1 0e3 Harjsiay.

Kopomki pekomenoayii 3 opeanizauii po3merncoeano2o 00cmyny 6 mepexci 01
neeenukoi opzanizayii. [104aTKoOBI JaHi: € JIOKaJbHA Mepexka, sika 00’ €IHy€e NeKUTbKa
BIJILIB (200 IHIIMX CTPYKTYpHUX Mipo3aiiB), Web-cepsep 1 goctymn 1o [HTepHer.

[ToTpiben: po3mexkyBaTH TMpaBa JOCTYIy Ha piBHI BIJAUTIB/MIAPO3AUIIB 10
peCypcCiB 1HIIMX MAPO3AUIIB 1 3abe3nmedeHHst Oe3neku mpu poOoTi 3 [HTepHETOM B
IUIaHI HECAHKIIOHOBAHOTO JOCTymy 3 [HTepHeTy [0 BHYTPIIIHBOI Mepexi
oprasizaiiii.

[IporoHyeThCsl HAcTymHE pIIICHHA: MeEpeka OpraHizaiii po30MBaeTbcs Ha
CEerMEHTH 3a J0moMororo 30opy cermentiB mepexi Ha PIBHUX konnentpatopax
(xabax). YcepeauHi OJHOTO CErMEHTY Nepen0adaeThcs, IO BCl MAIIMHA MAalOTh
OJIHAKOBUH piBeHb Hoctymy. B nenTpi mepexi craButhess Mammuna mig OC Linux 3
HaOyqoBaHMMM mpaBuiamu  ¢iabTpaumii. [n1g KOXKHOTO CerMeHty B cepBepi
nependavyaeThCcsl OKpeMa MEpeXKHa IIIaTHS.

JlocTyn 3 OJTHOTO CErMEHTY B IHIIHUM MOXe OyTH J03BOJICHHM a00 3a00pOoHEHUM
MOBHICTIO a00 4YacTkoBo. [lig 4acTKOBUM OOMEXKEHHSIM JIOCTYNY CJIJ PO3YMITH
HACTYITHI BUU OOMEKEHb:

1. Ilo IP-anpeci mxepena 1 npuiiMayda maxkery.
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2. Ilo nporokoy TCP/UDP/ICMP.

3. [To mopTy /Kepena i mpuitMaua makery.

4. Tlo o3nari SYN/ACK (inimiaTop/BiiroBijgaq).

5. o 1aTepdeiicax rol0BHOrO MapUIpyTHU3aTOpa.

Kpim Toro, moxke OyTu BHKOHaHa »OpcTka npuB’sizka IP-anpec no MAC- anpec
MEPEeXHOI IUIaTM Ha poOOYMX MalllMHAX Mpu  iX poOOTI 3/4epe3 TOJOBHHI
MapuIpyTU3aTOP, 110 YTPYIHSE MPOCTY MEPECTAaHOBKY /P aapecu HaBiTh yCEpeluHI
OJIHOTO CErMEHTY 3 MAIllMHU Ha MAalIMHY JUIs 3arnoOiraHHs MpeACTaBICHHIO OJIHI€]
MallMHU pekBi3uTamMu 1HIIOT B Mepexi. ([IpaBma mpu 1poMy HE BHUKIIIOYAETHCA
NepPEeCTAaHOBKA MEPEKHOI TUIaTh (I3UYHO 3 MAIIMHU HA MalIMHy a0o0, 32 HasSBHOCTI Y
MEPEeXHIM MIaTi Takoi MOXKJIMBOCTI, mepernporpamyBanHs ii MAC-aapecu Ha
arapaTHoMy piBHi. [Ipote mi Aii BUMararoTh BHUCOKOI KBamidikaiii KOpUCTyBaua,
JIETKO BUSBIIAIOTHCA npu ayOnsiki MAC-aapec y BUMIISIAI TOPYIIEHHS POOOTH JBOX
POOOUYMX MAIIMH Y MEPEXK1).

[Tpuknan cxemu npuBeAeHU Ha puc. 6.6.

Cepsep I'pl
. I'p2
OcHOBHHH
MapIIpyTH-
3aTop mia
Linux
I'p3

Pucynok 6.6 — [Ipuknan cermenrarii Mepexi

Ha puc. 6.6 mokazano 3 migmepexi Juisi oprasizaiii 3 po3AiIbHUX CETMEHTIB,
BHYTPIIIHIN Tpadik SIKHX HE MOXE IPOCIYXOBYBAaTHCS B peXuMi CHIpyBaHHS 3
iHImoro cermeHry wmepexi. WWW-cepBep y BKazaHOMY TMpHKJIaJl BHUHECEHUH B
OKpeMHUUl CerMeHT Ha OKpeMmy MaimuHy. lle BumpaBmano, sSKIo0 mOTpiOHA BenMKa
3aKpPUTICTh 1 HAAIWHICT, MamuHU mia Linux. Xoda y Oarathox Bumagkax WWW
cepBep Moxe OyTH po3MillleHud npsMo Ha Linux-mamuHi. JIOCTyn Mpu 1bOMY 0
nanoro WWW cepBepy Moxe OyTH pPO3MEXKOBAaHO 3a OINHUCAHMX BHIIE YMOB
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HE3aJeKHO BIJ TOr0 Ha OKpemiil MamuHi ab0 Ha MallMHI-MapIIpyTU3aTopi
3HaxoauTbcst WWW.

AnminictpyBanHa BiacHe Linux 1 WWW cepBepiB Moe MPOBOAUTHUCS 3 CaMOI'0
cepBepy abo 3 Oyab-aK0i 3 poOoumx craHiii. J[ocTyn s agMiHICTpYBaHHS MOXE
OyTM JOJATKOBO 3axHIIEHO Bl MPOCIYXOBYBaHHS Tpadiky ycepeauHi CBOro
CETMEHTY.

Bci Buie nepeniyeHi oOMeXeHHsI 3aCTOCOBHI 1 0 BUXOAY 4epe3 JAaHui Linux-
cepBep B [HTepHET 1 A OJI0KYBaHHS HECAHKI[IOHOBAHOTO TIPOHUKHEHHS 3 IHTEPHETY
y BHYTpilIHI cerMeHTH. KpiM Toro Ha paHoMy Linux-cepBepi MOXYTh OyTH
BCTaHOBIICHI proxy-cepBepu Uid JAOCTymy 10 IHTepHeTy, y TOoMy 4Mchi 1 3
MOXKJIMBICTIO (DUIBTpAIIii 3aMpoIyBaHUX IOMEHHHUX 1MeH Tpu cepdinry mo InrepHery
JU1sl 0JIOKYBaHHS B1JBITyBaHHS HeOaXKaHUX CaWTIB.

Kpim Toro, moxke Oyt Ha 0a31 Linux oOpraHi3oBaHO TIOIITOBUM cepBep
SMTP/POP3 1 MOAeMHI MAKIIOYCHHS JJISI IOCTYIy 330BHI.

Bci onmcani pimeHHs MpakTAYHO HE3aJIekKHI 1 MOXKYTh JJOJaBaTHCS MOCTYIIOBO 3a
MIpOIO0 HEOOX1THOCTI.

Ymosenuit kowmopuc npoeedennsa pobim no 3a0e3NEUEHHI0  PEHCUMY
iHpopmauiiinoi 6e3nexu. TexHiuH1 3acO0U 1 3aX0/IU:

- npua0aHHs KOHTeWHepiB Tura Mobil rack 2-3 mt. mo 10-15 Y3E;

- BUTOTOBJICHHS HECTAHIAPTHUX P03’ €MIB 30BHIIIHIX iHTepdeiciB (LPT) 1 Kito4iB
J10 HUX 7-9 V3E 3a KOMIIJIEKT;

- mpuaOGaHHS KOMIT I0TE€pa-MapHIpyTU3aTopa 1 MEPEKHUX amapaTHUX 3aco0iB 110
HBOTO 700-1000 Y3E;

- puAOaHHS 30BHIINIHBOTO HaKonu4uyBaya 3 intepgericom LPT 140-175 Y3E

- BIAKJIFOUEHHSI HAKOMHWYYBauiB Ha 3MIHHMX HOCISX, 30BHIIIHIX 1HTepdeircHnx
po3’eMiB 3a moTpedoIo;

- BUT'OTOBJICHHS 1 YCTaHOBKA MpUJIaAs JUIsl ONEeYaTaHHs KOPIYCiB KOMIT'IOTEPIB,
KOHTEIHEepIB 3 BiHUECTEpaMH, BUTOTOBJICHHS (3aKyMiBsI) MEHANIB Uisd 30epiraHHs
KITI04iB po3’emiB LPT 3a MoTpedo1o;

- YCTaHOBKA HAa BIKHAX B MPHUMIIIEHHAX 3 KOMIT'TOTEpaMH 3aXHCHUX JKaJTi031

3a moTpeboto;

- OpraHOJIENTHYHUN KOHTPOJIb HASBHOCTI CTOPOHHIX 3aKJIaJoK Ha poOoYHx
CTAHIIISIX MEPExK1 2-4 V3E na po6oue micrie.

[Iporpamui 3acobu:

- YCTaHOBKa 1 KOH]Irypaiiss mporpamMHOro 3a0e3leueHHs MapuipyTu3aTopa i

OpanmMayepa 200 V3E;

- po3po0Kka, yCcTaHOBKa, KOH(Irypaiist 3aco0iB 00’ EKTUBHOTO KOHTPOIIO pOOOUNX
MICLIb MEPEXKi 4 V3E na poboue miciie;

- ycranoBka 1 koHpirypariis POP/SMTP 1 HTTP cepsepiB i 3aco6iB 06’ €KTHBHOTO
KOHTPOJIIO Ha HUX 100 Y3E;

- KOH(irypartis CHCTEMH pO3MEXKYBaHHS JJOCTYIY KOPHCTYBadiB

50 V3E;
- yCTaHOBKa 1 KOH(]Irypailisi CHCTeMU TUITY packet sniffer nis poOOTH B pPEXUMI

CKaHyBaHHS MEPexXi 150 V3E;

156



- YCTaHOBKAa CHCTEMH MOHITOPUHTY PYyXy MAaKeTiB B KOPIMOPATUBHIA Mepexi 1

JOCTYIY 0 KPUTUYHOI 1HPopMmariii 60 Y3E;
- npua0anHs aHTuBipyca AVP 3 piuHOI0 HiANUCKOIO 100 Y3E
- npuadanHs antuBipyca DoctorWEB 3a MOTpeOoIo
- YCTaHOBKa 1 KOH(Irypaiiis 3aco6iB mudpyBaHHs TaHUX 3a MOTpeOoIo.

Jlami nepeiiieMo 10 po3rIsiay Mpoleayp MPOSeKTYBaHHS CHUCTEMHU 1H(POpMAIIHHOT
Oe3MeKu eHTPiB 00pOOKH BUKIIMKIB Ta KOHTAKT- LIEHTPIB.

6.7 KommiekcHa cucrema inopmaniiinoi 0e3nexku neHTpiB 00pooOKu
BUKJIUKIB

Mooenv 6Oe3nexku yenmpa o0opooxu eukaukie. Mera 3axucty OB nossirae y
BUKOHAHHI HOPM, 3aXO/IIB Ta Jii, CIIPSIMOBaHUX Ha 3amo0iraHHs MIKoau 1/abo 30UTKIB
y pasil peamizaiii 3arpo3d 4M y pasl arakd Ha iHGopMalliiHy Oe3nexky. 3axucT
3MIUCHIOEThCST KOMIUIEKCHOIO cuctemoro 3axucty (KC3) 11OB, ska ckmagaerbes 3
MPaBOBOIO, OprasizamiitHo-MeTOUIHOTO, TEXHIYHOTIO, POrpaMHOro,
iHpOpMaLIHHOTO Ta MaTeMaTUYHOro 3abe3leueHb, IO 3arnobiraloTb abo CYTTEBO
YTPYAHIOIOTH 3aBJaHHs KoM QyHKIIoHyBaHHIO [[OB.

[Tomituka Oe3nmexku [[OB abo cranmapTHuil GyHKIIOHATBHUN TPODLIL
3axXUIIEHOCTI 00poOmoBanoi iHpopMali [28] MOBMHHI BU3HAYATUCH BIAMOBIIHO 10
YHHHOI HOPMATHBHO-TIPABOBOT 0a3u Ta BiMOBIAATH KATETOPIsIM 32 03HAKOIO PEKUMY
noctymy iHdopMaiiii, sika 00podseTbes y [IOB. YV LHOB 06po6asieTses: iHpopmartis
CIO’KMBA4IB 1 MHOXXHMHA JaHUX TEJEKOMYHIKAIIMHUX Ta 1HGOPMAIIHHUX TMOCIYT;
TexHoJoriyHa iHdopmaris Ta iHpopmalisd, HeoOximHa s kepyBaHHs [[OB;
iHpopmMmarris, HeoOximHa s 3axucty [[OB. Iligpo3minu omnepatopa 3B’ SI3KY
OTPUMYIOTh Ta OOpPOOJISIFOTH COTHI ¥ TUCSYl 3BEPHEHB KIIIEHTIB, TEHEPYIOTh BEITMKHIMA
obcsr ciyx00Bo1 1H(DOpMaIii.

['onoBuuM o6’ektoM 3arpo3 y LIOB € tenexkomyHikaiiiiHi ¥ iHpopMariiiHi
nociyry, iH(opmallist crokuBayiB, TexHonoriuna iHpopmanis KC3 ta texHosmoriuna
iHbopMallid IIOAO0 aIMIHICTPYBaHHA Ta KEpPyBaHHS OOUYHUCIIOBAIBHOIO CHCTEMOIO
OB 1 3acobamu 00poOku iH(opmamii — HaHi TPO MEpexHl aapec, iMeHa,
NepCOHANbHI 1IEHTU(IKATOPU Ta MApOi KOPUCTYBaviB (TYT 1 Jaji KOPUCTYBaul — 1€
nepconan [{OB, Ha Biaminy Bif cnokuBauiB mociyr [{OB), ixHi mOBHOBakeHHS Ta
mpaBa JIOCTYIly J10 O0’€KTiB, 1H(oOpMaIlis KypHaJIB peecTpallii aiii KOpUCTyBayiB,
iHma i"dopmallis 6a3 JaHUX 3aXUCTy, BCTAHOBJICHI pPo0OOdYl TMapaMeTpu OKPEMHUX
MexaHi3MIB a00 3aco0iB 3axuCTy, 1HPopmarlis npo npodinai odgagHaHHS Ta PEKUMHU
oro (¢yHKIIOHYBaHHSA, poOodi mapamerpu ¢yHKIioHanpHOTO [I3  ToOIMIO.
TexHosoriyHa iHpopMaIlis Mpu3HayeHa Jjisi BAKOPUCTAHHS TIJIbKH YIIOBHOBaKEHUMH
KOpUCTyBauaMH: CHiBpoOiTHUKamMu ciy:xou Oesneku [[OB Ta mnepconamom, 1o
3a0e3neuye Horo pyHKI1IOHYBaHHS.

KC3 mae 3abe3neuyBaTil peasizaiiio BUMOT 13 3aXHCTY LIJTICHOCTI Ta JOCTYITHOCTI
3araibHOAOCTYNHOI 1HGopMalii, mo, uupkymaoe B 1{OB, TenekomyHikaliiiHuX Ta
iHpopManiiHux mocayr. OgHO4YacHO, Mae 3a0e3nevyBaTHCh KOH(DIIEHIIHHICTh Ta
LUTICHICTh TeXHOJIOT1YHOI 1HopMarii, iHpopmamii kepyBanHs Ta 3axucty LIOB.
3abe3nedyeHHs MiuTicHOCTI 1H(OpMaIIi mossrae y 3a0e3nedeHHi il MOBHOTH, TOYHOCTI
Ta JOCTOBIPHOCTI. 3a0e3MedyeHHsT MOCTYIMHOCTI TMOJSITae y HaJaHHI JIOCTYIy 0
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iH(bOopMmartii 3a  HasIBHOCTI BIIITOBITHUX IIOBHOBa)KEHb. 3abe3neueHus
KOH(IEHIIIMHOCTI TosArae y 3ano0iraHdHi HECAaHKIIIOHOBAHOMY PO3IOPSIKEHHIO Ta
BUKOpHUCTaHHIO 1H(DopMaliitHux pecypcis [IOB.

Texnonoris o0OpoOyieHHs 1HGoOpMalli Mae BIJANOBIAATH BUMOTaM  IOJITUKH
oesneku iHdopmMarlii, Bu3HaueHoi s [IOB. Bumoru 1mio10 3a6e3mnedeHHs HiJliCHOCTI
3aranbHOsIOCTYnHOT  iH(MopMmanii [IOB Ta koHbimeHmiHOCTI ¥ IUTICHOCTI
TEXHOJIOTIYHO1 iH(opMaIlii BUMararoTh 3aCTOCYBaHHS TEXHOJIOTIH, 110 3a0€3MeuyroTh
peanizaiilo KOHTPOJIbOBAHOTO 1 CAHKI[IOHOBAHOTO JOCTYIy 10 iH(opMaiii Ta
3a00pOHY HEKOHTPOJHOBAHOI W HECAaHKIIOHOBaHOI i1 Momudikarii. TexHosoris
oOpobnenHs iHpopMarllii Mmae OyTH 37aTHOIO PEaTi30BYBATH MOKIIMBICTh BUSBICHHS
cpo0 HecaHKIIOHOBaHOTO jaoctymy no iHdopwmaiii [IOB Ta mporecis, ki 3 Ii€0
iH(pOpMaIli€ro OB’ sA3aH1, a TAKOXK 3a0€3MEUYUTH PEECTPAII0 B CHCTEMHOMY KypHaT
BU3HAYCHUX TIOJITUKOIO BIAMOBIMHOT mociyru Oesmeku moxin — sk HCJI, Tak i
aBTOPU30BAaHUX 3BEpHEHb. TEXHOJOTIYHMMH TIpollecaMd Mae OyTH peasi3oBaHa
MO>KJIMBICTh CTBOPEHHS pe3epBHUX Komill iHpopmarlii WEB-CTOpiHKH Ta IpoLeaypu
iX BIAHOBJICHHS 3 BUKOPHUCTaHHSM pe3epBHUX Komii. TexHosoriss 00poOiaeHHs
iH(opMallii Mae miepeadaYaT MOKIIUBICTh aHAIII3y BUKOPUCTAHHS KOPHUCTYBauyaMH 1
nporecaM 00YHCIIOBAILHUX PECYpCiB aBTOMAaTH30BaHOT CUCTEMH 1 3a0e3meuyBaTu
KEepPYBaHHSI PECYpPCaMH.

Texniune, mnporpamue, i1H(opmarliiiHe 3a0e3nedYeHHsT KOMILUIEKCHOI CHCTEMH
3axucty L{OB mnoBuHHI BupilIyBaTH JBI OCHOBHI 3a/adyl TEXHIYHOTO 3aXHUCTY
iHpopmarii [{OB: 3axuct ¢izuanoro cepenosumia [{OB; 3axuct o6uncIOBaNIBHOT
mepexi 1[OB. 3arposa Gesmerni obuuciroBansHOi Mepexi [{OB Bu3HauaeThcst sk
MOTEHLIHAa MOXKJIMBICTh MOPYIICHHS Oe3MeKku (HYHKIIOHAIBHUX Ta 1H(GOpMaIiHHUX
o0’extiB Ta pecypciB 11OB. Ixepena 3arpo3 6esmeni [{OB e: cmokuBaui mocmyr
[OB; anMinictparopu L[OB; ctoponHi oco0u; chpsbkeHa TenedoHHA Mepexa
3arajlbHOr0 KOPHUCTYBaHHSI; MpPOrpaMHI Ta TEXHIUHI 3aco0M, SKI peai3yrTh
dbyukiionansHi o0’exktr [{OB; TexHoreHHi aBapii; cTuxidiHi jauxa. IIporpamuo-
amapaTHi 3aco0u 3axucTty, o BxoaiaTh a0 ckiaxy KC3 11OB, mnoBuHHI MaTh
HaJICKHUM YMHOM O(OpMIICHI IOKYMEHTH — €KCIEPTHI BUCHOBKH, cepTU]IKATH, SKI
3aCBIIUYIOTh BIJMOBIAHICTh IMX 3acCO0IB BUMOTaM HOPMAaTUBHUX JOKYMECHTIB
cucrtemu T3I.

3 ypaxyBaHHSM THUIIOBUX XapakTEPHUCTUK CepeloBHI (DYHKIIOHYBaHHS Ta
0COOJIMBOCTEN TEXHOJOTIYHUX TMpoleciB 00poOieHHs iH(opmaiii MiHIMAIBEHO
HeoOX1THUN QYHKIIOHATBHHUM Mpod1ab MOKHA BUOPATH MO aHAIOTI] 3 HOPMAaTUBHUM
nokymenTom [29]: KA-2, 11A-1, 11O-1, IB-1, JIP-1, HP-2, HU-2, HK-1, HO-1, HII-
1, HT-1. ®ynkuionanbHui mpodisib 3aXUCTy 0OMPAEThCA BIAMOBIAHO A0 BUMOT PiBHS
3aXHUIIEHOCTI 1HGOpMAITii.

Opranizauiino-meroanyHi 3axoqu 1a Hopmu B LIOB wmaroTh 3abe3neuntu
npoBeieHHs Bu3HaueHoi B [IOB nmomituku 6e3nexu. [IpoBeaeHHs MOMITUKU O€3MeKu
noJisirae 'y 6e31mepepBHOCTI MPOIECy OIIHIOBAHHS PU3UKY BiJ peanisalii 3arpo3 [{OB
Ta MiHIMI3allii MOXJIMBOI 200 3amoAIsTHOT IIIKOU 3 MPUMHATHUM PIBHEM BHUTpPAT.

Indpacrpykrypa IHOB cknagae okpemuii Bifg TEIECKOMYHIKAIIMHOT Mepexi —
JIOMEH O€3IeKH, JIe 1]l JOMEHOM O€3IMeKH PO3YMIIOThCS 00’ €KTH Ta YYaCHUKH, 110 €
cy0’ekTaMu OfHIET TOMITUKU Oe3reku 1 ojHiel aamiHicTpanii Oe3neku. Jlo piBHS
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oesmeknn  [[OB  craBmsaTbecss  OUBITI  BUCOKI BHMOTH, HDK 110 IUGPOBUX
TEJIEKOMYHIKAI[IHHUX MEPEeK.

Xapaktepaumu 3arpo3amu 11t [{OB €: nepexorieHHs, 03HaOMIICHHS 31 3M1CTOM
HECAaHKIIIOHOBAHUM CIIOKHBayeM 1/a00 KOpUCTyBayeM JIOKAJIbHO a00 BiAJIaJieHo;
BUJIy4eHHs 1H(opmaIllli, mocayru a0o 1i 4YacTUHM, BHECEHHsS HEBUSIBICHUX
nepeKkpydYeHb; MacKapajay — HaMaraHHs oOCOOM BIJIrpaTH poJb 1HIIOT 0co0w,
OPUMIPOM, TIPH IJIATHUX MOCIYrax; NOPYIIEHHS 3B’ S3KY, HEJAOMYIICHHS B3a€MOJIIT 3
[HOB a6o 3aTpumMka iHdopmaiii mocayry; BiAMOBA BiJ (PyHKIIIOHYBaHHS, BUIIQJKOBE
abo 3II0BMHUCHE BHUKOPUCTaHHA OO0’€KTa B HEUITATHUX PEXHUMaxX, IOBTOPHUMI
posurpam. KpiMm TOro, TenekoMyHIKalliiHE CEpeloBHUIIE OIeparopa 3B S3KY
MIATPUMYETHCS TOMYJIAPHUMH, € YacTo ciIabo 3axUIICHUMH, MPOTOKOJAaMHU Ta
iaTepdeiicamu B3aemonii — TCP/IP, FTAM, CMIP, SNMP, FTP, HTTP, SMTP, X25,
RS$232 Tomo.

3 Ooky TeneoHHOI Mepexki 3arajJbHOrO KOPUCTYBaHHS Ta MeEpeX I1HIINUX
omepaTopiB 3arpo3amu (rpymnamu 3arpo3) st L{OB moxyTts Oyt Taki [30]:

MacCKyBaHHsI M1 JIOTIYHUN 00’ €KT;

CIIOTBOpEHHA a00 Monu@ikaiis JaHuxX (CHOXKKMBaya, KOPUCTyBauya, 3 OIUJIATH,
MapIIpyTu3ariii);

NEePEXOIUICHHS JaHUX, MPUMIPOM JJII OTpUMaHHs 1H(OpMallii Crio)kuBava;

BIJIMOBa OIlepaTtopa 3B’SI3Ky BIJl TOTO, 10 (YHKIIIOHAIBHUN 00’ €KT mepeaaB 4u
OTpPYMAB JIaHi IOJI0 OTUIATH a0o 1HITY 1HGOPMAIIITO;

MacKyBaHHS, MPU SKOMY 3JIOBMUCHHUK OTPUMYE HECAHKI[IOHOBAHWUW JOCTYI IO
MOCITYT, @ HOT0 PaxyHKH CIUIauy€e 1HIINN CIIOKUBAY;

BIIMOBAa y Ha/IaHHI MOCITYTH;

BiZIMOBa a0OHEHTA BIJ 3’ €IHAHHS Ta 1HIINX BUKOHAHUX HUM I1ii;

HETpaBUJIbHI JaH1 3 OTUIATH; HETPABWIbHI JJaH1 010 B3aEMOPO3PAXyHKIB TOIIIO.

Kpim Toro, rpymy 3arpo3 0OyMOBIIOIOTH HEBHMKOHAHHS BHUMOI 10 Oe€3MeKu
NPOBEJICHHS ~ ONMEpPAaTUBHO-PO3IIYKOBUX  3aX0o[iB  (3akoH  Ykpainu  “IIpo
TeJaeKoMyHiKkaiii”’, ctattsa 39, n. 4) Ta MOHITOPUHTY TeJleKOMYHiKauii. Jljig Beix Al
MOHITOPUHTY MalOTh OyTH 3a0e3nedeHi KOH(D1ICHIIHHICTh, UIICHICTh Ta TOTOBHICTh
[31]. IIpu uboMy, KOH(DIACHIIHHICTS TIepeadavyae He TUIBKU 3aXHUCT BiJl PO3KPUTTS
sammdpoBaHoi iH(opmarii, ame W mnpuxoBaHHsA (¢GakTy MOHITOpUHTY. Bci
(dyHKITIOHATBHI 00’ €KTH Ta 1HTEpdEncH, 0 BITHOCATHCS O MOHITOPUHTY, MalOTh
OyTH 3aXHUIICH] BiJl HECAHKI[IOHOBAHOTO JOCTYIY, PO3KPHUTTA Ta MOAUDIKAIi TaHUX,
110 30epiraloThbes Ta MepeaaroThCsl.

Hacninkamu BIuiMBy 3arpo3 MOXKyTh OyTH: 30MTKH BHACIIJIOK IIaXpaicTBa, BIATIK
KJII€HTIB BHACIIJIOK BTPATH JOBIpHU A0 CIIyKOU 3 OOKY CIIOKHMBAYiB, BTPATH BHACIIIOK
MOPYIICHHS TEepPCOHANBHUX JaHWX, BTpaTH KOH(DiIEHIIHHOCTI, mTpadu 3a
MOPYILIEHHS 3aKOHIB, BTPaTH CIIO>KUBAUIB y OIJIaTi TOIIO.

Mogens 3axucty iHpopMmamiitnux pecypciB OB po3pobnserbcst Ha cranii
TEXHIYHOT'O MPOEKTyBaHHsA. Bubip Mozem 3axucTy sBisie cO00I0 PIIICHHS 3a/adi 3
MIHIMIi3aIlli pecypciB 3aXUCTy MpHU 3a0e3MeYeHH] HaBEIEHOT'0 B TEXHIYHOMY 3aBJIaHHI
piBHS 3axuiieHocTi 1H(opmamiinux pecypcie [HOB. VYV pesynpraTi pimieHHs
BU3HAYAETHCS CYKYMHICTh (DYHKIIOHATBHUX TOCHYTr 3axucty (PII3) mns peamizamii
KC3 T3I.
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Marepianpay ocHoBy KC3 [{OB moBruHHA CTaHOBUTH KOMIT FOTEpHA 0a3a 3aXHCTY,
Ky CKJIQJal0Th MpPOrpaMHI Ta TEXHIYHI 3aco0M 3aXHCTy, a TaKOX €JIeMEHTH
(yYHKITIOHATBHUX 00 €KTIB, SIKI HEOOXITHO KOHTPOJIOBATH Ta SKUMU HEOOX1JTHO
KEepyBaTH JJI peajizallii MoJiTHKH OE3MeKH.

Dynukuii 3axucmy ingopmauii, wgo oopooaaemoca ¢ I[OB. [lociyru 3axXxucty Ta
MEXaH13MH, 110 iX peai3yloTh, MOIIISIOTLCSA Ha IITaTHI 1 10JIaTKOBI (ITo3amTarHi). Y
CYKYITHOCTI 31 IITaTHUMHM JOJATKOBI ME€XaH13MU MTOBUHHI 3a0€3MEUUTH 3a3HAYCHUH Y
TEeXHIYHOMY 3aBIaHHI PIBEHb 3axuIileHocTi 1H¢popmanii. Ha erami mpoexTyBaHHS
BUKOHY€TbCA oOLiHKa peanizoBanux y LOB mrataux ®II3 Ha BiAmoBiAHICTH
HaBEJCHIN y TEXHIYHOMY MPOEKTI MO 3aXucTy. BiacyTHI mociayru peani3yroTbes
3a JIOMOMOTOI0 JOAATKOBHX 3aco0iB 1 MexaHi3MiB 3axucty. JlogaTkoBi 3acobu
PO3pOOISIOTHCS, SKIIO PIBEHb 3aXWIICHOCTI Ta PIBEHb TapaHTIl 3aXHUIEHOCTI
HEJOCTaTHIN.

I[IOB noBuHHA peani3oByBaTH Taki PyHKIIT 3aXUCTy 1HPOpMAIIii.

1) 3aranpHi Tocayru Oe3meKkH, siKi MalOTh HaJaBaTHUCh HE3aJIeKHO BiJl CKIANy 1
dbyukiionansHux MoxiuBocteit [1OB, a Takox mia yac 1HCTamsAIi, 00CIyroByBaHHSI
Ta KepyBaHHS MPOTPaMHUMHU 3acTOCyBaHHSAMU. L[1 mocmyru moTpiOHI y B3aEMOIISX:
KOPUCTYBauiB 13 CHOXXMBayaMHU Ta MIXK COO0O0K0; KOPHUCTYBAadiB 3 IPOTrPaMHUMU
3aCTOCYBaHHSMM; TIPOTPAMHUX 3aCTOCYBaHb MK COOO0I0; MPOTPaAMHKX 3aCTOCYBaHb 3
pecypcamu.

2) CnemianpHi mocmyru 6e3nexu, xapakrepHi aist [[OB.

3) JlomaTtkoBi, mo po3poOISIOTECS W 3AINCHIOITHCS mpu cTBOpeHHI [[OB s
JOCATHEHHS 331aHOTO PIBHS 3aXMILEHOCTI Ta TapaHTI.

KC3 noBuHHa HajgaBaTH TMOCIYTH ISl 3aXUCTY: 1HQOpMAIl KOPHUCTyBadiB Ta
AaHuX 1HGOpMaIifHO-TeNeKOMYHIKaiiHuX mnocuyr; ganux LOB, y Tomy wumcmi
iHpopMmamiinoi 6asu  kepyBaHHs; pecypciB  1IOB; mnporpamuux 3aco0is,
TEJIEKOMYHIKAI[IHHUX 3aco0iB; TEXHIYHUX 3acO0IB; HOCIIB JaHUX, Yy TOMY YHCII
TaKWX, [0 MOXYTh nepeminryBatucs. Jlo ckmany 3aranbHux mociuyr 6esmexu [{OB
MarTh BXOJUTH: MOCAYTH iAeHTU(iKaiii Ta ayTeHTU]IKAIl; MOCIyra KepyBaHHS
JOCTYTIOM, IO TOBHHHA CHENU(IKyBaTH MHOXHUHY MPHUITYCTUMHUX JUISI KOXKHOTO
cy0’ekTa ormepariii 3 KO)XKHHUM 00 €KTOM 1 MOCTIMHUN KOHTPOJb JOJSPKAHHS ITUX
crienudikaiii; mociayra IUTICHOCTI, 10 Mae 3a0e3MeUYUTH TMOBHOTY, TOYHICTH Ta
JOCTOBIpHICTh 1H(dOpMaIlii; mociayra KOH(IISHIIHHOCTI, 10 Mae 3a0e3MeynuTH
HEJOCTYMHICTh Ta HepO3KpUTTA 1H(Popmanii [JOB kopuctyBayam, o He MarOTh IS
IIOTO HEOOX1THUX MTOBHOBAXKEHB; MOCIYTY TOCTYITHOCTI.

[Tocnyru 6e3nexu [{OB peanizyroTbes 3a JOMOMOTOO 3araJIbHUX Ta CICIaAIbHAX
MexaHi3MiB Oe3rmeku. PiBeHb 3axucTy, Bu3HaueHUW mnoiitukor Oesnexku [[OB,
JOCSITa€ThCS BUOOPOM MeXaHi3My Oe3meku BiamoBimHoro kmacy. LI kmacw, mio
MOXYTh TEPETHHATUCh, MAIOTh 3a0e3MedyBaTH: 3amo0iraHHS aTakaM, BUSBJICHHS
aTak, BiHOBJICHHs Tmicisa atak. J{nsa moOygoBu KC3 ta xepyBanHs 6e3nekoro [{OB,
BIJIMOBIAHO J0 CTaHAAPTHOTO (PYHKIIOHAILHOTO MPOQ1t0, BUKOPUCTOBYIOTHCS TaKi
3arajbHl MEeXaHi3MH Oe3MeKu:

3a kpumepiem docmynnocmi: JIB-1 - py4yHe BiIHOBIIIOBaHHS Ticis 300iB, JP-1 -
KBOTH;
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3a  Kpumepiem  KoH@idenyiunocmi: KA-2 - 06a3oBa amMiHICTpaTHBHA
KOH(1AEHIIHHICTB;

3a xpumepiem cnocmepedicnocmi: HW-2 — onuHOuHe i11eHTH(IKYBaHHS Ta
ayrentudikyBanss; HK-1 - onnocnipsmoBanuii Biporigauit kanair, HO-1 — posmosin
060B’s13kiB; HP-2 — 3axumenuii xxypHain; HT-1 - camorectyBanns 3a 3anutom; HII-1
— KOMILIEKC 3aC001B 3aXUCTY 3 KOHTPOJIEM I1TICHOCTI;

3a kpumepiem yinicnocmi: 1|A-1 — MiHIMaJIbHA aJMiHICTpaTHBHA LUTICHICTD; [{O-
1 — oOMesxeHuid BiIKaT.

Jns  peamizamii JeSKMX TOCIYT MOXYTh BHUKOPHUCTOBYBAaTHChH —CIICLIaNbHI
MexaHi3Mu 0e3neKku: TUPPOBUN MiAMKUC, HOTAPU3ALIS.

Ha mnpakturii B ocHOBY iH(oOpMaIiifHOI O€3MeKku 3aKjIajarTh CTaHIAPTHI
cepTu(iKoBaHl pIIMIEHHS, IO BHUKOPUCTOBYIOTHCS Yy CYYaCHHUX CEPBEpHUX Ta
KIIIEHTCHKUX OMEpPAIifHUX CHUCTEMax 3 OJIHOKPATHOIO PEECTPAIi€l0 KOPUCTYBAdiB.
JIis  KOXKHOTO KOPUCTyBaua CTBOPIOETHCA Mpo(disib, BIiAMOBIAHO JO SKOTO
BU3HAYAIOTHCSA HWOTO MpaBa W MOXKJIMBOCTI JOCTYIY A0 1H(pOpMAIlIHHUX PECYypCiB.
3abe3reuyeThCs BEACHHS KYpHAIIB M NPOTOKOJIOBAHHS YCIX CEaHCIB JOCTYITY
KOPUCTYBauiB 0 0a3u AaHuX. Y XypHanax (ikcyeTbcs Bes iH(opMaliis moao AiH,
SIK1 BUKOHYIOTBCS y 0a31 JaHUX.

Bupimenns 3amau 3a0e3neyeHHs HaIIMHOCTI, JOCTYMHOCTI 1 Oe3mepebiiHol
poOOTH 3IIACHIOETHCS y JBOX HampsiMax: 3a0e3ledyeHHs IUTICHOCTI JaHuX Ta
mporpamMHux 3aco0iB; OesmepediitHoi poboTH amapaTHUX 3aco0iB. 3a0e3medeHHS
HAJIMHOCTI amapaTHUX 3aco0iB JOCATA€TbCA 3acTOCYBaHHAM TexHojorii RAID,
KJIACTEpPHOI  TEXHOJOTli, pPE3epBHUM  KOMIIOBAaHHSIM TMporpaM Ta JIaHUX,
Oe3mepebitHIM KUBICHHSIM CEPBEPHOTO Ta MEPEIKHOTO oOnaHaHHS, 3aCTOCYBaHHSIM
nmpouenyp MEpPEeBIPKA  IITICHOCTI Ta KOPEKTHOCTI maHmx. Jlmsa 3abe3medeHHs
HaJIHHOTO 30epiraHHs 1 Tepenadl JaHuX BUKOPUCTOBYIOTh TEXHOJOTII CTBOPCHHS
pEe3epBHUX KOMIil MporpaM Ta JaHUX 1 TEXHOJIOTIi, Mo 3a0e3MeuyroTh rapaHTOBaHE
30epiraHHs J1aHUX.

3anumaHHs1 0511 caMOKOHMPOJTO

1. Maiite Bu3HaAueHHS, IO € LeHTpoM oOpoOku BukiukiB (IIOB) Tta ioro
MpU3HAYCHHS.

2. [osicHiTh PyHKLIT HEHTPY OOPOOKU BUKIIUKIB.

3. SIk y cTaHIapTi BU3HAYAETHCS MOHATTS «ONEPATOpP»?

4. [losicHITh CTPYKTYpPY Ta npuHUMNU ¢pyHkiionyBanus [{OB.

5. IlosiCHITP TpPHU3HAUYEHHS OCHOBHMX B3Aa€EMOJIIOUUX MPOrpaMHO-arapaTHUX
¢dbyukiionansHux oauHUIk [{OB.
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IEPEJIIK YMOBHUX ITIO3HAYEHD

ITU — (International Telecommunication Union)
MiXHapOIHUI COI03 EIIEKTPO3B’ SI3KY

NGN — (Next Generation Networks) Mepexi TpeTbOro MOKOJIIHHS

TCO — (Total Cost of Ownership) 3aranbHa BapTICTh BOJIOIIHHS

AC — ABTOMaTH30BaHa cUCTEMa

ATC — ABTomaTuyHa TenaedOoHHA CTaHIlis

BBC — Bszaemonis Binkputux Cucrem

JNCC331 - JlepxaBHa city»0a CIeliajgbHOTO 3B’ SI3Ky Ta 3axXUCTy iH(popMmarii

EOM — EnextponHo-00uUMCIIOBaIbHA MaIlIMHA

EOJ] — EnextponHuii 0OMiH TaHUMU

ELIT — EnextponHuii i poBuii miamnuc

3MI — 3acobu macoBoi iH(popmarrii

Ib — Iudopmariitna 6e3nexa

IP — Iudopmamiiini pecypcu

IC — Iudopmariiina cuctema

IKT — IndopmamiitHo-KOMyHIKAaIiiHI TEXHOJOT11

IT — Iudopwmariitai TexHOIOTIT

K3M3 — Kowmmekc 3ac06iB 1 MexaHi3MiB 3aXHCTY

K31 — Kowmmnnekcuuii 3axuct iHpopmartii

KC3I — Kowmmnekcna cucrema 3axucty iHdopmarii

KCIb — Kowmmnekcna cucteMa iHpopmaliiiHoi 6e3nexku

JIOM — JlokanbHa 00YHUCITIOBAJIbHA MEpeXkKa

MIT/L — Mepexa nepenaBaHHs TaHUX

M3K — Mepexi 3araJIbHOTO KOPUCTYBaHHS

MT3 — Micekuii TeneoHHUN 3B’ SI30K

MTC — MarepianbHO-TexXHI4YHI 3aCO0U

MIOB - llentp oOpoOKM BUKIHKIB CITYKOM «Mimitisi»

OL — OO’exT 1HbOPMALIHHOT TIATBHOCTI

[IEMBH - Ilo6iuHi eJeKTpOMarHiTHi BUIIPOMiIHIOBAHHS Ta HABOJOK

PHBO — Pana HarioHaJIbHOT O€3MeKH Ta 000POHU

PCO — PexuMHO-cexpeTHUl opraH

C3I — Cucrema 3axucty iHpopmarlii

C3H — ComanpHu# 3aXUCT HACEJIEHHS

CIb — Cucrema iHpopmMaIliiftHoi Oe3meKu

CII3I — CormianpHuii 3aXucT 1HQOpMaIii

T3I — TexHiuHuii 3axuct iHGopMmarrii

TM3K — TenekoMyHiKalliitHI MEpeXkKi 3araJIbHOTO KOPUCTYBaHHS

TOM3K - Tenedonna Mmepexa 3arajibHOro KOPUCTYBaHHSI

®BA — ®yHKUI0HANTBHO-BapTICHUHN aHal3

@311 — ®onp 3apobiTHOT TIIATH

®II3 — ®yHKLI0HAIBHI TOCIYTH 3aXUCTY

[HOB — llentp 0OpoOKM BUKIIUKIB

[ICK — Iudposi cuctemu KomyTariii
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